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Preface

This IBM® Redbook covers the “hot topic tasks” (according to client feedback) related to
running the following iSeries™ Access for Windows, 5722-XE1, capabilities:

» iSeries Access for Windows installation, focusing on tailored and silent installation

» iSeries Access for Windows Application Administration, focusing on the new starting in
Version 5 Release 2, Central Settings support

» Setting up iSeries Access for Windows functions to use Secure Sockets Layer (SSL)
support

» iSeries Access for Windows functions using Kerberos and IBM Enterprise Identity
Mapping (EIM) network authentication capabilities

This information should get you up and running quickly using these capabilities.

This book also includes a summary of what is coming in the next release of iSeries Access for

Windows by describing what is available as Beta code from the iSeries Access Web site at:
http://www.ibm.com/eserver/iseries/access/windows

The information in this book is generally available through sets of information located at the

following Web sites, but is documented here all in one place and with actual examples to
speed up your deployment of these capabilities:

http://www.ibm.com/eserver/iseries/access/windows
http://www.ibm.com/eserver/iseries/infocenter

Select your geographical region and your V5R2 language. In the Information Center,
select Connecting to iSeries — What to connect with — iSeries Access.

Note that iSeries Access for Windows, 5722-XE1, includes a wide range of TCP/IP-based
functions not covered in this book that use client PC workstations running a variety of
Microsoft® Windows® operating systems when connected to one or more iSeries systems.
iSeries Access for Windows offers an all-inclusive client solution for accessing and using
resources from your Windows desktop.
The primary components of iSeries Access for Windows are:
» iSeries Navigator, which provides interfaces to the system for:

— Work management

— Configuration and service (hardware, software, fixes, system value, logical partition
management and performance data collection)

— Network management (TCP/IP configuration and status and mange servers)
— User and group profile management

— Database access

— OS/400® Integrated File System (IFS) management

— Management Central functions for managing one or more iSeries systems, including
software and fixes, system values, performance data collection, performance metrics
and job monitoring, and task scheduling

— And more

© Copyright IBM Corp. 2004. All rights reserved. vii
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» Middleware for using and developing client applications to access OS/400 resources and
that uses iSeries NetServer for working with the OS/400 Integrated File System and
printers

» 5250 emulation (PC5250)
» Data transfer access to DB2® Universal Database™ (UDB) to your iSeries server

The team that wrote this redbook

This redbook was produced by a team of specialists from around the world working at the
International Technical Support Organization, Rochester Center.

Jim Cook is a Senior Software Engineer at the International Technical Support Organization,
Rochester Center. He leads teams that produce iSeries Announcement presentation sets that
are maintained on the IBM @server® iSeries Web site
(http://www.ibm.com/eserver/iseries/support) and presented at ITSO iSeries Forums
internationally. Jim also produces Redbooks™ about various OS/400 topics.

Jeremy Schulz is a Staff Software Engineer in Rochester, Minnesota in the U.S. He has five
years of experience in the client support field. He has worked at IBM for five years. His areas
of expertise include iSeries Access for Windows, iSeries Access for Web, and the Telnet
Server.

Thanks to the following people for their key contributions to this project:
IBM Rochester Development

Yvonne Giriffin
Gordie Grout
Linda Hirsch
Jeff Van Hueklon
Steve Mervosh
Carole Miner
Tim Mossing
Sharee Oesterlin
Jill Shepherd
Mark Vanderwiel

iSeries Support, Rochester (Support Line)

Gary Lakner, especially for his Kerberos and Enterprise Identity Mapping assistance

Become a published author

viii

Join us for a two- to six-week residency program! Help write an IBM Redbook dealing with
specific products or solutions, while getting hands-on experience with leading-edge
technologies. You'll team with IBM technical professionals, Business Partners or clients, or
both.

Your efforts will help increase product acceptance and client satisfaction. As a bonus, you'll
develop a network of contacts in IBM development labs, and increase your productivity and
marketability.
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Find out more about the residency program, browse the residency index, and apply online at:

ibm.com/redbooks/residencies.html

Comments welcome

Your comments are important to us!
We want our Redbooks to be as helpful as possible. Send us your comments about this or
other Redbooks in one of the following ways:
» Use the online Contact us review redbook form found at:
ibm.com/redbooks
» Send your comments in an Internet note to:
redbook@us. ibm.com
» Mail your comments to:

IBM Corporation, International Technical Support Organization
Dept. JLU Building 107-2

3605 Highway 52N

Rochester, Minnesota 55901-7829
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Summary of changes

This section describes the technical changes made in this update of iSeries Access for
Windows V5R2 Hot Topics: Tailored Images, Application Administration, SSL, and Kerberos,
SG24-6939-00, as updated March 2004. This update might also include minor corrections
and editorial changes that are not identified.

March 2004, Update

This revision reflects the addition, deletion, or modification of new and changed information
described in the following sections.

New information

Section 5.7, “Enterprise Identity Mapping” on page 132, now includes expanded Enterprise
Identity Mapping (EIM) overview information and simple EIM configuration examples. This
information is required because iSeries support of Kerberos authentication requires basic
EIM configuration to map between a Kerberos principal and an OS/400 user profile.

The previous edition indicated EIM configuration was not required when the Kerberos
principal name and OS/400 user profile were identical.

Changed information

» The “Preface” on page vii and Chapter 1, “Overview” on page 1 now contain text that
includes the new information in the Enterprise Identity Mapping topic.

» In Chapter 5, “iSeries Access for Windows in a Kerberos environment” on page 97, the
topics about setting up iSeries Access for Windows iSeries Navigator and PC5250
Emulation to use Kerberos are moved to the end of the chapter.

© Copyright IBM Corp. 2004. All rights reserved. xi
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Overview

This chapter provides an overview of:
» iSeries Access for Windows
» Topics covered in each chapter of this redbook

© Copyright IBM Corp. 2004. All rights reserved.



1.1 iSeries Access for Windows overview

iSeries Access for Windows, 5722-XE1, includes a wide range of TCP/IP-based functions
that use client PC workstations running a variety of Microsoft Windows operating systems
when connected to one or more IBM @server iSeries systems. iSeries Access for Windows
offers an all-inclusive client solution for accessing and using resources from your Windows
desktop.

The primary components of iSeries Access for Windows are:

» iSeries Navigator, which provides a Windows operating system-based graphical user
interface (GUI) to an iSeries system with the following major functional areas:

Work management (view and manage jobs, subsystems, job queues, spool output
queues, and more)

Configuration and service (multiple system management of hardware, software,
software fixes, OS/400 system values, and user inventory, installing software and fixes,
search results for user profile usage attributes, system-wide performance data
collection, logical partition management, and more)

Network management (TCP/IP configuration, IP policies, and status, OS/400 “servers
such as Telnet and Management Central, and more)

User and group profile management
Database access (primarily through SQL-based functions)
0S/400 Integrated File System (IFS) management (including file shares)

Security (view and manage authorization lists, security policies, and Network
Authentication Services (Kerberos usage))

Windows administration (view, start, stop, and install fixes for a Windows operating
system installed on either the Integrated xSeries® server (IXS) or the Integrated
xSeries Adapter (IXA) for iSeries, configure and manage virtual disks to that Windows
operating system, propagate OS/400 users to users on the Windows network domain,
and more)

Support for properly set up products to appear as “plug-ins” in the function hierarchy
tree on the PC workstation (includes IBM products, such as Lotus® Domino®, Backup
Recovery and Media Services, Advanced Job Scheduler, and Performance Tools for
iSeries)

Management Central (an underlying component that provides multiple system support,
scheduling of specific iSeries Navigator functions, such as performance data
collection, performance monitoring, job and message monitoring, and all of the
configuration and service functions)

And more

» Middleware for using and developing client applications to access OS/400 resources and
that uses iSeries NetServer for working with the OS/400 Integrated File System and
printers

» 5250 emulation (PC5250), which provides 5250 display and printer emulation

» Data transfer access to DB2 Universal Database (UDB) to your iSeries server, which
provides SQL-based selection of file data exchange between the iSeries server and the
iSeries Access for Windows client workstation

This book is not intended to provide additional details about these capabilities, but rather
useful information about underlying support, such as installation options and specifically
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tailored image installation, iSeries Access function administration (Application
Administration), and SSL-based and Kerberos-based security when using these functions.

For details about iSeries Access for Windows capabilities, see the following information
resources:
» iSeries Information Center:

http://www.ibm.com/eserver/iseries/infocenter

Select your geographical region, your V5R2 language, and the Connecting to iSeries
link.

» iSeries Access Web site:
http://www.ibm.com/eserver/iseries/access
» iSeries Access for Windows online help information

» iSeries IBM Redbook volumes about V5R1 Operations Navigator (renamed iSeries
Navigator in V5R2):

http://www.ibm.com/redbooks

Search the iSeries domain with “Operations AND Navigator” or the following manual
numbers. Although based on V5R1, this series of books gives moderate detail level
information with examples of the major iSeries (Partitions) Navigator capabilities. These
Redbook titles are:

— Managing OS/400 with Operations Navigator V6R1, Volume 1: Overview and More,
SG24-6226

— Managing OS/400 with Operations Navigator V5R1, Volume 2: Security, SG24-6227

— Managing OS/400 with Operations Navigator V5R1, Volume 3: Configuration and
Service, SG24-5951

— Managing OS/400 with Operations Navigator V5R1, Volume 4: Packages and
Products, SG24-6564

— Managing OS/400 with Operations Navigator V56R1, Volume 5: Performance
Management, SG24-6565

— Managing OS/400 with Operations Navigator V5R1, Volume 6: Networking,
SG24-6566

With all these functional capabilities, there are underlying iSeries Access functions that span
this entire set of capabilities that provide installing these functions, controlling who can use
specific functions (Application Administration, an iSeries Access for Windows function), and
using Secure Sockets Layer (SSL)-based application authentication and data encryption, and
using Kerberos-based network sign on (authentication).

1.2 Topics by chapter
The following chapters take information located in several sources and integrate that
information into this book according to the following highest-level topics:
» Chapter 2, “Installing iSeries Access for Windows” on page 5

This chapter gives a brief overview of all of the iSeries installation options and focuses on
the tailored installation option to provide images that contain only certain iSeries Access
for Windows functions. Each tailored image can be used for installation on a specific set of
PC client workstations.
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» Chapter 3, “Application Administration: Administration system and Central Settings” on

page 29

This chapter describes how to allow or deny usage of iSeries Access for Windows
functions explicitly using the new for V5R2 Central Settings along with Local Settings,
which in previous releases were the only way to implement Application Administration.

Chapter 4, “Secure Sockets Layer (SSL)” on page 55

This chapter describes how to set up all or selected iSeries Access for Windows functions
to use the security capabilities of SSL under OS/400. This includes the setting up and
assignment of digital certificates using the iSeries browser-based interface to the iSeries
Digital Certificate Manager (DCM).

Chapter 5, “iSeries Access for Windows in a Kerberos environment” on page 97

This chapter describes iSeries Access for Windows basic usage of Kerberos and IBM
Enterprise Identity Mapping (EIM) network secure authentication. Overviews of Kerberos
and EIM are presented along with basic Kerberos and EIM setup examples.

This enables several iSeries Access for Windows functions to use the industry-standard
Kerberos Authentication and Authorization System network authentication. Note that
Kerberos is an architecture that enables implementation of an encryption-based security
system that provides both mutual authentication between the users and the servers in a
network environment and encrypted data exchange. iSeries Access for Windows uses
only the authentication function under Kerberos. SSL is used for data encryption.

You can set up Kerberos usage on an iSeries server through the Network Authentication
Service interface under the iSeries Navigator Security component.

You set up EIM usage on an iSeries server through the Enterprise Identity Mapping
interface under the iSeries Navigator Network component.

Note, for V5R2 functions such as those available with iSeries Access for Windows
(licensed program 5722-XE1) 5250 emulation and iSeries Navigator, use of Enterprise
Identity Mapping and iSeries Network Authentication Service are both required for the
target iSeries to map the Kerberos principal (“‘user’) to an OS/400 user profile. This is
required even when the user IDs and passwords are identical on the client and server and
network Kerberos support has authenticated the user.

iSeries Access for Windows V5R2 Hot Topics



Installing iSeries Access for
Windows

This chapter describes the following:
» Creating a tailored installation image including SSL
» Servicing your tailored installation image

» Silent installation

© Copyright IBM Corp. 2004. All rights reserved.



2.1 Introduction

iSeries Access for Windows offers four installation types:
» Typical: Installs the components containing the most common functions.

» PC5250 User: Installs the minimum support needed for printer emulation and PC5250
display emulation.

» Custom: Allows you to select which components you want to install.

» Full: Installs all iSeries Access for Windows components available in the source directory.

For a complete explanation of these installation types, refer to the online help text when
installing iSeries Access for Windows.

Most administrators are well versed in the typical installation procedures of iSeries Access for
Windows. However, a common problem administrators have is how to control which
components the users install. These four installation types might not be the set of
components that is desired. One way to resolve this problem is to use a tailored installation
image so that your users can only install the components that you include in that image.
Therefore, the focus of this chapter will be on administrating a tailored installation image.

An administrator needs to take the following steps to manage a tailored install image. The
result will be an installation image of exactly the components you want, all at the latest fix
level, ready to be used for initial installation on a workstation.

To manage a tailored install image:
1. Decide if Secure Sockets Layer (SSL) will be included in the tailored installation image.

Note, it is common to first install iSeries Access for Windows functions, begin using them,
and later decide to use SSL with these functions. We put this choice of selecting to use
SSL first in our series of steps. This is because, if selected, your install image will contain
the supporting SSL code, and you will not have to rebuild an install image later when you
decide to use SSL with your iSeries Access for Windows functions.

Selecting SSL during installation does not make it immediately “in use.” As described later
in this book, you have several digital certificate setup steps, certificate assignment to an
application, and some iSeries Access for Windows-related steps to perform before SSL is
actually used.

From an iSeries Access for Windows installed on a client workstation viewpoint, if the SSL
component has been installed, SSL will be displayed in the Component Selection List.

SSL will not be included in the tailored image unless selected.

Important:

» SSL will only be available in the Component Selection List if you are using the
source image from the iSeries (or an image you copied from the iSeries) and have
both iSeries Access for Windows, 5722-XE1, and the no charge Client Encryption
128-bit, 5722-CE3, installed on your iSeries.

Note that no charge Cryptographic Access Provider 128-bit for AS/400®, 5722-AC3,
must also be installed on the iSeries for iSeries encryption/decryption support.

» SSL is controlled by U.S. export regulations. You are responsible to ensure that the
new installation image is properly controlled to meet the U.S. export regulations.

» See also Chapter 4, “Secure Sockets Layer (SSL)” on page 55 for more information.

6 iSeries Access for Windows V5R2 Hot Topics



2. Create a tailored installation image.
3. Apply the latest iSeries Access for Windows service pack to the tailored image.
4. Distribute the tailored image to your users and perform the actual installation.

The following topics in this chapter expand on these steps for using a tailored installation
image.

2.2 Tailored installation image

You can create one or more tailored iSeries Access for Windows installation images, each
one containing a specific set of functions. For example, you could enable user workstations A,
B, and C to install from image ONE and user workstations X, Y, and Z to install from image
TWO.

At the appropriate time, you can apply the latest iSeries Access for Windows service pack to
an install image. The result will be an installation image of exactly the components you want
that includes the latest fix level. This keeps any new installs with the simplest install process
you had set up previous to the availability of the new service pack/new software level.

The tailored installation image wizard is started by running the batch program cwbinimg. This
program can be found in the following locations:
» iSeries Access Setup and Operations CD

Select the Additional information and Tools option, followed by the option Create
tailored installation image for iSeries Access for Windows.

» On the network drive, specifying:
\\your-iSeries-server-name\QIBM\ProdData\Access\Windows\Instal\image

The Licensed Program Product (LPP) 5722-XE1 must be installed on this server. From
this directory path, run the cwbinimg batch program.

If you will be running this wizard from the iSeries server and plan to use the iSeries for the
source of your service packs, you should first apply the latest PTF, as described in 2.3.1,
“Merging the service pack with the install image on the iSeries server” on page 15. Users who
then install from this image will be at the latest fix level upon initial install.

If you will be running this wizard from the iSeries server, and your connection is low speed,
you can copy the entire Windows folder from the iSeries server to the root drive of your PC.
The Windows folder can be found in \QIBM\ProdData\Access, as shown in Figure 2-1 on
page 8.
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File Edit “iew Favorites Tools  Help | ]
4Back » = - ||QSearch L4 Folders @ | FEd r e | [~
Address I[:I 11as024QIEM ProdDatal Access j Pen
Search X 1 -1 Mame ¢ Sizel Tvpe
Knew | @ "D L Coiwehz } File Folder

= T windows File: Folder

Search for Computers 21| Access [ wireless File Folder

CompLter Name: This folder is Online.

I &2 Select an item to view its description.

See also:
Search Mowe I Stop Search W Documents
: Py Mebwork Places
Search for other items: Wy Computer

Files ar Folders
Computers

Figure 2-1 Windows folder on iSeries

Note: We recommend that you copy the Windows folder to the root directory (typically c:)
In some cases when a different directory has been used, the cwbinimg.bat file has not
always run satisfactorily.

Figure 2-2 shows the Windows folder copied to a PC workstation’s C drive. Notice that the
Windows folder contains an Install, MRI (language-specific Machine Readable Image), and
SSL folder. The SSL folder will be present only if you have installed 5722-CE3 (Client
Encryption, 128-bit) on an iSeries server.

The cwbinimg.bat file is located in the Windows\Instal\image directory.

& C:\Windows i =] B
File Edit View Favorites Tools  Help ﬁ
GBack v+ = ~ | Qhsearch  [Folders (% | [z 0E x @ | Ed-

Address I[:l Ciiwindows j Pe

—1 & MName | Size | Tvpe | Modified |

"D [0S 1t File Folder 6/26/2003 9146 PM

e D MRIZ9Z4 File Folder 6262003 2:45 PM
Windows CdseL File Falder 6/26/2003 0:46 PM

QPTFIDY 1KB File 2/20/2002 1:59 PM
Install
File Folder
Modified: 6/26/2003 2:46 PM
Attributes: {normal)
|1 ohjectis) selected |@. Iy Computer 4

Figure 2-2 Windows directory

Another option is to run the wizard directly from the iSeries. A drive must be mapped to the
iSeries, as shown in Figure 2-3 on page 9.
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Favorites  Tools  Help

File  Edit  Wiew

“mBack v = - | Qsearch Falders ¢4 | i 0 % & | EH-

Links @Search the web with Lyvcos EJIBM Business Transformation @IBM Internal Help @IBM Standard Softvare Inskaller

Address IE I j
=1 L «| Name # | size | Type | Modified |
I'% L File: Folder 9/11/2002 5:31 PM
e | [CIProdData File: Folder 51902003 6112 AM
Qibm on "as02" (I:) [luserbata File: Folder 592003 6:12 AM
p File Falder 9/11/2002 5:25 PM
This Folder is Online.
Select an item ko wiew ks
description, :I

|4 object{s) |EI bytes (o Local intranet

Figure 2-3 The | drive mapped to Qibm

Run the cwbinimg.bat file from the \QIBM\ProdData\Access\Windows\InstalNimage directory
to start the wizard.

Important: If you are creating a tailored installation image from a NetServer share, you
cannot use the Universal Naming Convention (UNC) share name of
\\WetServerName\QIBM\ProdData\Express\Instal\image. Windows cannot run a .bat file
using a UNC name. Therefore, you need to map a network drive to this location and run
cwbinimg.bat from the mapped drive.

[

Imagé

G5 CWBING 41, MST
CWEINDLG.DLL

CWEBINIMG.BAT
M3-D03 Batch File

This folder is Online.

INIMG, BAT
By CWBINIMG. NS
CWBINRES,DLL
&8 CWBINSILEXE

CWBINUTL.DLL

2,922 KB
a5 KB

1 KB
J35KE
165 KB
120 KB
1153 KE

‘Windows Installer P, .,
Application Extension
M3-DOS Batch File
Internet Communic...
Application Extension
Application
Application Extension

& I:\ProdData' Access' Windows'\Install\,Image ;|g|5|
File Edit ‘Wiew Favorites Tools Help ﬁ
= Back v = - | Qhsearch [hFolders &% | [y 02 e | EE-

Address I[:I I:'\ProdDatalAccessywindowsi InstallImage j 6>Go

= o ] Mame | Size | Type | Modfied -

L@ I—i CWEIME4T, INI 1 KB Configuration Settings  11/27/2002 2:28

11f27]2002 2:28 J
Z}20/2002 1:59 F
2}20/2002 1:50 P
Zf20{2002 1:58 P
4[24{2002 2:41 A
Zle0fz002 1:58 P
Z}20{2002 1:58 P

Modified: 2/20/2002 1:59 PM CWEMISPLDLL 44KB Application Extension  2/20/2002 1:59 P
N DATA. TAG 1KE TAGFile 2/20§2002 1:58 P
Size! 60 bytes 3 .
@DQTAI JCAE 1KE Cabinet File 2/20{2002 1:58 P
Attributes: {normal) DaTAl HDR 3KE HDR. File 2/20j2002 1:58 P
R DIRL.CAR 35KE Cabinet File 2/20{2002 1:59 P
DIR1.HOR 4KE HDR File 2j20/2002 1:55 P
@DIRMRII.CF\B 36 KB Cabinet File 4/24/2002 9141 A
DIRMRILHDR 4kE HDRFile 4(24/2002 2:41 A
@EMUCOMCI.CF\B 158 KE Cabinet File 11/27}200z 2:21

Figure 2-4 Directory path to the iSeries Access for Windows install image

To create a tailored installation image:
1. Figure 2-5 on page 10 shows the first installation wizard window. Select Next.

Chapter 2. Installing iSeries Access for Windows
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Create Tailored Installation Image |

You can create your awn tallored installation image so that your
uzers can install only thoge components you want them o ingtall

By default, all components will be included in the installation
image. Simply deselect the components pou want to exclude.

If the Secure Sockets Layer [SSL) suppoart is available, the SSL
support can be included in the tailored image.

Mext » I Cancel

Figure 2-5 Tailored installation image wizard

This opens the Select Language window.

Important: If you are installing from an iSeries server and this server has multiple
iSeries Access for Windows secondary languages installed, you can use any of the
installed secondary languages or the primary language on the iSeries server as the
primary language for the new installation image. This is not available if you are running
the wizard from the CD, because the CD does not contain any secondary languages.

Select Lan |
Select the language for which you want to create the installation

image.

Language:
2924 - English =l

¢ Back I Mext » I Cancel

Figure 2-6 Select Language

2. Asyou see in the Select Language window, each wizard window has the Back (go back
and review or change previous selection), Cancel (to stop the wizard and discard any
selections already made), and Next (continue to the next step) buttons. In this example,
after specifying the appropriate language, click Next. The Select Destination Directory
window opens with the default destination folder (to be created) already selected.
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Select Destination Directory ﬂ

Wie will create the tailored installation image in the following
directany.

To create in this directory, press Mest.

To create in a different directory, press Browse.

" Destination Folder

CAiSeries Access Inztall Image Browse... |
< Back I Mext » I Cancel |

Figure 2-7 Select Destination Directory

3. By default, your tailored image will be created in a new directory called iSeries Access
Install Image, as shown in Figure 2-7. The Browse button can be used to select a different

directory if more than one image is going to be created or you want to use a different
naming convention.

This location must be an empty directory. You cannot overwrite a previous installation
image.

After you specify the appropriate directory, click Next. This opens the Component
Selection window.

Component Selection ll

H Select the components you want ta install Deselect the components you want to
exclude.

Components Size| Licenze Reguined =
m Fequired Fragrams 18682 K| [
EHw g Optional Components 287 K
B ¢ iSeries Mavigator B0260 K,
EHv| % Data bccess 3448 K
4t AFP Workbench Viewer 2432 K,
| i Toolbox for Java [| 13524k
EHw m 5280 Dizplay and Printer Emulator 2342 K v
EHw @! Secure Sockets Layer [S5L) 14500 K,
EHw Q:‘ Frinter Dirivers 4314 K, =
‘.I_l_l‘ | - [ TR S o U iy ny LIJ

Diive: T Space Required: 140863 K. Space Available: 2789697 K

Help | < Back I MHeut > I Cancel |

Figure 2-8 Component Selection
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4. By default, all components are selected, as shown in Figure 2-8 on page 11. Notice that
we show SSL in this figure. As stated earlier, SSL will only be available in the Component
Selection list if you are using the source image from the iSeries and have 5722-CE3
installed as a licensed program product (LPP).

Deselect any components you do not want included in the installation image. If you
deselect a component that other components depend on, a message displays indicating
that these components will also have to be removed.

After you are satisfied with the components selected, click Next. Because we selected
SSL, the SSL Selection Confirmation window opens. Review the window text. In this
example, we comply with import and export requirements for SSL usage and click Next.

SSL Selection Confirmation x|

You have chozen ta install Secure Sockets Laper [S5L] support.

IF wou include the SSL compaonent, vou are responsible o ensure
that you comply with the expart and import requirenients far the
IEM Client Encryption [5722-CE3) product.

IF pou wizh bo remove S50 from the tailored image press BACK o
1eturn to the Component Selection zcreen. Remove the check
mark in front of the Secure Sockets Laver component.

Fresz HE=T to continue building the tailored image, including
SSL. if you agree to comply with the impaort and export
reguirements.

< Back I et = I Cahicel

Figure 2-9 SSL Selection Confirmation

5. The Start Copying Files window opens, showing the components you selected. This is the
last window before the copying files portion of install starts. After you are satisfied with the
components selected, click Next.
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Start Copying Files

beqgin copying files.

Current Settings:

We have enough information to start copping files for the tailored
inztallation image. [f you want to review or change any zettings,
click Back. If vou are satisfied with the settings. click Next to

Destination directony:

Components to include:
Required Programs
Optional Components

Directary Update

zer's Guide
iSeries Havigator

Bagic Operations

i

F
C:MiSenies Access Ingtall Image j

Incoming Remote Command

iSernies Mavigator Base Support

o

< Back et = I

Cahizel |

Figure 2-10 Start Copying Files

After clicking Next, the files are copied of files, and the tailored installation completes, as

shown in the window in Figure 2-11.

6. Click Finish in this Tailored Installation Image Completed window.

Create Tailored Installation Image Completed

The tailored installation image has been created successiully.

< Back I Finigh I

Figure 2-11 Successful creation of image

Assuming a successful tailored image completion, a new folder (directory) named iSeries

Access Install Image (as shown in Figure 2-12 on page 14), or an image name you provided

should have been created. Note that the SSL component will be in a subdirectory in this

folder.

Chapter 2. Installing iSeries Access for Windows
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Fil= Edit ‘iew Favorites Tools  Help
& Back ~ = - | Qhsearch [yFolders ¢4 | Lo O3 % w | [£5-
Links @SEarch the Web with Lycos @IBM Business Transformation @IBM Internal Help @IBM Standard Software Installer
Address IQ i j
1 | Mame | size | Tvpe | Modified
I_é [C11bmtools File Folder 11002002 7144 AM
k [Cmrmmg_2x File Folder 3i24/2003 12:56 P
C_DRIVE (C:) (85 iseries Ac File Folder 5/28/2003 11:37 &
[“lotus File Folder 81242001 5:54 AM
iseries Access Install Image [C My Music File Folder 2712001 1224 PM
File: Folder [Cnotes File Folder 8(22/2001 12:49 P
Modified: /282003 11:37 AM DNDtBSSQL File Folder 2312001 4,57 PM
| pkware File Folder 2162001 11:29 AM
Attributes: (normal) CIPrpdrys File Folder 8/20/2001 4:01 PM
| Program Files File Folder 31242003 9:29 AM
[Capsm File Folder 411/2001 10:15 A
oo File Folder 2712001 11:00 A
D SO ORE File Folder 3242003 236 AM
[Cdswd File Folder 31242003 9:15 AM
D TEMP File Folder /1212002 236 PM
[:ITemp Faonts File Folder 21612001 12:29 PM
[CItgeache File Folder /2212001 101 PM
| usercert_IE File Folder 512312003 2:43 PM
R File: Frlder ZIRIZONT 12:77 PM
|1 object{s) selected | |@ Iy Computer

Figure 2-12 iSeries Access Install Image

The tailored installation wizard is not copied to this tailored install image. Therefore, you
cannot create a tailored image from an image that was already tailored. Also, the tailored
installation wizard is not installed onto the user's PC as part of the installation. You can only
run this wizard from a complete installation image.

Prior to using this install image, it would be prudent to merge the latest service pack with it, as
described in 2.3, “Combining a service pack with your install image” on page 15. Users who
then install from this image will be at the latest fix level upon initial install.

Notes and tips:

» If a PC workstation is upgrading from a previous release using your tailored installation
image and that PC contains components that are not contained in your tailored image,
those components will be automatically uninstalled.

» An administrator might want to exclude users via OS/400 Work with Links (iWRKLNK)
command or the iSeries Navigator File Permissions function, from accessing the
original install image. This would prevent users from installing any restricted
components.

You may also want to restrict users from these components through Application
Administration (Chapter 3, “Application Administration: Administration system and
Central Settings” on page 29) so that even if a user does install a restricted component,
they are unable to use it.

» If you want one group of workstations to have a set of iSeries Access for Windows
components and functions and another group of workstations to have a different set of
component and functions, you can create different tailored installation images. Each set
of workstations install from a specific image.
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2.3 Combining a service pack with your install image

Combining a service pack with your install image enables you to continue the ease of
maintaining client workstations by minimizing the steps necessary to have each workstation
at the latest iSeries Access for Windows software level. This topic describes ways to build the
combined image.

This topic is based on V5R1 Client Access for Windows or V5R2 iSeries Access for Windows,
or later.

iSeries Access for Windows service packs are fixes for client code, meaning they do not
contain any fixes or enhancements for the server. They are available either as a PTF (fix) or
as a download from the Web. Sometimes, there may be “co-requisite iSeries server fixes”
required for fixes in the iSeries Access for Windows service packs, but they are not included
in the actual iSeries Access for Windows service pack.

Prior to V5R1MO, you were unable to combine service packs with your installation image, and
therefore, your initial installation of client PCs typically was a two-step process: install the
base release and then install the latest service pack.

There are two methods to update your installation image with the latest service pack so that
the installation is a one step process:

1. Merge occurs on the iSeries server.

2. Merge occurs on a network drive.

We provide additional details about each of these methods in the next subtopics in this
redbook.

If a later service pack becomes available, you can repeat the process described here with the
new service pack to get another, new install image.

An image that has been merged with the service pack has numerous uses, such as:

» It can be used to install a new release on a client (and will automatically contain the
merged service pack level).

» It can be used to upgrade to a new release (and will contain the merged service pack
level).

» It can be used to selectively install a new component (and that component will
automatically contain the merged service pack level).

» It can be used to install or reinstall a service pack (if the PC already has that release level
of base code and only needs the service pack update).

2.3.1 Merging the service pack with the install image on the iSeries server

This section describes integrating the base release and a fix pack into a single image within
an iSeries server’s Integrated File System (IFS). It is not necessary to install service packs
for iSeries Access for Windows on your iSeries server but there is a significant benefit to do
S0.

The first step is to order the PTF (for example, use the Send PTF Order (SNDPTFORD)
command). Then apply the PTF to the iSeries. This updates the
QIBM\ProdData\Access\Windows\InstalNimage directory, which contains the client
installation code.

This directory now contains the merge of both the base release and this service pack.
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You can then use this directory as the source of the installation image, copy this directory to
another location, or follow the instructions in 2.2, “Tailored installation image” on page 7 to
create a tailored installation image.

Important: If you apply a new PTF at a later date, your tailored installation image must be
re-created from the iSeries. An easy way to re-create a tailored installation image with the
same components is to create a silent install response file for the tailored install, as
described in 2.5, “Silent install” on page 22.

The only exception to these directions is to add “~fcwbinimg.ins” to the command line.

2.3.2 Using PTFFORM.EXE to merge a service pack and an install image

16

PTFFORM.EXE is a utility that enables you to merge the latest service pack to your existing

tailored installation image.

Note: PTFFORM.EXE should only be used for merging a service pack with a copy of the
original install image. Do not use PTFFORM against the original licensed product install

image located on the iSeries server. You should use LODPTF/APYPTF so that DSPPTF
and PTF requisite checking are accurate.

To merge the service pack within the install image on a network drive using the
PTFFORM.EXE utility:

1. You can access the latest service pack and the PTFFORM.EXE utility from the iSeries
Access Web site:

http://www.ibm.com/servers/eserver/iseries/access/

Select the Service Packs (Fixes) link for information about the latest service pack, in
addition to the ability to immediately download the service pack. This leads to a window
similar to the one shown in Figure 2-13 on page 17.
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http://www.ibm.com/servers/eserver/iseries/access/

3 iseries Access Service Packs for Supported Releases - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

GBak + =+ (D 7t | Qhsearch [GelFavorites GMedia &4 | N S -

Links @Search the Web with Lycos @IBM Business Transformation @IBM Internal Help @IBM Standard Software Installer @Customize Links @Free Hotmail

Address I@ http: fhwan-1.ibm, comfserversfeserver fiseriesfaccess/casp.htm

R Latest Service Packs for Supported Releases

Windows(R) Operating

Systems =« Tosee serice packs for every release, refer to Service Pack History for All Releases.
(20000 efxPretc) = Forproblems downloading a service pack, click here,

» Forsupportinformation on iSeries Access and the Microsoft Windows operating systems, click here,

Technical Suppart

Articles S
iSeries Access
1B Library for Windows
Express Tonlkit {Client Access Latest Service Server Date PTF was |Installed File| Target for Next
Express) Pack PTF Humber | Maintenance Available Service Pack
iSeries Infarmation {5722_XE1)

Center Release Level

Referta February 20,
e YaR2MO SI076TS Server Notes 2003 08/04/02 June 20,2003
elated links:
Referta Movember 21,
YER1MO 5108389 Server Notes May 8, 2003 05/06/01 2003

Problems downloading a Service Pack?

Try one ofthese:

» Review the Software Knowledge Base Aricle: Problems Downloading Files fram the FTP Site, including
Client Access Service Packs.

Figure 2-13 iSeries Access for Windows service packs available for download

2. Notice in Figure 2-13 that the latest service pack for the different supported release levels
are displayed. Select the appropriate service pack according to your release level and
then select the tailored directory, which will appear in the next window (not shown).

File Edit View Favorites Tools  Help

$=Back + = - | @Search [ Folders @ | e % | [EH~

Links @Search the Web with Lycos @IBM Business Transformation @IBM Internal Help @IBM Standard Software Installer @Customize Links @Free Hotmail

Address I@ ftp:fiftp.software.ibm, com/as400/productsfclientaccess fwin32vSr2m0) servicepack/si0 7675 kailored)

¥ [ Marne | size | Tvpe | Modified |
(B 59.6MB  Application 2/20{2003 1:08 PM
=—

tailored

Server: ftp.software ibm.com
User Marne: Anonymous

Please read the file README it was
last modified on Thu Aug 9 08:15:27
2001 - 657 days ago

Click here to learn about browsing FTP
sites,

Figure 2-14 PTFFORM.EXE within the tailored directory

3. The PTFFORM.EXE utility found in the tailored directory is the latest service pack with
additional code that enables a merge with your install image. Select PTFFORM.EXE and
select to download. This opens a window similar to the one shown in Figure 2-15 on
page 18.

Tip: You might want to create a temporary folder on your PC prior to downloading
software related to the service pack so that the download can be directed to this
location. The key is to always download service packs to an empty folder.
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File Download x|

Some files can harm your computer. If the file information below
looks suspicious, or you da not fully trust the source, do not open
ar save this file.

File natne:  PTFFORKM EXE
File type:  Application
From: Tt zoftware ibin.com

& Thiz type of file could harm your complter if it contains
malicious code.

vyiould you like to open the file or save it to your computer?

Open | Save I Cancel hore Info

¥ Always ssk before opening this type of file

Figure 2-15 Downloading the service pack

4. In the File Download window, select the Save option to direct the download to a temporary
folder. We chose to create a folder called v5R2servicepack in this example. Figure 2-16
shows PTFFORM.EXE downloaded to c:\v5R2servicepack.

& C:\v5R2servicepack ] 4

File Edit  Wiew Faworites  Tools  Help ﬁ
&Back - = - | iChsearch  [YyFolders o4 | o 2 < | E-
Address Ia Ci\wERZservicepack, j @eo
=1 | | Sizs | Type | Modified
ﬁ L 61,033 KB Application 5/28/2003 11:53 AM
-

vBR2servicepack

Seleck an ikem to view its description,

See also:

[y Documnents

My Metwark Places
My Computer

| |+

|1 objeck(s) |59.6 ME |@I MMy Computer 4

Figure 2-16 PTFFORM.EXE downloaded to a temporary folder

5. Select the PTFFORM executable to begin the update (merge) install image wizard, as
shown in Figure 2-17 on page 19.
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ﬂiSeries Access for Windows Service Pack SIO7675 (PTF

Thiz download package will uze the PTFForm_exe
verzion of the YOR2MD iSeries Access for
windows service pack to upgrade

an exizting WaR2MO iSeriez Access for Windows
inztallation image to a new service pack level

After completion, you will have an ingtallation image
that has thiz new service pack level merged inta it.

Thiz is particularly uzeful for updating a

tailored inztallation image to & new zervice lewvel,
Pleaze do not update the installation image

from the original B722<E1 licenszed program

in QIBMProdD ata'AccessWwindowsh natall\ mage.
*fou should order the official PTF and uze

AFYPTF to update the licensed programm

directony,

= Back I MNext = I Cancel

Figure 2-17 Running PTFFORM.EXE

6. Review the window text, especially the last paragraph regarding updating the iSeries code.
Select Next to bring up the install image to new service level window, as shown in
Figure 2-18.

Update iSeries Access for Windows install image ko ne x|

e will update an existing iSeries Access for Windows
inztallation image to service level SIOFEFS.

Select a folder containing a WaR2M0 iSeries Access for Windows
inztallation image.

To create in the folloving folder, press Mest,
Ta create in a different folder, pressz Browse.

" Destination Folder

C:MiSenies Access Ingtall Image Browse... |
< Back I et = I Catizel |

Figure 2-18 Destination Folder

7. Notice in Figure 2-18 that the Destination Folder (this should be the location of your install
image) defaults to iSeries Access Install Image, which is the default folder name when
creating a tailored installation image. Select Next to update the installation image with this
service pack.

8. After the update image process completes, a window opens, as shown in Figure 2-19 on
page 20. Select Finish.
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Update iseries Access for Windows install image to

Your iSenes Aocess for Windows inztall image has been
succezziully updated to a new service level,

Click Finizh to complete this update process.

< Back I Firizh I

Figure 2-19 Update complete

This directory now contains the updated tailored installation image that includes this service
pack.

2.4 Distributing and installing the merged installation image

Your new tailored and updated installation image can now be copied to a CD or shared on
your network for installation. If you copy this install image to a CD, iSeries Access for
Windows will run automatically when the CD is inserted into the PC workstation CD drive.

In the following description, we use an image located in the iSeries Access Install Image
directory on the PC workstation.

To distribute and install the merged installation image:

1. Setup.exe, the primary installation program, is located in your installation directory, as
shown in Figure 2-20 on page 21. Double-click setup.exe to begin the installation.
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“iseries Access Install Image 101l

File Edit ‘iew Favorites  Tools  Help ﬁ
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Figure 2-20 SETURPEXE

This opens the window shown in Figure 2-21, where you can select the type of installation
you want to perform.

Type of Installation |

Typical
Installz required programs and mozt
compohents. [License required)

PCR250 U zer
Installz required programs and 5280 Dizplay and
Printer Emulatar. [License required)

Custom
Y'ou may select which compaonents ta install.
[Tupical components are pre-zelected. ]

Full
Inztallz all available components. [Licensze
reguired]

Help | < Back ([T Cancel

Figure 2-21 Type of Installation

2. Remember that a Full install in this environment includes only the components in your
tailored install image. If you want to install a subset of components from your tailored
image, select the Custom button. If you select a Typical install, only the components that
are identified as typical components in the original install that exist in your tailored install
image are installed. If you select a PC5250 User install, only the components that are
identified as PC5250 components in the original install that exist in your tailored install
image are installed.

3. After the iSeries Access for Windows setup program begins, follow the straightforward
instructions and online help in the program until the program completes.
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4. After the installation has completed, open iSeries Access for Windows on the desktop and
then open iSeries Access for Windows Properties to see the service level, as shown in
Figure 2-22.

& C:\Documents and Settings' All Users'Start Me 10l =|
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Figure 2-22 iSeries Access for Windows Properties

You can also use Start — Program Files — IBM iSeries Access for Windows —
iSeries Access for Windows Properties to see this service level information.

Note: If the current release is already installed on the PC, you do not need to reinstall to
get the latest service pack from your merged tailored image. You can use setupsp.bat, the
Install Service Pack shortcut, or the Check Service Level shortcut to install just the service
pack.

2.5 Silent install
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An additional way to distribute your tailored install image, or any install image, is with a silent
installation.
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Note, the information presented here is a consolidation of information available in V5R2
iSeries Information Center located at the following URL:

http://publib.boulder.ibm.com/iseries/v5r2/ic2924/index.htm

You can find the Information Center information by selecting Connecting to iSeries — What
to connect with — iSeries Access — iSeries Access for Windows — Administration —
Installing or migrating on multiple PCs — Installing or migrating silently.

Silent installation eliminates the need for any user interaction during the iSeries Access for
Windows setup process. A response file provides all the installation information so that no
dialog boxes display while installing iSeries Access for Windows. To perform a silent
installation:

1. Create your response file.

The response file contains the installation options that the system would normally prompt
you for during the installation process. In the following text we describe how to create the
response file.

2. Start the silent installation.

3. Check the log file return codes to see if your installation was successful.

The silent install has a progress indicator. The Silent Install Indicator is an icon in the task tray
that appears when a silent install is launched and remains in the task tray as long as the
install is executing. Passing the cursor over the icon will cause the Silent Install Indicator to
display the percent of the install that is complete. The Silent Install Indicator can also be
expanded to expose more information. When the install completes successfully, the icon will
disappear from the task tray. If the install fails, the icon will remain, and a small red triangle
appears on the icon to indicate the failure. Click the red triangle to see the failure message.

Tip: If the Silent Install Indicator displays a given percentage of completion longer than you
would expect, you might want to check the log file for errors. You specify the name and
location of the log file when you start the silent installation. You can also see additional
information about failures in silent.txt in the target directory, or in cwbsilent.txt in the
Windows directory (Windows or WinNT) if the target directory is not yet set.

Important: Often the best way to debug a silent install failure is to start the install in
non-silent mode on the user PC, and see if there are any unexpected dialog boxes that
appear prior to the Component Confirmation panel. Most silent install failures occur due to
unexpected dialog boxes that appear prior to the actual component installation file
transfers.

2.5.1 Creating a response file

A response file records the selections made in response to the prompts in the installation
process. During a silent installation, the setup program uses the response file to get the
information necessary to complete the installation.

To create a response file, follow these steps:

1. At the PC workstation DOS command line, set the current directory to the iSeries Access
for Windows installation image directory. To run an installation and record the responses,
enter:

setup -r -fld:\dir\file.iss
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Where:

— -flis an optional parameter used to indicate an alternate response file name. If you do
not use this parameter, the setup.iss file records all of the installation choices. Setup.iss
resides in the Windows directory, for example, C:\Windows or C:\Winnt depending on
your PC operating system.

— d:\dir\ is the drive and directory where you want to create the response file. If you use
the -f1 parameter, you must specify the drive and directory along with the response file
name that you want to create.

— file.iss is the name of the response file that you want to create. The file extension
must always be iss.

2. Complete the setup program, providing the responses you want to use during the silent
installations.

2.5.2 Starting a silent installation

Silent installations use a response file (setup.iss or your alternate response file) for the
responses to prompts during the installation process. This eliminates the need for any user
interaction during the installation process, and allows you to quickly and easily copy duplicate
installations across your network. Information about the status of the silent installation can be
recorded in a log file (file.log).

To start a silent installation, type the following at a command line prompt in the iSeries Access
for Windows installation image directory:

setup -s -fld:\dir\file.iss -f2d:\dir\file.log

Where:

» -flis an optional parameter where you can specify the response file (file.iss) to use. If
you do not use this parameter, the installation attempts to use a default response file
named setup.iss. It looks for this file in the directory containing setup.exe. d:\dir is the
drive and directory that contains the response file that you want to use. If you use the -f1
parameter, you must specify the drive and directory along with the response file name.

» -f2is an optional parameter where you can specify the location and name for the log file
that the silent installation creates. If you do not use this parameter, the installation creates
a log file named setup.log and places it in the directory containing setup.exe. d:\dir is the
drive and directory that contains the log file. If you use the -f2 parameter, you must
specify the drive and directory along with the log file name. file.1og is the name of the log
file that you want to create.

2.5.3 Example response file: setup.iss

The response file shown Example 2-1 on page 25 is from a Custom installation with all the
components selected. Your file will differ depending on the installation type, the components
you select, and your national language version.

Tip: In the sample response file, note that BootOption=3 (located toward the end of the
example response file). This means that the PC automatically reboots when the installation
completes. If you do not want this to happen, set BootOption=0.
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Example 2-1 Example response file

[InstallShield Silent]
Version=v5.00.000
File=Response File

[D1gOrder]
D1g0=SdWelcome-0
Count=9
D1gl=SdLicense-0
D1g2=SdOptionsButtons-0
D1g3=SdAskDestPath-0
D1g4=CwbComponentD1g-0
D1g5=SdShowD1gEdit1-0
D1g6=SdStartCopy-0
D1g7=SdAskOptions-0
D1g8=SdFinishReboot-0

[SdWelcome-0]
Result=1

[SdLicense-0]
Result=1

[SdOptionsButtons-0]
Result=103

[SdAskDestPath-0]

;Note - This is the directory where iSeries Access for Windows will be installed.

szDir=F:\Program Files\IBM\Client Access
Result=1

[CwbComponentD1g-0]
CAOptional-type=string
CAOptional-count=4
CAOptional-0=CAOptional\DirUpdate
CAOptional-1=CAOptional\IRC
CAOptional-2=CAOptional\MAPI
CAOptional-3=CAOptional\0UG
Unity-type=string

Unity-count=14

Unity-0=Unity\Base
Unity-1=Unity\BasicOp
Unity-2=Unity\AppDevWorkManagement
Unity-3=Unity\SysConfig
Unity-4=Unity\Network
Unity-5=Unity\Security
Unity-6=Unity\UserGroups
Unity-7=Unity\Database
Unity-8=Unity\FileSys

Unity-10=Unity\Backup
Unity-11=Unity\AppDev
Unity-12=Unity\Commands
Unity-13=Unity\Packages
Unity-14=Unity\Monitors
Unity-15=Unity\LogicalSystems
Unity-16=Unity\AFPManager
Unity-17=Unity\ManCentral
Unity-18=Unity\Admin
DataAccess\FileTransfer-type=string
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DataAccess\FileTransfer-count=3
DataAccess\FileTransfer-0=DataAccess\FileTransfer\DataXfer
DataAccess\FileTransfer-1=DataAccess\FileTransfer\Excel
DataAccess\FileTransfer-2=DataAccess\FileTransfer\WK4
DataAccess-type=string

DataAccess-count=3
DataAccess-0=DataAccess\FileTransfer
DataAccess-1=DataAccess\ODBC
DataAccess-2=DataAccess\OLEDB
Emulators\Standard\PCFont-type=string
Emulators\Standard\PCFont-count=1
Emulators\Standard\PCFont-0=Emulators\Standard\PCFont\Latin2
Emulators\Standard-type=string
Emulators\Standard-count=3
Emulators\Standard-0=Emulators\Standard\Base
Emulators\Standard-1=Emulators\Standard\PdfPdt
Emulators\Standard-2=Emulators\Standard\PCFont
Emulators-type=string

Emulators-count=1
Emulators-0=Emulators\Standard
PrinterDrivers-type=string
PrinterDrivers-count=1
PrinterDrivers-01=PrinterDrivers\AFP
Toolkit-type=string

Toolkit-count=2

Toolkit-0=Toolkit\Base

Toolkit-1=Toolkit\VBW

Component-type=string

Component-count=13

Component-0=Install

Component-1=Base

Component-2=CAOptional

Component-3=Unity

Component-4=DataAccess

Component-5=MDAC

Component-6=AFPViewer

Component-7=JRE

Component-8=JAVATB

Component-9=EmuTlators
Component-10=PrinterDrivers

Component-11=0pCon

Component-12=Toolkit

Result=1

[SdShowD1gEdit1-0]
szEdit1=IBM iSeries Access for Windows
Result=1

[SdStartCopy-0]
Result=1

[Application]

Name=iSeries Access for Windows

Version=CurrentVersion\Selectively Installable_Components\Toolkit VB
Wizard

Company=IBM

[SdAskOptions-0]

Component-type=string
Component-count=1
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Component-0=Add program folder shortcut to desktop
Result=1

[SdFinishReboot-0]

Result=1

BootOption=3

;Note - Setting BootOption to 3 means that the silent install will
5 automatically reboot the PC. If you do not want to reboot
5 automatically, set BootOption to 0.

2.5.4 Installing upgrades and service packs silently

Using Figure 2-23 as an example, select the Perform silent installation check box on the
Service tab of iSeries Access for Windows Properties window to do service level checks and
service pack installation silently, without any user interaction.

iseries Access for Windows Properties ] 2=l
General Passwords Administration System I Language I
Incoming Remate Command Diagnostic Tools Service | Secure Sockets I Cither

—When to check service level

Wwhen to check: IEVEW time j
Check service level or: Wﬁ
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r— Install Option:

¥ Perform silert installation
™ Copy install image to PC before installing

Source Directary:

Im:\qibm\pr0ddata\ca4DD\express\install\imej Browse... |

Ok I Cancel | Apply |

Figure 2-23 iSeries Access for Windows Properties: Silent service pack install

The silent service pack installation utility uses information from a response file to answer
prompts automatically.

The response file is identical to the one used in the silent installation, except you must specify
the following name:

» SLTSP.SS - For service packs (this file must reside in the same directory as your service
pack setup.exe does).

» SLTSP.SS - For upgrades (this file must reside in the same directory as your installation
setup.exe does).

When you create your response file, you can set a parameter to reboot automatically
(BootOption=3). If you set this to yes, you should set SCHEDCHECK in a scheduled job so
that the silent check service version runs during the night. See the online iSeries Access for
Windows User's Guide for more information about SCHEDCHECK.

If your response file automatic reboot is set to no, a message box opens (if a reboot is
determined to be necessary) asking the user to select OK to restart the system.
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Application Administration:
Administration system and
Central Settings

This chapter describes how to use the iSeries Navigator function of Application Administration
to use the new V5R2 Central Settings function, including:

» The configuration of an Administrative System with Central Settings

» The registration of Central Settings to be managed

» The management of settings for users or groups, or both

» Client discovery of the administration system and the Central Settings
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3.1 Administration system and Central Settings overview

30

You can restrict iSeries Access for Windows functions on a client workstation by the following
primary methods:

» Do not include a specific component or set of functions during the iSeries Access for
Windows installation process.

» User exit programs called during client workstation signon to the iSeries server.
» The iSeries Access for Windows Application Administration component.

These capabilities are thoroughly described in the Information Center and the IBM Redbook
Managing your iSeries System with Operations Navigator V5R1: Overview and More,
SG24-6226.

This chapter specifically addresses the Central Settings support within Application
Administration, which is new in V5R2.

Application Administration is an optionally-installable component of iSeries Navigator. With
Application Administration, administrators can control the iSeries Access for Windows
functions or applications available to users and groups on a specific server. This includes
controlling the functions available to users that access their server through clients. If you
access a server from a Windows client, the OS/400 user profile, and not the Windows user,
determines which functions are available.

Application Administration controls access to any application that has a defined administrable
function on your server. iSeries Navigator and iSeries Access for Windows are examples of
applications that have defined administrable functions. For example, you can grant or deny
access to the Printer Output function in Basic Operations, and grant or deny access to the
entire Basic Operations or Work Management administrable function in iSeries Navigator.

These administrable functions can be specifically managed from an iSeries Navigator client
workstation with the Application Administration component installed. You specify accessibility
to the specific component or component subfunctions on a specific iSeries server.

Starting with V5R2, Application Administration adds support for Central Settings. The Central
Settings support in Application Administration provides the ability to manage most of the
functions iSeries Access for Windows controls through the following policy templates:

» Runtime Restrictions (caerestr.adm)

» Mandated Connection Properties (config.adm)

» Configuration Policies (caecfg.adm)

As shown in Figure 3-1 on page 31, the administration system is a central system that is used

to manage many of the properties used by iSeries Access for Windows clients. It is important
to know that:

» Central Settings can only control iSeries Access for Windows functions. They cannot
control iSeries Navigator or the function of other applications.

» You must use Local Settings to control the use of iSeries Navigator functions and other
applications. In previous releases of Application Administration, restrictions had to be set
up for each system (now referred to as Local Settings) that users connected to.

» The introduction of an administration system with Central Settings allows an administrator
to set up restrictions on one system for users/groups that is then applied to all systems.
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Adminstration System

Central Settings detected by
iSeries Access for Windows

V5R2 iSeries
Access for
Windows

Central Settings applied
to all iSeries servers to
w hich the client
connects

Figure 3-1 Sample scenario implementing Central Settings

The administration system is any V5R2 or later iSeries that has been configured to serve
Central Settings to client PCs. By default, all iSeries are configured to not be an
administration system. A system administrator must use Application Administration to
configure an iSeries server before it can act as an administration system. Typically, a network
will have only one iSeries system acting as the administration system. This administration
system will be used by iSeries Access for Windows clients as the source for their
administration system settings. Although a network can have multiple iSeries systems defined
as the administration system, iSeries Access for Windows clients will only use a single
administration system for their Central Settings.

An administrator can work with users and groups using Application Administration on a local
server, but the administration system provides additional ways to manage users and groups.
An administrator can use the Advanced Settings of an administration system to control what
environments are available to specific users and groups and set password, connection,
service, and language settings.

Important: You must have security administrator (*SECADM) and all object (*ALLOBJ)
special authorities to work with the Advanced Settings on an administration system. This
differs from other Local Settings in Application Administration that only require security
administrator (*SECADM) special authorities to make changes.

3.2 Application Administration concepts

In order to support the functionality previously only available through iSeries Access for
Windows policies templates, Application Administration introduced several new concepts in
V5R2:

» Administration system: The administration system is any V5R2 or later iSeries that has
been configured to serve Central Settings to client PCs. By default, all iSeries are
configured to not be an administration system.
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» Local Settings: Local Settings can reside on any iSeries and were the only type of
administrative settings supported by Application Administration prior to V5R2. They are
called Local Settings because each iSeries maintains its own set of Application
Administration settings. When an iSeries Access for Windows client accesses multiple
iSeries servers, it will use a different set of Local Settings for each server.

Information about the configuration of Local Settings can be found at:
— iSeries V5R2 Information Center:
http://publib.boulder.ibm.com/iseries/v5r2/ic2924/index.htm

Select Connecting to iSeries — What to connect with — iSeries Access — iSeries
Access for Windows — Administration — Setting restrictions using policies and
Application Administration.

— The IBM Redbook Managing your iSeries System with Operations Navigator V5R1:
Overview and More, SG24-6226.

» Central Settings: Central Settings are new in V5R2 and can only be supported by V5R2 or
later iSeries servers that are configured as an administration system.

Important: Only V5R2 or later iSeries Access for Windows clients will retrieve Central
Settings from an administration system. The Central Settings affect iSeries Access for
Windows properties that apply to all iSeries servers that the client may access. The main
difference between Central Settings and Local Settings is that the Central Settings are
retrieved from a single central server, and Local Settings are retrieved from each iSeries
being accessed by the PC.

3.3 Implementing Central Settings

To take advantage of the Central Settings support in iSeries Navigator, perform the following
steps:

1. Configure an iSeries to be an administration system. This system is where the Central
Settings will be managed.

2. Register the Central Settings that you want to manage from the administration system.

3. Determine the properties you want to manage through Central Settings and modify them
as you see fit.

4. Choose the mechanism that client PCs will use to discover their administration system.

3.3.1 Choosing an administration system

32

The first step in implementing Central Settings is to select an iSeries system in your network
that will act as the administration system.

Important: Remember that your administration system must be at V5R2 or a later release.

To configure an iSeries as your administration system:
1. Open the iSeries system properties in iSeries Navigator.

To open the system properties, right-click your system name under the My Connections
folder and select Properties. See Figure 3-2 on page 33.
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Figure 3-2 iSeries system properties

2. Select the Administration System tab on the Properties window, as shown in Figure 3-3 on
page 34. Notice that by default the system is not an administration system.
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Figure 3-3 Administration System tab within the properties of your iSeries system

3. Select the Administration system radio button to select this iSeries system as your
administration system to store your Central Settings. Notice in Figure 3-4 on page 35 that
the additional parameters and buttons previously not available are now available for
modification, including Scan frequency and the Customize Administration of Users and
Set Installation Image Administration System buttons.
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Figure 3-4 Administration system selected

The options include:

» Customize Administration of Users button: An administrator can determine exactly which
users will or will not be administered by the administration system.

Tip: In the simplest configuration, an administration system will either administer all
users or none of them. If Administer Users by Default is selected, it does not mean that
all users have restrictions. It simply means that all users will check the administration
system for any Central Settings that apply to their user profile. The setting of restrictions
will actually be done through the Central Settings configuration. There can be cases
where an administrator will want only some of the users on the system to use it as their
administration system. In that case, the Customize Administration of Users panel must
be used.

» Scan frequency: This set of controls indicates how frequently the client PC will
automatically download its Central Settings from the administration system. It can range
from once every client session to once every 1 to 14 days.

» Set Installation Image Administration System: This button allows an administrator to set up
an initial administration system in the iSeries Access for Windows install image on the
given iSeries. Doing this causes every client that installs with the image to have its initial
administration system defined by the install image.

Chapter 3. Application Administration: Administration system and Central Settings 35



» Customize Administration of Users button: This will display the window shown in
Figure 3-5 in the following section.

3.3.2 Customizing the administration of users

36

This topic shows how to set up the central administration of users or groups.
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Figure 3-5 Customize Administration of Users

The Customize Administration of Users window is grouped into the following categories:

» Administer users by default: This is the same field that is on the Administration System
properties panel. It indicates whether the iSeries can serve as an administration system
for all users on this system, unless specifically indicated otherwise in the Customize
Administration of Users window.

» Users administered: This list contains the users that will be administered, regardless of the
value of the “Administer users by default” setting.

» Users not administered: This list contains the users that will not be administered,
regardless of the value of the “Administer users by default” setting.

» Users: This contains the list of all users and groups on the system. Selected users and
groups can be added to either the “Users administered” or “Users not administered” lists.

Note: Groups can be selected, but if they are moved to the “Users administered” or the
“Users not administered” lists, only their member users are moved and not the group
itself. (This is done because if the user is a member of multiple groups, and some of
these groups are administered and some are not, it is unclear whether the user should
be administered.)

» Set as default: This button removes the selected users from the “Users administered” and
the “Users not administered” lists and returns them to the “Users” list. It causes the
selected profile to use the value of the “Administer users by default” field.
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3.3.3 Configuring Central Settings

After an iSeries has been configured as an administration system, the Application
Administration context menu (displayed when right-clicking a system in iSeries Navigator) will
contain a submenu with the following choices, as displayed in Figure 3-6:

» Central Settings: This is used to launch the Central Settings panels.
» Local Settings: This menu provides support for managing the “Local Settings” in
Application Administration.

If the iSeries is not an administration system, the Application Administration context menu will
not have the submenu, and selecting Application Administration will launch the panels for
managing only Local Settings.
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Figure 3-6 Submenu for Application Administration showing Central Settings

3.4 Registering Central Settings

After an iSeries has been configured as an administration system, the administrator has to
register the Central Settings that are to be managed. There are two types of Central Settings
in V5R2:

» iSeries Access for Windows: These are the basic Central Settings for iSeries Access for
Windows and only support denying or allowing users access to specific functions.

» Advanced Settings for iSeries Access for Windows: The Advanced Settings provide the
administrator with the ability to control more complex settings than the typical “allow” or
“deny” setting values that are supported in Application Administration Local and Central
Settings. An administrator can use Advanced Settings to define a set of environments and
server connections that will be automatically downloaded to an iSeries Access for
Windows client. The environments and server connections are always mandated values;
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the client cannot modify them. In addition, Advanced Settings can be used to configure
default settings or restrict clients to using specific settings for many of the password,
connection, service, and language attributes used by iSeries Access for Windows clients.

To register the Central Settings, use the following steps on a system configured to be an
administration system:

1. Right-click the system name and select Application Administration — Central Settings,
as shown in Figure 3-6 on page 37.

2. On the next window (not shown) select Applications on the Application Administration
(Central Settings) panel. This launches the Applications (Central Settings) window, as
shown in Figure 3-7.

Applications (Central Settings) - As02 d |
Applications available to adminizter: Applications to be administerad:
Client Applications Client Applications

zz for \Windaws
Advanced Settings for iSerie

15emnes Ac

Add - |

Femove ¢

8

ok I Cancel | Help |

Figure 3-7 Applications available to administer

3. In the Applications (Central Settings) window, select the Central Settings that are to be
managed on the administration system.

Applications can have their Central Settings registered on the administration system by
adding them (Add button), which places them in the Applications to be administered list.
Applications can have all of their Central Settings removed from the administration system
by moving them (Remove button) to the Applications available to be administered list.

In Figure 3-8 on page 39, we added iSeries Access for Windows and Advanced Settings
for iSeries Access for Windows.
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Figure 3-8 Applications to be administered

4. Click OK when you are finished with your selections. This registers your Central Settings.

3.5 Managing Central Settings

After the Central Settings have been registered on the administration system, the
administrator can manage the settings for each user.

Figure 3-9 on page 40 displays the basic Central Settings, identified by iSeries Access for
Windows on the Applications (Central Settings) panel shown in Figure 3-8. If iSeries Access
for Windows was not registered in the prior step, this window would be empty.

To get this window, use the main iSeries Navigator window. Right-click the administration
system. In the context menu, select Application Administration — Central Settings to get
a window similar to the one shown in Figure 3-9 on page 40.
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Figure 3-9 Client applications available to be managed: Printer Session example
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In this example, we use the Client Applications tab panel, expanded items under iSeries
Access for Windows — 5250 Display and Printer Emulator, and selected Printer Session
Configuration. Default Access is not selected and All Object Access is selected. There is no
Customization (no “x” under the Customized Access column). The settings under these
headings work very similarly in their behavior as the corresponding setting values using
pre-V5R2 Application Administration functions:

» Each function has a Default Access, All Object Access, and a Customized Access setting:

— Default Access: When selected, any user, by default, has access to the function. When
unchecked, and no customization has been specified, by default, only users with All
Object Access (assuming the All Object Access column is selected for this function)
have access to Printer Session Configuration. If All Object Access is also not selected,
and there is no customization, no user has access to this function.

You can select this function, clear either Default Access or All Object Access columns,
and use the Customize button to explicitly deny or allow users and groups to access
this function. We show an example of this in 3.5.1, “Managing Central Settings: Basic
customization” on page 41.

— All Object Access: When selected, this means a user with all object authority (*ALLOBJ
in 5250 command interface or all object access system privilege in iSeries Navigator
interface), by default, has access to the function. If All Object Access has been
specified (selected) a user with *ALLOBJ authority has access to the function,
regardless of the Default Access setting or any optional customization.

If the current iSeries Navigator session user has at least security administration system
privilege (*SECADM), they can use the Customize button functions.

— Customized Access: This means additional customization is done by clicking the
Customize button and explicitly allowing or denying one or more users or groups
access to the function.

» The same rules are used for both Local Settings and basic Central Settings when
determining a user's access to a specific function. If you are denied access, the function
might not appear or be unavailable on workstation windows that support the specific
function.
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» The only difference is that these settings can only be managed from the administration
system.

3.5.1 Managing Central Settings: Basic customization

You might want to restrict one or more users from using an iSeries Access for Windows
function specifically using the Central Settings. To do this, you must understand the Default
Access and All Objects Access settings shown in Figure 3-9 on page 40 and described in the
text following the figure.

In our example, we want to set some access restrictions on the iSeries Access for Windows
GUI download function available under the Data Transfer function.

In Figure 3-10, we expanded iSeries Access for Windows — Data Transfer — Download
from Server and selected GUI Downloads. We leave Default Access and All Object
Access selected.
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Figure 3-10 Client applications to be managed.: Customized access example
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As shown, all users, by default, have access to the GUI Downloads function unless they are
“denied” using the Customize function. Click Customize, which opens the window shown in
Figure 3-11 on page 42.
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Figure 3-11 Customize Access: Basic

By expanding All Users, Groups, or Users Not in a Group, you get a list of users or groups
within the expanded category. By selecting one or more of the users or groups, you can select
the Add button next to the Access denied box. In our example, we expanded All Users,
selected user Anya, and clicked the Add button next to Access denied box, as shown in
Figure 3-12 on page 43.
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Figure 3-12 Customize Access: Basic

The user Anya is now restricted from using the Data Transfer GUI Downloads function of
iSeries Access for Windows to all systems. With the Default Access and All Object Access
settings both selected, there is no need to explicitly add a user or group to the Access allowed
box.

If you cleared the Default Access setting and kept All Object Access selected, users without
all object authority that you want to be able to use the GUI Downloads function would need to
be added to the Access allowed box.

The settings take effect immediately, but the user still needs to discover the Central Settings,
which is discussed in 3.6, “Client discovery of the administration system” on page 50.

3.5.2 Managing Central Settings: Advanced customization

There are advanced Central Settings. Using the window in Figure 3-10 on page 41 as a
reference, click the Advanced Settings button to get the initial Application Administration
(Central Settings) - Advanced window shown in Figure 3-13 on page 44.

The window includes the Connections, Passwords, Language, Service, and Environments
tabs.
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Figure 3-13 Managing Central Settings: Advanced

As shown, the parameters on the right side of this panel are not available, because on initial
use of the Advanced Settings button, Advanced Settings are not yet specified. You also see
only the Users and Groups folders that can be expanded to show a list users and groups for
which advanced customization can be done.

The Connections panel displayed in Figure 3-13 is split into left and right sections.

» The list on the left (area [) contains the profiles that can have customized Advanced
Central Settings defined. The following profile categories can have custom Advanced
Settings defined:

— Default User: The default user Advanced Settings are only used if a user does not have
their own custom Advanced Settings and they do not belong to a group that has
custom Advanced Settings.

— Users: Each user profile on the system can have its own custom Advanced Settings.

— Groups: Each group profile on the system can have its own custom Advanced Settings.

» The tabs on the right (area [})) contain the custom advanced Central Settings for the profile
currently selected in the left list area.

Important: The following rules are used to determine the custom Advanced Settings for a

specific user:

» If the user has custom Advanced Settings, use them. Otherwise, continue.

» Check the user’s groups (if any). Use the custom Advanced Settings for the first group
that has them defined. If no group has custom Advanced Settings, continue.

» If Default User has custom Advanced Settings, use them. Otherwise, the user has no
custom Advanced Settings.
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On the initial Advanced Settings panel shown in Figure 3-13 on page 44, click Add, which
opens the Application Administration Advanced Settings - Add Profile panel (shown in
Figure 3-14). You can then either type in a profile name in the “User or group name” field, or
expand one of the folders in the “Select one or more users or groups” field and select one or
more entries in the expanded list. This enables the tabs and parameters on the right side of
the Advanced panel. You are ready to define custom settings for the selected profile or
profiles.

In our example, we already entered user profile Jeremys.

Application Administration Advanced ¢ ; ﬂ

IJser ar group name: lJEREM‘r’S

Select one ar more users or graups:

F— é Default User

- All Users

[-gelg Groups

&85 Users Motin a Graup

Add Cancel Help |‘?|

Figure 3-14 Advanced Settings: Add Profile

The following applies to the Application Administration Advanced Settings - Add Profile panel:

» Multiple profiles can be selected at once. When the Add button is clicked, all selected
profiles will have default custom Advanced Settings created (and they will be added to the
left side of the Applications Administration (Central Settings) - Advanced panel.

» The Application Administration Advanced Settings - Add Profile panel only displays those
profiles that do not have custom Advanced Settings created. For example, if Default User
has advanced custom settings, and the Add button is selected from left area of the panel
(@ of the Applications Administration (Central Settings) - Advanced panel shown in
Figure 3-13 on page 44, the Application Administration Advanced Settings - Add Profile
panel will be presented, but it will not contain the “Default User.

The advanced Central Settings can be either mandated or suggested by an administrator.
Padlock icons next to a function represent either a mandated or suggested state. See
“Mandated and suggested settings example” on page 46 for more information.

The padlock icons can be seen in Figure 3-15 on page 46.
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Figure 3-15 Connections tab

A locked padlock icon represents a status of mandated (see the SSL padlock). If a function
has a status of mandated, this means that the system administrator has made the value of
this function mandatory and unalterable; the system administrator defined the value of this
function, and the client user cannot alter or override that value.

An unlocked padlock icon represents a status of suggested. If a function has a status of
suggested, this means that the system administrator has made a suggestion as to what the
value of a function should be; the system administrator defined the value of this function, but
the client user can alter or override that value.

To remove the custom advanced Central Settings for a profile, select one or more profiles and
then click the Remove button in the Applications Administration (Central Settings) - Advanced
panel shown in Figure 3-13 on page 44.

Mandated and suggested settings example

The administrator indicates that a client user must use Secure Sockets Layer (SSL) when
connecting to the server. If the administrator suggests that the client user use SSL, the client
user can override the suggested value, and connect without using SSL. But, if the
administrator mandates that the client user use SSL, all existing connections already defined
on the client would be changed to use SSL. New connections would also use SSL, and the
client user would not be able to override this value.

The Connections tab shown in Figure 3-15 allows an administrator to control several
connection-related items of iSeries Access for Windows:

» Signon information: Allows an administrator to define how a user is chosen for an iSeries
Access for Windows connection.
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» Performance: Allows an administrator to control how the client connects to the server. You
can specify how often the client should look up an iSeries server's IP address and where
to look up the remote port.

» SSL: Allows an administrator to specify whether or not communication with the iSeries
server is encrypted using Secure Sockets Layer (SSL).

The Passwords tab shown in Figure 3-16 allows an administrator to control several
password-related items of iSeries Access for Windows:

» Password expire warning: Allows an administrator to specify whether or not to notify users
before their passwords expire and the number of warning messages to send before the
password expires. (This is the setting iSeries Access users see on their iSeries Access for
Windows Properties panel, under the Passwords tab.)

» Allow caching of server passwords: Allows an administrator to specify whether or not
passwords are stored internally. If you do not want users to be prompted for their password
every time they sign on, select this option so that the system remembers their password. If
you want users to be prompted for their password every time they sign on, do not select
this option.

» Allow all incoming remote commands when password caching is disabled: Allows an
administrator to specify whether or not to allow commands run from remote servers to be
processed when password caching is disabled. When all incoming remote commands are
allowed, users, or groups are able to run commands remotely.
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Figure 3-16 Passwords tab
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The Language tab (not shown) allows an administrator to control several language related
items of iSeries Access for Windows:

» Character conversion overrides: Allows you to specify the client code page and 0OS/400
coded character set identifier (CCSID) to be used for iSeries Access for Windows
character conversions. Specified values override the current client code page or the
associated server CCSID.

— ANSI code page: Specifies the ANSI code page number from 0 to 65535 that should
be used to override the current client ANSI code page. Type in a code page number or
select Default from the list to instruct iSeries Access for Windows to use the client's
default ANSI code page.

— OEM code page: Specifies the original equipment manufacturer (OEM) code page
number from 0 to 65535 that should be used to override the current client OEM code
page. Type in a code page number or select Default from the list to instruct iSeries
Access for Windows to use the client's default OEM code page.

— EBCDIC code page: Specifies the extended binary-coded decimal interchange code
(EBCDIC) coded character set identifier (CCSID) number from 0 to 65535 that should
be used to override the current client EBCDIC CCSID. Type in a code page number or
select Default from the list to instruct iSeries Access for Windows to use the client's
default EBCDIC code page.

» Enable bidirectional script transformations: Some languages, such as Hebrew and Arabic,
require bidirectional scripts. On the iSeries server, bidirectional scripts are typically stored
in the visual form. On Windows platforms, bidirectional scripts are stored in the logical
form. This option enables the transformation between the logical and visual forms.

Administrators can use the Service tab (not shown) to specify whether or not to start
background service jobs automatically for specific profiles. A background service job can start
in the background after high priority jobs complete. If you select this option, a background
service job begins as soon as it reaches the top of the queue list and enough system
resources are available. But, if there is a higher priority job in the queue, that job will start first.

An administrator can use the Environments tab to define one or more iSeries environments,
each with a specified list of one or more server connections, that will be automatically
downloaded to iSeries Access for Windows clients. Environments and server connections can
only be defined as mandated, which means that the client cannot modify them after they've
been downloaded to the client's PC. The administrator can also indicate whether clients are
allowed to add connections to each environment or define additional environments.

In Figure 3-17 on page 49, we provide additional details about the Environments settings.
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Figure 3-17 Environments tab

The Environments tab contains the following settings:

>

Add Environment: Adds an environment to the list of environments. An administrator can
use this button to define an environment that is downloaded automatically to clients.

Add Server: Adds a system to the current environment (either the selected environment or
the environment of the selected server). This button is available only when a server or an
environment is selected.

Remove: Deletes an environment or server. This button is available only when a server or
an environment is selected.

Rename: Changes the name of an environment or server. This button is available only
when a server or an environment is selected.

Allow user to define additional environments: Specifies whether or not users can add
environments to their list of connections. An environment is a network of servers. If this is
not selected, users must use the environments that the system administrator provides for
their user name or the group to which they belong. If this is selected, users can add
environments to their list of connections.

Allow user to add connections to environment: Specifies whether or not users can add a
specific 0S/400 connection to an environment they have access to. An environment is a
network of servers. If this option is selected, users are able to add servers to an
environment. When a user adds a connection, it is added to the environment only on their
own PC. The additional connection does not affect other users that use the same
environment. If this option is not selected, users are not able to add servers to their
environment. They must use the servers that are predefined for that environment.

When an administrator adds a server connection (with the Add Server button) on the
Environments tab, it is initially set up as a non-customized connection. This means that the
connection will use the connection properties as defined on the Connections tab.
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To provide different connection properties for a specific server, use the Customize button.

To perform this customization, select a server (As02 in our example). This enables the
Customize button, as shown in Figure 3-18. Click Customize, which opens the
Environments - Customize panel also shown in Figure 3-18.
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Figure 3-18 Advanced Settings: User system customization

On this panel, you can modify the connection properties for the server. The values on the
Environments - Customize panel are always mandated (that is, a user cannot modify them
after they've been downloaded to their PC from the administration system).

3.6 Client discovery of the administration system

After an administrator has configured an iSeries to be an administration system, and then
registered and set up the Central Settings, the client PC (any PC with V5R2 or later iSeries
Access for Windows installed) must still “discover” the administration system and use it to
download its settings. The administration system that a client PC user uses as the source of
its Central Settings is called the current administration system of the PC user.
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This client “discovery” of its current administration system can be done in any of the following
ways:

» Manual selection of the current administration system by the client PC user.

» By signing on with iSeries Navigator to an administration system that can administer the
current user (as long as the current PC user does not already have a current
administration system defined).

» By installing from an iSeries Access for Windows image that has an initial current
administration system defined.

Restriction: If you do not have Service Pack SI09809 or later installed, the only supported
way for the client to discover the administration system and the Central Settings is the
manual selection method, as described in 3.6.1, “Administration system discovery:
Manual” on page 52. Install the service pack to remove this restriction.

From the client PC user's perspective, the Central Settings are downloaded from the user's
current administration system using the current administration user. These values can be
viewed from the Administration System tab in iSeries Access for Windows Properties window,
as shown in Figure 3-19 on page 52. To get to this tab:

1. Select Start from the Windows task bar.

2. Select Programs — IBM iSeries Access for Windows — iSeries Access for Windows
Properties to launch iSeries Access properties panels.

3. Select the Administration System tab.

The Administration System tab, shown in Figure 3-19 on page 52, displays information about
the current client workstation user's administration system:

» Current administration system: Indicates the administration system, if any, from which the
current PC user is obtaining its Central Settings.

» Current administration user: Indicates the user profile used, if any, to obtain the Central
Settings from the current administration system.

» Scan frequency: Indicates how frequently the client PC downloads the Central Settings
from the current administration system.

» Scan Settings Now: This button causes the client PC to download the Central Settings
from the current administration system for the current administration user.

» Available administration systems and users: This list will contain the administration
systems and users that the client has signed on to that are configured as administration
systems that will administer the user. Each time a user signs on from iSeries Navigator to
an administration system that administers the user, that system and user pair will be
added to this list (if it doesn't already exist). A user can manually add or remove a
system/user pair from this list by using the Add and Remove buttons. In order to add a
system/user pair to this list, the system must be configured as an administration system,
and the system must be configured to administer the user profile; otherwise, an error will
occur and the Add request will fail.

Note: A signed-on user cannot remove the currently active administration system/ user
pair.
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Figure 3-19 Administration System tab

3.6.1 Administration system discovery: Manual

The manual mechanism was designed to allow a client user to set their own current
administration system/user, as long as an administrator had already defined the system as an
administration system that administers the given user.

This can be done by selecting an administration system/user pair in the Available
administration systems and users list on the Administration System page of the iSeries
Access properties sheet and clicking the Set as Current button.

3.6.2 Administration system discovery: Signon

52

Another way of having a client discover its administration system is through signon. This
mechanism was designed to allow an administrator to set up an administration system and
then have clients “automatically” start using it as their current administration system the first
time they connect to it (assuming that the client does not already have a current
administration system/user defined).

When a user signs on to an iSeries in iSeries Navigator, the system is checked to determine if
it is an administration system that is administering the currently signed-on user. If so, the
administration system and user pair will be added to the “Available administration systems
and users” list on Administration System properties tab displayed in Figure 3-19. If no current
administration system/user pair are currently set, this system/user pair will also be set as the
Current administration system/user on the Administration System properties tab displayed in
Figure 3-19.
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3.6.3 Administration system discovery: Install

The install mechanism allows an administrator to define the administration system (but not
user) in an iSeries Access for Windows install image.

If a client PC installs using this image, the client PC will begin to use the administration
system as its current administration system. The first time the client PC attempts to download
the Central Settings from this system, the client PC user will have to specify a user, which will
then be used as the current administration user.

The install image can be modified from iSeries Navigator by displaying the Administration
System properties tab for an iSeries properties:

1. From iSeries Navigator, select an iSeries and right-click. Select Properties.

2. Select the Administration System tab after the Properties window opens. This opens the
panel shown in Figure 3-20.
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Figure 3-20 Administration System tab

3. To alter the install image, click the Set Installation Image Administration System button.

Tip: The Set Installation Image Administration System button can be used to alter
install images on iSeries that are not configured as administration systems.
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Figure 3-21 Installation image: Non-iSeries

4. In the Set Installation Image Administration System panel displayed in Figure 3-21, you
can modify an install image so that it contains an administration system that is used by all

clients that install using that image:

— Installation image location: This is the location of the install image to be modified. If the
current iSeries system is selected, the iSeries Access for Windows install image on
that iSeries will be modified. Otherwise, click Browse to select any other install image.

— Administration system: This is the name of the administration system that is to be
stored in the install image.

This completes the setting up and using V5R2 Application Administration Central Settings.
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Secure Sockets Layer (SSL)

This chapter describes the following topics:

» Securing OS/400 servers with SSL server authentication
» Client authentication

» Configuring iSeries Access for Windows to use SSL

© Copyright IBM Corp. 2004. All rights reserved.
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4.1 Introduction

Secure Sockets Layer (SSL) is a popular security method that allows the PC client to
authenticate the server and encrypt all data and requests. Use it when transferring sensitive
data between systems. The transfers of credit card and bank statement information are
examples of client/server transactions that typically take advantage of SSL. There is an
increased cost in performance with SSL because of the added encryption and decryption
processing.

iSeries Access for Windows includes optionally-installable support for Secure Sockets Layer
(SSL) and a way to manage key databases with IBM Key Management. All functions of
iSeries Access for Windows can communicate over SSL except Incoming Remote Command
and Ultimedia. However, on a PC using an Intel® 64-bit processor, such as Itanium, only
32-bit applications and connections can use SSL. iSeries Access for Windows allows SSL
communications with the iSeries server at the 128-bit level of encryption.

Beginning with Client Access Express for Windows (V5R1MO0), SSL client authentication is
also available for PC5250.

There are two ways that Secure Sockets Layer (SSL) verifies identification: client
authentication and server authentication. Server authentication occurs when the client
verifies the identity of the server application based on the server certificate passed down to
the client application. Client authentication occurs when the server verifies the identity of the
client based upon the client certificate passed up to the server application. If client
authentication is performed, server authentication is always done first.

Important: Certificates, key databases, and key database passwords

Certificates are used by SSL to implement much of the encryption/decryption and
validation work. These certificates used by SSL are stored in key databases (sometimes
called key stores). There can be several different key databases on each platform (PC,
iSeries, and so on). These databases are usually protected by a password.

It is very important to have SSL certificates under key database password control on
iSeries, because data inside each certificate makes it possible for SSL to establish trust
and validation for each connection. It is also very important to track and understand when
the certificates you are using will expire, so you can renew them ahead of time. Failures
can occur if you use an expired certificate.

To view and renew your configured certificates, use Digital Certificate Manager interfaces.
We place a short example of how to view the expiration of a certificate authority (CA)
certificate at the end of this chapter in 4.6, “Viewing a certificate authority certificate” on
page 91. If you are using digital certificates for the first time, you need to review this entire
chapter first before using the instructions in 4.6, “Viewing a certificate authority certificate”
on page 91.

Throughout this chapter, certificate types and names, the name of the key database
containing the certificates, and key database passwords are important parameters that
must be known to create and manage certificates.

4.1.1 iSeries Access for Windows SSL utility program

Throughout this chapter, we use normal iSeries components, such as the OS/400 Digital
Certificate Manager (DCM) browser interface and iSeries Access for Windows component
interfaces, to set up and manage the SSL with iSeries Access for Windows functions.
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However, you should be aware of an advanced SSL setup and management tool that is
included with iSeries Access for Windows V5R2 and Client Access for Windows V5R1 for use
in more advanced scenarios. You can discuss using this tool with your IBM @server iSeries
Support Personnel after you become proficient with the interfaces described in this chapter.

Although complete coverage of this tool is beyond the scope of this book, we provide a short
summary of its capabilities here.

The SSL utility program, cwbcossl.exe, is shipped with iSeries Access for Windows in the
main installation directory. This program is an advanced SSL configuration tool that provides
the following functions:

» Download iSeries CA certificates

» Import external CA certificates

» Start and launch iSeries Digital Certificate Manager

» Launch IBM Key Management for both Java™ and PC SSL key databases
» Verify SSL connections

» Verify iSeries SSL software requirements

» Rebuild the Java key database for iSeries Navigator

» Launch the iSeries Access for Windows SSL properties

You can find this program in the directory path shown in Figure 4-1.

& C:\Program Files,IBM'Client Access o =]

J File Edit View Favorites Tools  Help ﬁ

J =Fack ~ = - 3] | Qhsearch [ Folders  £#History ||¥ Iz x @ | E-

J Address I[:I C:\Program Files\IBM\Client Access j e
Bl -1 Mame | Size | Tvpe | Modified ;I
"D L cwbecfbak.bs 1KE E5File 6200z 5:20 Av—
L cwbcfbau.bs 1KE E5File 862002 5:20 Al
Client Access Ecwbcfg.exe Z5KE  Application Bl6(2002 5:20 A
cwbckver exe 45 KB  Application 862002 5:20 Al
Select an item to view its description, Ecwbcopwr exe 29KE  Application /62002 5:20 Al
i 31KE  HTML Document g/6f2002 520 Al
See also: o
65 KE  Application 862002 5:20 AI\'
My Documents W e _
e i ] CwhCoSSL - iSeries Access Certificate Authority Di i im] 5
My Metwork Places i T :
cwhcotre,exe
My Computer Ecwbdsk.exe 2=k Thiz tool will allow Certificate Autharities [CA) certificates to be placed in the iSeries Access
= | key databazes.
Ecwbenv.exe
1 | —If using an iSeries CA, select your iSeries system name and then press the download button
958 object(s) Start CA download from... IAS2? 'l ™ Just place in a pc file

—If using a CA from another source, enter a label and then press the stare button

Certificate Authority text label: I Stare CA, from file... |

— Click buttons below to launch S5L related program:

Key D atabase Confiquration |\u"er|fl,l Connections
iSerez PCKey JavaKep iSeres Adccess Telnet Client iSenes 551 Mon-55L
Dk Mgt Mgt Froperties  Authentication M avigator
| w ibm, com/eserverfisenes/clientaccess | [ Trace Cancel | Help |

Figure 4-1 Series Access for Windows SSL utility program

Double-click cwbcossl.exe to get the first panel shown in Figure 4-1. For more help and
features available with the cwbcossl program, click its Help button.

We do not use this program in this redbook.
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4.2 SSL prerequisites

The following are the SSL software prerequisites on the iSeries:

>

»

| 2

IBM Digital Certificate Manager (DCM), option 34 of OS/400 (5722-SS1).
TCP/IP Connectivity Utilities for iSeries (5722-TC1).

IBM HTTP Server for iSeries (5722-DG1). If you are trying to use the HTTP server to use
the DCM, be sure you have the IBM Developer Kit for Java (5722-JV1) installed. By default
on the iSeries, this product provides the iSeries HTTP Administration Server, which has a
link to the Digital Certificate Manager from the administration server’s initial page.

If you need to start this administration server, enter the following Start TCP Server
command from a 5250 session:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

The IBM Cryptographic Access Provider product, 5722-AC3 (128-bit). The bit size for this
product indicates the maximum size of the secret material within the symmetric keys that
can be used in cryptographic operations. The size allowed for a symmetric key is
controlled by the export and import laws of each country. A higher bit size results in a more
secure connection.

Client Encryption product, 5722-CE3 (128-bit). iSeries Access for Windows needs this
product in order to establish the secure connection.

4.3 Server authentication

This section describes how to create a system certificate and assign the system certificate to
the Telnet and host server applications.

4.3.1 Creating the system certificate

The Digital Certificate Manager (DCM) is used to create the system certificate that will be
used for SSL authentication.

58

To create a system certificate:

1.

Access the DCM through the HTTP administration instance, enter the following URL in a
Web browser:

http://systemname:2001

This should prompt you to sign on to your iSeries system as shown in Figure 4-2 on
page 59. If the DCM server has not been started on the iSeries, use a 5250 session to
issue the Start TCP Servers command to start it:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)
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Enter Network Password d |

@ Please type your user name and password.
Site: as02

Realm HTTP &cdmin

Uszer Matme I jzchulz

Pazsword I T I

r Save this pazsword in your passwoaord list

QK I Cancel

Figure 4-2 User name and password prompt accessing the HTTP administration instance

2. Enter a valid OS/400 user name and password and click OK. This should result in a
connection to the HTTP administration server instance, which brings up the page shown in
Figure 4-3.

43 iseries Tasks - Microsoft Internet Explorer i 5. [ ﬁ

File  Edit  Wiew Faworites Tools  Help h

<=Back - = - () i | iChsearch G Favorites  lfMedia ©4 | BN S -

Lirks :&_‘]Search the Weh with Lycos @IBM Business TransFormation :&_‘]IBM Internal Help :&_‘]IBM Standard Software Installer

Address [&] http:/fas0z:2001 | @
=
[ Ll -
iSeries Tasks P
¢ TBM Corporstion. 2000 RCHAS02 RCHLAND IBM COM
IBM HTTP Server for iSeries

Configure the i3eries HTTP Server and 331

IBM WebSphere Application Server -

Express for iSeries
Configure application servers and deploy
applications

Digital Certificate NManager
Create, distribute, and manage Digital Certificates

IBM IPP Server for iSeries
Configure the IEM IPP Server

Felated task information &

Help
(Fequires Jawa Soript)

& [ [ [ [BFocelintranet |

Figure 4-3 HTTP administration server instance
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3. Select the Digital Certificate Manager link, which will result in access to the Digital
Certificate Manager, as shown in Figure 4-4.

-} Digital Certificate Manager - Microsoft Internet Explorer =10l

File Edit View Favorites Tools  Help ﬁ
GBack ~ = - ) at | Qhsearch [GelFavorites GMedia &4 | N S -

Address Ig‘] http: }fas02b: 2001 /QIBMITCSS  Certfadmin/qyoucm L ndmmaind j @GU

Select a Cerificate Store |

Expand Al | Collapse Al |

STEQ-NCL, 5TE0-NCE, 57T60-331, 5722-331 (C) Copyright IBM Corporation 1997, 2002
All rights reserved.

b Llanage User Certificates U3 Government Users Restricted Rights -
u Create New Cettificate Store Use, duplication or disclosure restricteg:;;GSA ADP Schedule Contract with IBIW
m Create a Certificate Authority Licensed Materials - Property of [BM

(CA) C E N U I N E ] .
" Contains software from B34 Data Securnty, Inc.
p Manage CRL Locations

m Manage PETY Request Location

Eeturn to ileries Tasks Get Started |

Secure Connection |

Figure 4-4 Digital Certificate Manager

4.3.2 Certificate authority (CA)
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A certificate authority (CA) is a trusted central administrative entity that can issue digital
certificates to users (to be used for client authentication) and servers. The trust in the CA is
the foundation of trust in the certificate as a valid credential. A CA uses its private key to
create a digital signature on the certificate that it issues to validate the certificate's origin.
Others can use the CA certificate's public key to verify the authenticity of the certificates that
the CA issues and signs.

A CA can be either a public commercial entity, such as VeriSign, or it can be a private entity
that an organization operates for internal purposes. Several businesses provide commercial
certificate authority services for Internet users. With OS/400 Digital Certificate Manager
(DCM), you can manage certificates from both public and private CAs.

You can also use DCM to operate your own private CA to issue private certificates to systems
and users. When the CA issues a user certificate, DCM automatically associates the
certificate with the user's iSeries system user profile. This ensures that the access and
authorization privileges for the certificate are the same as those for the owner's user profile.

Trusted root status

The term trusted root refers to a special designation that is given to a certificate authority
certificate. This trusted root designation allows a browser or other application to authenticate
and accept certificates that the certificate authority (CA) issues.

When you download a certificate authority's certificate into your browser, the browser allows
you to designate it as a trusted root. Other applications that support using certificates must
also be configured to trust a CA before the application can authenticate and trust certificates
that a specific CA issues.
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You can use DCM to enable or disable the trust status for a certificate authority (CA)
certificate in the certificate store. When you enable a CA certificate, you can specify that
applications can use it to authenticate and accept certificates that the CA issues. When you
disable a CA certificate, you cannot specify that applications can use it to authenticate and
accept certificates that the CA issues.

To enable the trust status:

1. Select Create a Certificate Authority (CA) from the Digital Certificate Manager.

Note: You will not see Create a Certificate Authority (CA) link within Digital Certificate
Manager if you have already created a certificate authority.

3} Digital Certificate Manager - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

B R < | at | Qhsearch [GelFavorites  GMedia &4 | N S -

Address I@j http: ffas0zb: 2001 fQIBMIICSS CertfAdminfgycucml . ndmymaind

Digital Certificate Manager
Create a Certificate Authority (CA) =

Certificate type: Certificate Authority (CA)

: Certificate store: Local Certificate Authortty (C4)
Select a Cerificate Store |

The systemn will create a certificate with a private key and store the certificate

Expand Al Collapse Al | in the Local Certificate Authority (CA) certificate store.
p Llanage User Certificates Key size: I 1024 'l (bits)
m Create Mew Certificate Store Certificate
u Create a Certificate Authority store I (required)
(€a) password:
p Llanage CRL Locations Confirm
: . I (required)
= IManage PKIX Request Location password:
Beturn to ideries Taske Certificate Information -
g Certificate
Secure Connection Authority |iSeries Access for Windows CA (required)
(CA) name:
Drgam'zationl
unit:
Organization |IEIM (required)
name:

Figure 4-5 Create a CA

2. Fill out the required data fields, and click Continue. This opens the page shown in
Figure 4-6 on page 62, which can also be accessed directly if you already have a CA by
clicking the Install Local CA Certificate link.
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/} Digital Certificate Manager - Microsoft Internet Explorer - 10l =l

File  Edit View Favorites Tools  Help

R = | at | Qhsearch [GelFavorites  GMedia &4 | N S -

Address I@j http: ffas0zb: 2001 fQIBMIICSS CertfAdminfgycucml . ndmymaind

Digital Certificate Manager
Install Local CA Certificate

Certificate type: Certificate Authority (CA)
| Certificate store: Local Certificate Authortty (C4)

Select a Cerificate Store

A certificate for your Certificate Authonity (CA) was created and stored in the

Expand Al Callapse Al | local Certificate Authortty (CA) certificate store.
b lanaze User Centificates Tou must install the Certificate Authonty (CA) certificate in your browser so

the browser can venfy certificates that your CA 1zsues. Click the following link

m Create Mew Certificate Store . . . -
to mstall the certificate i your browser. T our web browser will display

l“ﬁﬁt .H . . . .
5 C:Cr;a:m L D several windows to help you complete the matallation of the certificate.
p MManage CRL Locations TInstall certificate
m Manage PETY Request Location
Feturn to iSeries Tasks After installing the certificate, select Continue so vou can provide the policy
data that will be used for signing and 1ssuing certificates with this Certificate

| Authonty (CAY

Continue | Cancell

Figure 4-6 Install Local CA Certificate

Secure Connection

3. Click Continue.

} Digital Certificate Manager - Microsoft Internet Explorer

File  Edit View Favorites Tools  Help

GBack + = - ) at | Qhsearch [GelFavorites  GMedia &4 | BN S -

Address I@j http: ffas0zb: 2001 fQIBMIICSS CertfAdminfgycucml . ndmymaind

Digital Certificate Manager
Certificate Authority (CA) Policy Data

Tour Certificate Authority (CA) was created with the default policy data
shown below, Change the data f you want and then select Continue.

Select a Cerificate Store |

Allow creation of user certificates: © Yes & Mo
Expand Al Callapse Al | Validity period of certificates that are issued lﬁ (days)

by this Certificate Authority {(CA) (1-2000):

p Manage User Certificates
m Create Mew Certificate Store

Create a Certificate Authori E

Figure 4-7 CA Policy Data

Diays untl Certificate Authonity (CA) expires; 1095

4. Set the value for Allow creation of user certificates to Yes or No. If you are only going to
implement server authentication, you will want this set to No. Click Continue.

Important: User certificates are used for client authentication. If you are going to
implement client authentication, set Allow creation of user certificates to Yes. See also
4.4, “Client authentication” on page 66.

iSeries Access for Windows V5R2 Hot Topics



4} Digital Certificate Manager - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

GBack ~ = - D) at | Qhsearch [GelFavorites GMedia &4 | N S -

Address I@ http: ffas0zb: 2001 fQIBMIICSS CertfAdminfgycucml . ndmymaind

Digital Certificate Manager
Policy Data Accepted

Iilezzage The policy data for the Certificate Authonty (CA) was successfully
changed.

Select a Cerificate Store

| Zelect Continue to create the default server certificate store (*2TSTERD and
a server certificate signed by vour Certificate Authority (CA). This will allow
server authentication by users that use this system as a server.

p Manage User Certificates Continue | Cancell

e e e ey

Expand Al | Collapse Al |

Figure 4-8 Policy Data Accepted

5. Select Continue. This creates a system store and then creates a system certificate,
signed by the local CA.

3} Digital Certificate Manager - Microsoft Internet Explorer -0l x|

File Edit View Favorites Tools  Help

B R < | at | Qhsearch [GelFavorites  GMedia &4 | BN S -

Address I@j http: ffas0zb: 2001 fQIBMIICSS CertfAdminfgycucml . ndmymaind

Digital Certificate Manager

Create a Server or Client Certificate =

Certificate type: Server or client
| Certificate store: *2T3TEM

Select a Cerificate Store

A

The systemn will create a certificate with a private key and store the certificate

Expand Al Collapse Al | i the default server certificate store (¥*2TSTERD.
p Manage User Certificates Key size: I 1024 vl (bits)
m Create Mew Certificate Store .
e Certificate - - .
u Create a Certificate Authori label: ||Ser|es Access for Windows cert (required)
(CA) .
Certificate -
p MManage CRL Locations store FeTw——" (re qw-re d)
m Manage PETY Request Location password:
Eeturn to iferies Tasks Clonfirm I red
password: (required)
SEpl Caii Certificate Information
C .
required
name: I (req )
Drgam'zationl
unit:
Organizati .
e ) a lml (required) -
J a
|®j Daone ’_ ’_ ’_ @ Local intranet: 4

Figure 4-9 Creating a certificate

6. Fillin the required fields: Certificate label, Certificate store password values, and Common
name. Placing a character string representing the local system name somewhere in the
common name helps identify this certificate later when looking at multiple certificates.
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7. Click Continue (not shown in our figure). In the next page, you can assign your certificate
to the iSeries applications of your choice.

4} Digital Certificate Manager - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

B < | at | Qhsearch [GelFavorites  GMedia &4 | N S -

Address I@ http: ffas0zb: 2001 fQIBMIICSS CertfAdminfgycucml . ndmymaind

Digital Certificate Manager
Select Applications —

Tour certificate was created and placed i the *2T3TEM
certificate store.

Select a Cerificate Store |

Certificate type: Server or client

Expand Al | Collapse Al | Cortificate ctore: *STSTELL

p Manage User Certificates

= Create Hew Certificate Store Select which applications will use this certificate:
= Create a Certificate Authority 15
e Select Al | Clear Al

p Manage CRL Locations

m Manage PETY Request Location .

o Application Type Assigned

Eeturn to ileries Tasks PP ¥P certificate
T F| OEAD0 TCPE Central Server |Server | {Wone assignad)
F| OEA00 TCP Database Server |Server | {Wone assignad)
F| OEA00 TCP Data Queue Server |Server | {Wone assignad)
F| OEAD0 TCP Network Print Server |Server | {Wone assignad)
F OS/400 TCP Remote Command Server | (ons assigned)

Figure 4-10 Selecting applications to use a certificate: 1 of 2

8. Select the applications to which you want to assign the certificate and then click Continue.
If you are securing PC5250 emulation, you assign the certificate to the Telnet Server,
Central Server, and Signon Server. In Figure 4-11, all of the servers used by iSeries
Access for Windows and iSeries Navigator have been secured with the exception of the
Management Central Server.

|F| 03400 TCP Central Server |Server | {Wone assignad)
|F| 03/400 TCP Database Server |Server | {Wone assignad)
|F| OEA00 TCP Data Queue Server |Server | {Wone assignad)
|F| 03400 TCP Network Print Server |Server | {Wone assignad)

gi:le?o TCP Remote Command Server | (Noue assigned)
|F| CEAD0 TCT Sighon Server |Server | {Wone assignad)
|F| 03400 TCP/IP Telnet Server |Server | {Wone assignad)
F| OS/400 DDMDRDA Server - TCR/IP |Server | (Mone assigned)
F| CEADD Cluster Securtty |Server | {Wone assignad)
|F| 03400 - Host Servers |Server | {Wone assignad)
|F| 03/400 TCP File Server |Server | {Wone assignad)
F|ASJ’400 Management Central Server |Server | {Wone assignad)

Figure 4-11 iSeries Access for Windows applications
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Note: In this example, we are not securing the Management Central Server. Setting up
Management Central to use SSL between its central system and target endpoint
systems requires steps in addition to those covered in this redbook. For detailed
information regarding SSL and Management Central, refer to the Information Center:

http://publib.boulder.ibm.com/iseries/v5r2/ic2924/index.htm

Select Security — Secure Sockets Layer (SSL) — SSL Scenarios — Scenario:
Secure Management Central with SSL.

9. Scroll down the window shown in Figure 4-10 on page 64 and select the 0S/400 TCP/IP
Telnet Server (as shown in Figure 4-12) to include this CA in its CA trust list. This is done
only for client authentication.

/} Digital Certificate Manager - Microsoft Internet Explorer i 10l =l

File Edit View Favorites Tools  Help ﬁ
GBack ~ = - D) at | Qhsearch [GelFavorites GMedia &4 | N S -

Address I@j http: }fas02b: 2001 /QIBMITCSS  Certfadmin/qyoucm L ndmmaind j @GU

Digital Certificate Manager 1%}
Select Applications to Trust this Certificate Authority (CA) =

The applications you selected will use this certificate.

Select a Cerificate Store |

Certificate type: Certificate Authority (CA)

Expand All Collapse All
b b | Certificate store: Local Certificate Authortty (C4)

p Manage User Certificates

= Create Hew Certificate Stare Select the applications that should include this Certificate Authority
n Create a Certificate Authority (CA) in the application Certificate Authority {CA) trust list:

(CA)
P Manage CRL Locations Select Al | Clear Al

m Manage PETY Request Location

Beturn to ifleries Tasks

L Assigned
Secure Connection Application Type certificate
| OS#400 TCP/IP Telnet Server Server|| ocries Access for
“Windows cert
F| CEADD Cluster Securtty |Server | Nowne assigned
F|Directory Services server |Server | Nowne assigned
- R [ [

Figure 4-12 Selecting applications to use a certificate: 2 of 2

10.Click Continue (not shown) to get a summary (Application Status) page, as shown in
Figure 4-13 on page 66.
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File  Edit View Favorites Tools  Help

O < | at | Qhsearch [GelFavorites  GMedia &4 | N S -

Address |§| http: ffas0zb: 2001 fQIBMIICSS CertfAdminfgycucml . ndmymaind

Digital Certificate Manager
Application Status

The applications you selected will trust this Certificate Authority
{CA)

Select a Cerificate Store |

Thiz completes the process of sething up your system as a Certificate Authority

Expand Al | Collapse &l |
b Llanaze User Centificates Users must install the Certificate Authority (CA) certificate in their browsers
u Croate Now Cottificats Stare 5o thetr browsers can venfy certificates that your CA issues.
= Create a Certificate Authori

(CA) OKl

Figure 4-13 Application Status
11.Select OK.

You have configured your selected applications to use SSL. You will need to end and restart
the Telnet server and host servers on the iSeries system. You need to schedule this end and
start, because ending these servers will abnormally end any jobs active that are using these
servers.

For the Telnet server, enter the following in a 5250 session or in a schedule submitted job:

ENDTCPSVR SERVER(*TELNET), STRTCPSVR SERVER(*TELNET)

For host servers, enter the following in a 5250 session or in a schedule submitted job:
ENDSTRHOSTSVR SERVER(*ALL), STRHOSTSVR SERVER(*ALL)
After restarting the servers, you can verify that they are listening on their assigned SSL ports
by issuing the following command from a 5250 session:
netstat *cnn
On the Work with TCP/IP Connection Status screen (not shown), use PF14 to display the port

numbers. Page down. You should see port 992 for Telnet and ports 9470-9476 all listening,
depending on which applications you secured.

If you are planning to use server authentication only, the server configuration is complete.

You can continue with the client configuration, as described in 4.5, “Configuring iSeries
Access for Windows to use SSL” on page 84.

4.4 Client authentication

66

There are two ways that Secure Sockets Layer (SSL) verifies identification: client
authentication and server authentication. Server authentication occurs when the client
verifies the identity of the server application by the server certificate passed down to the client
application. Client authentication occurs when the server verifies the identity of the client by
the client certificate passed up to the server application. If client authentication is performed,
server authentication is always done first.

iSeries Access for Windows V5R2 Hot Topics



Important: If the iSeries is used to create client certificates, a browser capable of
importing/exporting secure PKCS12 files is required. (Currently Microsoft Internet Explorer
5.x and Netscape 4.x or later have this capability.) After the client certificate is created, you
need to export it from the browser and import it into the PC SSL key database using IBM
Key Management.

You can select IBM Key Management on your client workstation on the panel that appears
after double-clicking the IBM iSeries Access for Windows shortcut on your desktop.

When exporting client certificates from the browser, always include the private key, as
described in , “Internet Explorer: Exporting the user certificate” on page 74 and ,
“Netscape Communicator: Exporting the user certificate” on page 78.

The certificate authority that signed/created the client certificate needs to be imported into the
PC SSL key database before the actual client certificate, or else the PC SSL key database
will not be able to trust the client certificate and fail to import it. If more than one valid client
certificate is in the PC SSL key database, you can either use IBM Key Management to
change the default client certificate, or use the PC5250 configuration properties to allow
selecting which one to use during a connection attempt.

Note: Any valid client certificate will work. There is no need to choose one.

4.4.1 Creating a user certificate for client authentication

Section 4.3, “Server authentication” on page 58 describes the configuration of server
authentication that needs to be completed prior to the creation of user certificates.

To create a user certificate for client authentication:

1. The first step in creating a user certificate is to ensure that your certificate authority (CA)
allows the creation of user certificates. This can be checked in the Digital Certificate
Manager within the administrative HTTP server instance running on your iSeries system.
Access the HTTP administration instance by typing the following in a Web browser:

http:systemname:2001
If the DCM is not started, using a 5250 session, try to start it by entering:
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

2. Sign on with a valid OS/400 user ID and password and select OK. Select the Digital
Certificate Manager link, which opens the Digital Certificate Manager page, as shown in
Figure 4-4 on page 60.

3. Select the Select a Certificate Store button, which opens the page shown in Figure 4-14
on page 68.
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«=) Digital Certificate Manager - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

GBack + = - D) at | Qhsearch [GelFavorites  GMedia &4 | BN S -

Address I%:l http: ffas02: 2001 fQIBMIICSS CertAdminfgycucml . ndmyfmaind

Digital Certificate Manager
Select a Certificate Store

Zelect the certificate store that%ou watlt to opet

& Local Certificate Authonty (CA)
Select a Certificate Stare I  *STSTEM
o I
Expand Al | Collapse Al | OBJECTSIGHING
¢ *SIGNATUREVERIFICATION
 Other System Certificate Store

m Create Cettificate

m Create Mew Certificate Store Cantinue | Cance'l

Figure 4-14 Select a Certificate Store

4. Select the Local Certificate Authority (CA) radio button, and click Continue.

23 Digital Certificate Manager - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

GBack ~ = - ) at | Qhsearch [GelFavorites  GMedia &4 | N S -

Address I%:l http: ffas02: 2001 fQIBMIICSS CertAdminfgycucml . ndmyfmaind

Digital Certificate Manager

Certificate Store and Password

Enter the certificate store password.

Certificate . .
Select a Certificate Store | type: Certificate Authority (CA)
Certificate . .
Expand Al Collapse Al | store: Local Certificate Authority (CA)
Certificate
u Create Certificate store path and /QIBRWTTEERDATATCEE/CERTVCERTATTTH D EFATTLT EDE
m Create New Certificate Store filename:
m [nstall Local CA Cetificate on Certificate
Your PC store |********
password:

p Lanage User Certificates
p Manage CRL Locations Continue I Reset Password | Cancel |
wlahage \nl LOCAUONS

m Manage PETY Request Location

Beturn to iferies Tasks

Secure Connection |

Figure 4-15 Certificate Store and Password

5. Enter the Certificate store password, and click Continue.
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Digital Certificate Manager - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

GBak + = - D) at | Qhsearch [GeFavorites G Media l@ | BN S -

Address I’-G:] http: ffas02: 2001 fQIBMIICSS CertAdminfgycucml . ndmyfmaind

Digital Certificate Manager
Cwurrent Certificate Store

Tou have zelected to worle with the certificate store histed below. The left frame iz
heing refreshed to show the task st for this certificate store. Select a task from the
left frame to begin worldng with this certificate store.

Select a Cerificate Store |

Certificate -\ i6cate Authority (C4)
Expand All Collapse All | type:
Certificate | | Certificate Authority (CA)
u Create Certificate store:
m Create New Certificate Store Certificate

: store path and /QIBM/USERDATAICSS/CERT/CERTAUTH/DEFAULT KDB
m [nstall Local C& Cedificate on fil .
Vour PO ename:
p Manage User Certificates
pLlanage Local CA
p Manage CRL Locations
m Manage PETY Request Location

Beturn to ifleries Tasks

Secure Connection |

Figure 4-16 Current Certificate Store

6. Select the Manage Local CA link on the left.

< Digital Certificate Manager - Microsoft Internet Explorer

File Edit View Favorites Tools  Help
I~

R < | at | Qhsearch [ Favories @S’Iedia 4 | N S -

Address I’-G:] http: ffas02: 2001 fQIBMIICSS CertAdminfgycucml . ndmyfmaind

| v

Digital Certificate Manager
Manage Local Certificate Authority (CA)

Zelect the type of action that you want to perform.

 View - View nformation pertaining to a certificate.

o Renew - Eeplace your exsting local Certificate Authortty (CA) certificate with a
new certificate.

Select a Cerificate Store

S Al ol Al Export - Copy your local Certificate Authority (CA) certificate to a file or to

c ancther certificate store.
= Create Cestificate ¢ Delete - Delete your local CA
= Create Hew Certificate Store & Change policy data - Change the policy data for your local CA.
= lnstall Local C4 Certificate on ¢ Change password - Change the password for yvour local CA

Your PC

p Lanage User Certificates -
coca |

whilanage Local CA

Figure 4-17 Manage Local Certificate Authority (CA)

7. Select the Change policy data radio button, and click Continue.
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te Manager - Microsoft Internet Explorer 10l =l

= Edit iew  Favorites  Tools  Help |

GBack + = - D) at | Qhsearch [GelFavorites GMedia &4 | N S -

Address IEJ http: ffas02: 2001 fQIBMIICSS CertAdminfgycucml . ndmyfmaind

-

Digital Certificate Manager
Change Policy Data

The current policy data used by the Certificate Authonty (CA) for signing and 1zsuing
certificates 12 displayed below. Tou ey change the data and then select Continue.

Select a Cerificate Store

Allow creation of user certificates: * Tes " No

Validity period of certificates that are issued l—
365 days

Errand il oolnse ol by this Certificate Authority (CA) (1-2000):

"l Sl Days until Certificate Authority (CA) expires: 1081

m Create Mew Certificate Store

m [nstall Local C& Cedificate on Cantinue | Cancell
Your PC

p Manage User Certificates

Figure 4-18 Change Policy Data

8. The Allow creation of user certificates must be set to Yes. Any changes to this parameter
take effect immediately. Click Continue.

a Digital Certificate Manager - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

GBak + =+ (D at | Qhsearch [GelFavorites  GMedia &4 | BN S -

Address @ http: ffas02: 2001 fQIBMIICSS CertAdminfgycucml . ndmyfmaind

-

Digital Certificate Manager
Policy Data Changed

Iilezzage The policy data for the Certificate Authonty (CA) was successfully
changed.

Select a Cerificate Store

Expand Al | Collapse Al |

m Create Cettificate
m Create Mew Certificate Store

m [nstall Local C& Cedificate on
Your PC

Figure 4-19 Policy Data Changed

9. Select the Create Certificate link.
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a Digital Certificate Manager - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

GBack ~ = - D 7t | Qhsearch [GelFavorites GMedia &4 | BN S -

Address I%:l http: ffas02: 2001 fQIBMIICSS CertAdminfgycucml . ndmyfmaind

Digital Certificate Manager
Create Certificate

Zelect the type of certificate that you want to create.

¢~ Server or client certificate for another iSeries
i~ Ohject signing certificate for anothe{}éSeries
& User certificate

Select a Cerificate Store

Expand Al | Collapse Al |

Continue Cancel |
u Create Certificate

m Create Mew Certificate Store

Figure 4-20 Create Certificate

10.Select the User certificate radio button, and click Continue.

a Digital Certificate Manager - Microsoft Internet Explorer

File  Edit View Favorites Tools  Help

B R < | at | Qhsearch [GelFavorites  GMedia &4 | BN S -

Address I@j http: ffas02: 2001 fQIBMIICSS CertAdminfgycucml . ndmyfmaind

Digital Certificate Manager
Create User Certificate =

Certificate type: User

TTze this form to request a user certificate. Pleasze provide any rmissing imformation. When you
complete the form, your web browser may display a series of windows to help vou complete the

Select a Cerificate Store

request.
Expand All Collapse All
Certificate Information
0 e Coniifiveie User name: JSCHULZ
m Create Mew Cerfificate Store Org ization unit: IlTSO
m[nstall Local C& Cedificate on 0 ..
YourPC Tganization gy {required)
nare:
p Lanage User Certificates i i
- . Locality or city: |Rochester
whilanage Loc
Vi . - ire ity f3
et State or province: |M|nnesota (require . o
u Benew characters)
= Export Country or I— .
m Delete US| {required)

region:
m Change policy data
m Change password

If you want to use this certificate for secure e-mail, enter your e-mail address.
p Manage CRL Locations

= Manage PEIX Request Location E-mail address:(user_name@demain_natne) |

Eeturn to iferies Tasks = Cancell b
1 .I_I

al
Figure 4-21 Create User Certificate

11.Fill out the required fields, and click Continue. At this point, there are some subtle
differences in how different browsers handle the installation of the user certificate. The
differences are discussed in the following topics.
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Internet Explorer: User certificate installation
To install a user certificate using Internet Explorer:

1. When installing the user certificate using Internet Explorer, you will see the page shown in
Figure 4-22.

] Digital Certificate Manager - Microsoft Internet Explorer

File  Edit View Favorites Tools  Help

GBack + = - D) at | Qhsearch [GelFavorites GMedia &4 | BN S -

Address I@j http: ffas02: 2001 fQIBMIICSS CertAdminfgycucml . ndmyfmaind

i Digital Certificate Manager
Create User Certificate

A uzer certificate was created for you

Click the Install button to mstall the certificate m your browser. Tour web browser may display
several windows to help you complete the matallation of the certificate.

Expand All_| Collapse All_| install | OK|

Figure 4-22 User certificate successfully created

Select a Cerificate Store

2. For the warning message shown in Figure 4-23, click Yes; this is a normal warning
message.

Potential Scripting ¥iolation =

This Web site is adding one or more certificates to this computer, Allowing an untrusted Web site to update your
certificates is a security risk, The Web site could install certificates you do not trust, which could allow programs that
wou do not brust ta run on this computer and gain access to your data,

Do you want this program ko add the certificates now? Click Yes if wou trust this Web site, Otherwise, click Mo,

Figure 4-23 Expected Scripting error with Internet Explorer

The certificate is then installed in the browser, as indicated in Figure 4-24.

Microsoft Internet Explorer x|
& The %tificate was installed in your browser,

Figure 4-24 Successful install with Internet Explorer

Netscape Communicator: User certificate installation
To install a user certificate using Netscape Communicator:

1. When installing the user certificate using Netscape Communicator, you will see the page
shown in Figure 4-25 on page 73.
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nerate A Private Key - Netscape

Figure 4-25 Netscape private key message

2. Click OK. The page shown in Figure 4-26 opens.

Setting Up Your Communicator Password - Netscape

Figure 4-26 Netscape password prompt to protect private keys

3. ltis your choice if you want to protect you private key within your browser with a password.
Click OK.
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Digital Certificate Manager - Netscape

File Edit WYiew Go Communicator Help

< a2 % e & o B @i
Back Forward  Reload Home Search  Metscape Print Security Shop Stop

wf “Bookmarks Locatior: | http: /ias02 2001 JQIBMICSS Certiadminiaycusm! ndminaind

Search the Yeh C.' 1B Wehhdail Radio People Yellowy Pages Dowvnlosd Calendar C.' Channels

Digital Certificate Manager
Create User Certificate

| A uzer certificate was created for you |

Chick: the following link to mstall the certificate in your browser. Your web browser may display several 4
complete the mstallation of the certificate.

Select a Cettificate Store |

Expand All Collapse All |

Install certificate
= Create Certificate
m Create Mew Certificate Store %l

Figure 4-27 Netscape user certificate created message

4. Select the Install certificate link. The certificate is automatically installed to your browser
without any additional messages being displayed.

Internet Explorer: Exporting the user certificate
To export a user certificate using Internet Explorer:

1. The Web browser that you use determines how you export the user certificate. If you are
using Internet Explorer 6.0 or later, select Tools — Internet Options.

Internet Options 21x|
Connections I Programs Adwanced |
General I Security I Privacy Cantent

—Content Advizor

Ratings help you cortrol the Internet cortent that can be
@ wigwean an this computer.

Enabile... | Seftings. ..

—Cetificates

% Use certificates to positively identity yourself, cerification
@ guthorities, and publishers.

Cettificates. .. I Publishers... |

—Perzonal information

E AutoComplete stores previous entrigs AutoComplete

and suggests matches for you. 4|

Microsoft Profile Assistart stores your My Profile
personal information.

Ok | Cancel | Apaly |

Figure 4-28 Internet Explorer Internet Options
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2. Click the Certificates button.

Certificates . A |

Intended purpose: |<AII> j

Persanal |Other People I Intermediate Certification Authorities I Tr&ed Root Certificatiorﬂ_’|

Issued To | Issued B | Expiratio... | Friendly Marme |
= administrator Administrator 92172101 <Mone=
= administrator Administrator 92172101 <Mone=
= administrator Administrator 5/2f2100 <Mone=
= administrator Administrator 32512100 <Nonex
= adrministrator Administrakor 1212100 <Mone=

Import... Export... Remove Advanced... |

Certificate intended purposes

<Al

Wigw |

Figure 4-29 Certificates

3. Highlight the certificate, and click Export.

Certificate Export Wizard x|

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
storg.bo your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept,

To continue, click Mext,

= Back. I Mexk = I Cancel

Figure 4-30 Certificate Export Wizard

4. Click Next.
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Certificate Export Wizard x|

Export Private Key
‘fou can choose to export the private key with the certificate,

Private keys are password protected, IF you want o export the private key with the
certificate, you must bype a password on a later page.

Do you wank to export the private key with the certificate?
% Yes, export the private key

" Mo, do not expaort the private key

< Back. I Mext = I Cancel
Figure 4-31 Export Private Key

5. Select Yes, export the private key, and click Next.

Certificate Export Wizard x|

Export File Format
Certificates can be exported in a variety of file Formats.,

Select the Format you want to use:

| DER. encoded binary %,5021(, CERY

" Base-£4 encoded %, 502)(, GERY

| Cryphographic Message Syntax Standard - FKES #7 Certificates (. F7E)
™| Include &l certificates in the: certification path iF possible

' Personal Information Exchange - PKCS #12 (PFR) %
™ Include all certificates in the certification path if possible
V¥ Enable strong protection (requires IE 5.0, NT 4.0 5P4 or above)

™ Delete the private key if the export is successful

< Back I Mexk = I Cancel

Figure 4-32 Export File Format

6. Select Personal Information Exchange, and click Next.
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Certificate Export Wizard

Password
Ta mainkain security, you must prokect the private key by using a password,

Type and confirm a password,

Password:
I********

Confirm password:
I******** I

< Back I Mexk = I

Cancel

Figure 4-33 Password

7. Enter a password, confirm the password, and then click Next.

Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File: name:

Cicertificatesiusercertificate_as02,pfx

Browse. .. I

< Back Mexk = Cancel

Figure 4-34 File to Export

8. Use the Browse button to indicate where you want to export (store) the certificate. Enter a
file name and save as type Personal Information Exchange (.pfx), and select Next.
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Certificate Export Wizard x|

Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export
wizard,

‘fou have specified the Following settings:

File Mame Ciicert
Export Keys ‘fes
Include all certificates in the certification path  No
File: Format Persan.
< | i

< Back I Finish I Cancel

Figure 4-35 Completing the Wizard

9. Click Finish.

Netscape Communicator: Exporting the user certificate
To export a user certificate using Netscape Communicator:
1. Access the Netscape Communicator export function by selecting Communicator —

Tools — Security Info, as shown in Figure 4-36. This opens the Netscape Your
Certificates panel shown in Figure 4-37 on page 79.

Digital Certificate Manager - Netscape

File Edit View Go | Communicator Help
b @ Mavigator Chrl+1 v:% [i @ :’§§

! Chrl+2
Back Forwwar cooEnaey i Metzcape Print Security Shop Stop
Composer Chrl+4

w‘ 7 Bookmarks Radio Chrl+7 NCESCert/Adminigycucm ndminaind

Search the Yye clio People Yellowy Pages Dowvnlosd Calendar C.' Channels

Bookmarks »
Mewsgroups L. )
Address Book  Ctri4shift+2 Dlgltal Certificate Manager
s q  History Chrb+H
- Server Taals [ Security Info Chrl+Shift+I
u : JU’J; Window ,  Message CentelsCtrlshift+1

& T Import Ukility
Java Console

Select a Cettificate Store |

Expand All | Collapse anl |

Figure 4-36 Netscape Communicator
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Netscape k =1ol x|
Your Certificates

Security Info You can use any of these certificates to identify yourself to other people and to web sites.
Passwords Cotmmunicator uses your certificates to decrypt mformation sent to vou, Your certificates
- are signed by the organization that issued them

Navigator

Messenger These are your certificates:

Wiew |

Java/JavaScript

Certificates “erify |

Tours Delete |

People Export [: |

Web Sites

Signers =l
Cryptographic You should make a copy of your certificates and keep them in a safe place. If you ever
Modules lose your certficates, you will be unable to read encrypted mail you have received, and

you may have problems identifing yourself to web sites.

Get a Certificate. .. | Import a Certificate. ..

%l Cancell Helpl

Figure 4-37 Your Certificates

2. Select the Yours link under the Certificates heading, highlight the certificate, and click
Export.

3. Enter a password. Save the file as a PKCS12 File (.p12).

File Name to Export A |

Save in: I@netscape_certs j & = EB-

File name: j Save I
Save as type: IPKCS1 2 Files (* p12) j Cancel |
7

Figure 4-38 Specifying the File Name to Export

You will receive a message indicating that your certificate has been successfully exported.

4. After you export the certificate, import the certificate to the IBM Key Management
database. The SSL component of iSeries Access for Windows must be installed on the PC
in order to have the IBM Key Management database. See 4.5, “Configuring iSeries Access
for Windows to use SSL” on page 84.
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4.4.2 Importing the user certificate

Prior to importing the certificate, ensure that you have downloaded the parent certificate
authority. See 4.5.2, “Downloading the certificate authority” on page 86.

To import the user certificate:

1. Open IBM Key Management by selecting Start — Programs — IBM iSeries Access —
IBM Key Management.

_IBM Key Management ;Iglll

Key Database File Create View Help

mEaE]

Key database information
DB-Type:
File Name:

Key database content

Personal Certificates -

[n personal certificate has its associated private key in the database.

Figure 4-39 IBM Key Management

2. Select File — Open and open the cwbssldf.kdb file. The PC operating system determines
the location of the cwbssldf.kdb file. On Windows 2000 and XP, it is located in
C:/Documents and Settings/All Users/Documents/IBM/Client Access. A search for the
cwbssldf.kdb of your PC’s hard drive can also reveal its location.

3. You will be prompted for a password, which by default is ca400. Click OK.

Notes:

» Consider changing this password (record the new password) when using client
authentication where private client certificates are being used.

» You can automatically access the currently configured SSL key database by
performing the following steps:

a. Double-click the iSeries Access for Windows shortcut icon on your desktop

b. On the resulting window (upper-left window in Figure 4-40), double-click iSeries
Access for Windows Properties.

c. On the main Properties panel, select the Secure Sockets tab to view the SSL
properties shown in the lower-right panel in Figure 4-40.

d. Click the IBM Key Management button.
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ocuments and Settings' All Users i |EI|1||
J File Edit View Favorites Tools  Help |
J 4=Eack - = - | Qhsearch [ Folders  £#History | 2 x @ | E-
J Address I@ acuments and Settingstall UsersiStart Menu\ProgramsiIEM iSeries Access For Windowsj @Go
1 T | _! Mame / |
L @Programmer's Toolkit
LS @Service
IBM iSeries Access 3 aFr wiorkbench Viewer
for Windows BHData Transfer From iSeries Server
BE Data Transfer To iSeries Server
iSeries Access for Windows @Directory Update
;:o;;ertties 1BM Key Management
ared @Internet Information
Location: C:YWINNT system3z2 i
. @iSeries Mavigator
Modified: 1/5/2004 1:04 PM @M' .
igrakion 4 ﬂ ll
Size: 1,35 KB BPODEC Adr
Attributes: (nomal) Operatlon: General Passwords I Administration System Language I
5] Read Me Incoming Remote Command Diagnostic Tools I Service Secure Sockets | Cther
Selective ¢
S:::c:;a —iSenies Access client encryption
£ Start Direc Wersion: 50418
@User's Gt Encryption level: 128-hit
A welcome 4 )
Ingtalled to directory:
IE:\Program FilezBMYE5KS
— Key databaze
' Use default key database
" Specify key database
Browse,.. |
IEM K.ey Management |
— K.ey databaze pazsword prompting
Settings |
Ok I Cancel | Apply |
Figure 4-40 iSeries Access for Windows Properties: Secure Sockets IBM Key Management
Figure 4-41 on page 82 shows the currently available certificates in the current key
database and provides additional certificate management capabilities.
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@.IBM Key Management - [C:" Documents and Settings' All Users'Documents’, IBM . Client Ac = |EI|1|
Key Database File Create View Help

DRl

DE-Type: |CMS key database file

File Name: |C:1Documents and Settingsidll UsersiDocumentsiBMClient Accessicwhssldlkdb |

Key datat content
[ signer Certificates - | A
Personal Certificate Requests Delete
Signer Certificates

TITAWIE T EToOTTAT T TEETTTATT &R \ﬁew.l'Edi'l...
Thawte Personal Basic CA

Thawte Pramiam Serer CA ’W
Thawte Server CA

Werisigh Test CA Root Cerdificate

RSA Secure Server Cedification Autharity

Werisign Class 1 Public Primary Cedification Autharity
Werisign Class 2 Public Primary Cedification Autharity
Werisign Class 3 Public Primary Cedification Autharity

The requested action has succ Fully I i |

Figure 4-41 Current certificates in the key database example

4. Click the down arrow just under the “Key database content” heading and select Personal

Certificates, as shown in Figure 4-41. Then click Import. This opens the Import Key
window.

x|

Keyfiletype |PKCS12file -

File Name:  [usercer_as02.ph | Browse...||

Location:  [Clusercert_|EL |

| 0K || Cancel || Help

Figure 4-42 Import Key file selection

5. Click Browse and browse to the location where you exported the certificate. Select that
location, and click OK.

Password Prompt |

Password to open the source PKCS12 file: |7

| 0K || Clear || Cancel || Help |

Figure 4-43 Import Key file Password Prompt

6. Enter the same password used when exporting the certificate. Click OK.
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.IBM Key Management - [C:' Documents and Settings' All Users',Documents', IBM . Client Ac v i |EI|1|

Key Database File Create View Help

DR

DB-Type: |CMS key database file

File Name: |C:1Documents and Settingsiall UsersiDocumentsiBMClient Accessicwhssidl kdb |

Key datal content
| Personal Certificates - | | Receive... |
* Bf737feed25210543e8ded35cebb75d9_80091015-bdag-48a9-a0f8-accdB8faaded | Delete

Exportimport...
Recreate Request...

Hew Self-Signed...
Extract Certificate...

The requested action has suct Fulhy I i |

Figure 4-44 Imported certificate example

7. If you have more than one certificate installed, select the appropriate certificate, and click
View/Edit.

Key information for [6f737feed25210543e8ded35cebb75d9_ 80091015 ﬂ

I Bf737feed25210543eBded35cebh75d9_B0091015-bdad-48a9-a0f8-accd6Bfaaded

Key Size: 512
Certificate Property:
Yersion X509v3
Serial Number: 3JE:CE:33:58: D:7D:10
Issued to:
JECHULZ
ibm
min, us
Issued n:
iancertificate
TS0
1BM
Rochester, MIM, US
Validity: Valid from May 22, 2003 to May 22, 2004
Fingerprint {MD5 Digest):
02:34:3E:83:3D:6B:0D:B8:E6:6C:1A:4E:EB:95:BA:06
Signature Algorithm: 1.2.840.113549.1.1.4(1.2.840.113549.1.1.4)

Set the certificate as the default

ok |

Figure 4-45 Editing view of the certificate

8. Ensure that Set the certificate as the default (unavailable text in the lower-left of the
panel) is selected, and click OK. If it is the only certificate, it will be selected by default as
shown here and cannot be cleared.
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The client is now set to use client authentication. You simply need to configure or reconfigure
your PC5250 session to use SSL.

Important: Ensure that the Telnet server on the iSeries is set to require client
authentication. See the next topic.

4.5 Configuring iSeries Access for Windows to use SSL

Prior to configuring the client to use SSL, ensure that the Telnet server and host servers on
the iSeries server are configured to use Secure Sockets Layer as described in the text for
Figure 4-11 on page 64.

4.5.1 Installing the Secure Sockets Layer

84

The Secure Sockets Layer (SSL) component of iSeries Access for Windows can be installed
in a number of ways. Ensure that the no charge Client Encryption 128-bit licensed program
5722-CE3 has been installed on the iSeries server.

The Secure Sockets Layer component can be installed using one of the following methods:

» The easiest way to install the SSL component is to install it as part of your base initial
installation. This can be done either by using the iSeries server that has both 5722-XE1
and 5722-CE3 installed as your installation source, or by creating a tailored installation
image that contains SSL, as described in Chapter 2, “Installing iSeries Access for
Windows” on page 5, in the following sections:

— 2.1, “Introduction” on page 6
— 2.2, “Tailored installation image” on page 7
— 2.4, “Distributing and installing the merged installation image” on page 20

» If you have already installed iSeries Access for Windows on your workstation, but did not
initially install SSL, you should use Selective Setup to install SSL. You will need to supply
the source directory for the installation. The easiest way is to map a drive to the iSeries
QIBM share point (\\NetServerName\QIBM) so that the various directory paths are available
to the path discovery function and use this mapped drive as the source directory.
Alternatively, you can specify \\netservername\qibm (Figure 4-46) or \\ipaddress\qibm
(Figure 4-47 on page 85) as the source directory.

Selective Setup Options |
Select the zource directory from whic:h_you want Lo inztall

components or iSeries Mavigator plug-ing.

' Source directory.

\\gas20\gibm |

Browse... |

" Ignore. I'm only going to uninstall components.

Help | < Back I Mext » I Cancel

Figure 4-46 NetServer name specified
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Selective Setup Options : |

Select the zource directory from which vou want to install
components or iSeries Mavigator plug-ing.

' Source directory.

| \1186.75.35.9\qibm =
Browse... |

" Ignore. I'm only going to uninstall components.

Help | < Back I Mext » I Cancel

Figure 4-47 IP address of iSeries is specified

See Chapter 2, “Installing iSeries Access for Windows” on page 5 for general installation
information.

To use Selective Setup to install SSL:

1. If you have a slower network environment, you might want to copy the installation image to
a Windows drive. Copy the \QIBM\ProdData\Access\Windows directory and its
subdirectories to the desired location. You can now run either an initial install or Selective
Setup to install SSL from this copy of the installation image. Note that this technique would
not normally be used.

2. Run Selective Setup, specifying your mapped drive to this network share and \\Express,
as shown in Figure 4-48.

Selective Setup Options |

Select the %J[CE directory from which you want to ingtall
components or iSeries Mavigator plug-ing.

' Source directory.

=
Browse... |

" Ignore. I'm only going to uninstall components.

Help | < Back I Mext » I Cancel

Figure 4-48 Mapped drive is specified

3. Click Next. You should see Secure Sockets Layer as one of the available components to
install.
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Component Selection ﬂ

Select the components you want to add. Deselect the components you want to
remove. Components already checked are curmently installed.

Components Size| License Required =

40, BFP warkbench Viewer 0k

% Toolbox for Java 0k

B (& 5250 Display and Printer Emulator 0K v
|I:— @! Secure Sockets Layer [S5L) 0K

(@ Client Encryption: 128-bit oK

-] &y Printer Drivers 0k

EE Operations Conzole 0k _I
B i Programmer's Toolkit 0k

E E2-Setup 0k _ILI
4 »

Drive: C: Space Required: OF Space Available: 3117762 K

Help | < Back I Mext » I Cancel |

Figure 4-49 Component Selection

4. Follow the normal selective install wizard steps.

4.5.2 Downloading the certificate authority

After the Secure Sockets component of iSeries Access for Windows is installed, the

certificate authority (CA) must be downloaded.

To download the certificate authority:

1. Open iSeries Navigator, right-click the iSeries system name or IP address, and select

Properties.

2. On the Properties window, select the Secure Sockets tab, as shown in Figure 4-50.

AsD2 Propetties 2=l

Administration System Directory Services | Service I Plug-ins I
General I Connection Secure Sockets | Licenses I Restart
— Secure Sockets Layer

™ Use Secure Sockets Layer [S5L] for connection

Werify 551 Connection

— 05400 Certificate Authority

For iSeries Access o tust server certificates signed or created by the 05/400

Certificate Authority, the 05 /400 Certificate Authority must be downloaded to

thiz PC. Mote: Some other Certificate Authorities are provided with iSeries

Access and do not need to be downloaded.

To uge the 05400 Certificate Authority, click download.

Download |
Ok I Cancel Help

Figure 4-50 Secure Sockets tab
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3. Click Download to download the OS/400 certificate authority.

21|

Key database password prompk

E To trust certificates used by this iSenies Certificate Authority, the
Certificate Authority will be placed in the Secure Sockets Layer [S5L] key
database.

Specify the password for the key databaze on the PC.

Key database: IE:\Documents and Settingshall Users\Documentsh BMACl

Password: ||

o]

Cancel |

Figure 4-51 Key database password prompt

4. Enter the key database password, and click OK.

Restart Attributes x|

@ The 051400 Certificate Authority has been downloaded,

Figure 4-52 Download complete message

4.5.3 Verifying the SSL connection

To verify the SSL connection:

1. Select Use Secure Sockets Layer (SSL) for connection.

AsD2 Properties

Directory Services | Service I

Secure Sockets

Administration System

General I Connection Licenzes I

— Secure Sockets Layer

IV Use Secure Sockets Layer [S5L] for connection

Werify 551 Connection

— 05400 Certificate Authority

For iSeries Access o tust server certificates signed or created by the 05/400
Certificate Authority, the 05 /400 Certificate Authority must be downloaded to
thiz PC. Mote: Some other Certificate Authorities are provided with iSeries
Access and do not need to be downloaded.

To uge the 05400 Certificate Authority, click download.

Download |

21|

Plug-ins I
Restart

o]

Cancel |

Help

Figure 4-53 System properties panel to verify SSL connection
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2. Click Verify SSL Connection. After some seconds of processing, a window similar to the
one shown in Figure 4-54 opens.

Yerify iSeries Connection ﬂ

Werifying iSeries connection:

Statusz:

]--\') Successfully connected to server application: Metwark. File

]'\i) Successfully connected to server application: Network Print

]'\i) Successfully connected to server application: Data Access

]'\i) Successfully connected to server application: Data Queues

]'\i) Successfully connected to server application: Remaote Command

]'\i) Successfully connected to server application: Security

]'\i) Successfully connected to server application: DOM

.. Successfully connected to server application: Telnet

- CWBLCO1008 - Unable to connect to server application Management Central, returned 1008

e TR = e e B B = i e W B ]

| |
()3 I Lancel Verfication [ etails |

Figure 4-54 \Verifying SSL results

Notice in Figure 4-54 that all of the host servers and Telnet servers are verified. Management
Central was not configured for SSL, and therefore, verification failed as we expected.

A message appears that indicates a close and restart of the currently running iSeries Access
for Windows applications must be performed to use the new SSL connection settings.

Connection ﬂ

‘fou requested to change the current connection properties, All currently running applications must be closed and
restarted to use the changed connection settings.

Figure 4-55 Close iSeries Navigator and restart

When SSL has been successfully enabled for iSeries Navigator to a specific iSeries system, a
lock symbol appears next to that iSeries system, as shown in Figure 4-56 on page 89. This
indicates connections to this server will use SSL.
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B iSeries Navigator : 10l =|
File Edit WYiew Help

’!|¥JE|X|@° 0 minutes old
| Environment: My Connections | Fichaz02:

EI} Management Central {As25)
=B My Connections

Ll

Connectior

! Add a connection 4 ! Configure Application Administratior ! Configure connection security and
@ Install additional components @, Fun a command ! Change your server pazsword

@ Install additional components I“‘ Wiew spstem statuz

@ Instal plug-ing 4 ? Help for related tasks

[ |
Figure 4-56 Secured connection: Lock symbol indication

a

4.5.4 Configuring PC5250 emulation to use SSL
To configure PC5250 emulation to use SSL:

1. The configuration options of a current PC5250 emulation session can be accessed by
selecting the Communication drop down list and selecting Configure.

2. In the Configure panel, click Properties.

“- Configure PC5250 2=l
System name: RCHAS02 | Propetties | -
— Workstation 1D
" Use Computer name [~ Add prefis to indicate printer or display
' Use Windows user name ™ Avoid duplicate names an this workstation
' Specify workstation |0 ™ Avoid duplicate names with ather workstations
Truncate:
" Beginning characters ' Ending characters

— Type of emulation
' Display Size: |24H80 'l
" Printer Setup... |

™ Bypass sighon

[T Autoreconnect

Hast code-page: | 037 United States j
Fart nurnber: |23

QK | Cancel | Help |

Figure 4-57 Configure PC5250 to use SSL: Starting with Properties

3. In the Connection panel shown in Figure 4-58 on page 90, select Use Secured Sockets
Layer (SSL).
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Connection ﬂﬂ

—Uszer ID signon information

Usze Dperations Mavigator default j

Wzer D I

— Security

Current security: Mot secured
" Use Dperations Mavigator default
7 Mot secured

' Use Secured Sockets Layer [S5L)

Client certificate to use:
" Select certificate when connecting

& ze default

QK I Cancel | Help |

Figure 4-58 Selecting to use SSL and the default client certificate

Note: If you are using client authentication and have multiple user certificates and want
the user to select which certificate to use, select the option Select certificate when
connecting. In all other cases, select the Use default option. If you know what was
specified for iSeries Navigator, you can select Use Operations Navigator default.

4. In our example, we select Use default client certificate for PC5250. Click OK.
This returns you to the Configure PC5250 panel, as shown in Figure 4-59.

Now, this panel shows a Port number value of 992, which is the Telnet server’'s default port
for SSL connections.

“- Configure PC5250 2=l
Sustem name: RCH&S02 j Froperties I
— Workstation 1D
" Use Computer name [~ Add prefis to indicate printer or display
' Use Windows user name ™ Avoid duplicate names an this workstation
' Specify workstation |0 ™ Avoid duplicate names with ather workstations
Truncate:
" Beginning characters ' Ending characters

— Type of emulation
' Display Size: |24H80 'l
" Printer Setup... |

™ Bypass sighon

[T Autoreconnect

Hast code-page: | 037 United States j
Fart nurnber: 952

QK | Cancel Help

Figure 4-59 Configured to use secure Telnet
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5. Click OK. Assuming everything is set up correctly, in a few seconds, you see the iSeries
5250 Sign on screen, as shown in Figure 4-60.

=21 AS02 - [24 % 80] 10l =|

File Edit Yiew Communication Actions Window Help

B B 2% @ w6 % 2 o &l

System . . . . . RCHASQZ2
Subsystem . . . . QIMTER
Display . . . . . : QPADEYEOOF
User .+ . o v v v v 000
Password . . . . . . 000 0L [ ]
Program/procedure . . . . . . . .
=T

Current library . . . . . . . . .

RELEASE: YOSROZMEO
DRIVER: 200805

USE OF THIS S¥STEM IS FOR IEM MAMAGEMEMT APFROVED PURPOSES OMLY.
USE IS SUBJECT TO AUDIT AT AMY TIME BY IBM MAMAGEMEMT.

(C) COPYRIGHT IBM CORF. 1980, 2002

% M1902 - Session successFully started

Figure 4-60 PC5250 emulation using SSL

Notice the lock symbol in the lower-left corner of Figure 4-60, which indicates the session
is using SSL and is secure.

This concludes how to set up to use SSL with iSeries Navigator and PC5250 sessions. The
next topic gives a summary for viewing CA certificates for their expiration dates.

4.6 Viewing a certificate authority certificate

At the start of this chapter, in 4.1, “Introduction” on page 56, we discuss the importance of
certificates, protecting them with passwords, and renewing a certificate before it expires.

In this topic, we show the primary steps to view the expiration date of a CA certificate shipped
with OS/400. Similar steps would be followed for other certificates.

If you need to renew a certificate, follow the Renew link you see in some of our figures. If
necessary, contact your IBM Support Line representative for assistance in certificate renewal.
Follow these steps to view a certificate:
1. From a browser enter:

http://system name:2001

(This is the Administration HTTP server.) In our example, we use system as27.
2. Click the Digital Certificate link to get the upper window in Figure 4-61 on page 92.

3. Click the Select a Certificate Store button to get the middle window in Figure 4-61 on
page 92.

4. For a CA certificate that shipped with 0S/400, select *SYSTEM. Click Continue to get the
Certificate Store and Password window shown as the lowest window of Figure 4-61 on
page 92.
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5. Enter the store’s password and click Continue. This opens to the Current Certificate Store
window, as shown in Figure 4-61 on page 92.

@ http: ffas27:2001 fQIBMIICSS CertAdminfgycucml . ndmymaind

Digital Certificate Manager

Select a Cerificate Store |

Digital Certificate Manager
Select a Certificate Store

Expand Al | Collapse Al |

m Create Certificate X
Zelect the certificate store that you want to open.

m Create Mew Certificate Store

m [nstall Local CA Certificate on

 Local Certificate Authonity (CA)
Your PC

& *3YSTEM

| - .
s L i ks Expand Al | Collapse All | Other System Certificate Store

m Manage PETY Request Location Cancel |

Return to iSeries Tasks m Create Certificate
m Create Mew Certificate Store

Digital Certificate Manager (

Select a Cerificate Store |

p Manage User Certificates

Certificate Store and Password

Enter the certificate store password.

Certificate type: Zerver or clhent
Select a Cerificate Store | Certificate store: *SYSTEM
Certificate store path and filename: /QIBWTTEEEDATATCEE/CERTISEREVERDEFATLT EDE
Expand Al | Collapse Al | i
Certificate store password: |“"*"‘*”
u Create Certificate Cantinue I Reset Password | Cancel |

m Create Mew Certificate Store

m [nstall Local CA Certificate on
Your PC

Figure 4-61 Finding a certificate’s expiration date: 1 of 3

6. Using Figure 4-62 on page 93 as our example, click the left navigation bar View
certificate link.

7. In the View Certificate window, select Certificate Authority (CA), which opens the list of
Certificate Authority (CA) certificates shown in Figure 4-63 on page 94. Select, for
example, Verisign Class 3 Public Primary Certification Authority. Click View.

This opens to the lower View Certificate Authority (CA) certificate window for Verisign
Class 3 Public CA.
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Select a Cerificate Store

Expand Al | Collapse Al |

p East Path
m Create Certificate
m Create Mew Certificate Store

u View certificate
m Benew cettificate
m [mportt certificate

m Expott certificate
m Delete certificate

m Validate certificate

m Assion certificate
m3et CA status
m Update CEL location

assignment
m Assion auser certificate

Digital Certificate Manager

Current Certificate Store

Tou have selected to worle with the certificate store listed below. The left frame is being refreshed to show the task
list for thiz certificate store. Select a task from the left frame to begin worldng with this certificate store.

Certificate type:

Zerver or clhent
*SYETEM

Select a Cerificate Store

Expand Al | Collapse Al |

p East Path
m Create Certificate

m Create Mew Certificate Store

m [nstall Local CA Certificate on
Your PC

whilanage Cerificates
= View certificate
m Benew cettificate
m [mportt certificate

m Expott certificate
m Delete certificate

m Validate certificate

m Assion certificate
m3et CA status
m Update CEL location

assignment
m Azsion auser certificate

Digital Certificate Manager
View Certificate

Zelect the type of certificate that you want to wiew.

= Server or client - View a server or client certificate.
& Certificate Authority (CA) - View a Certificate Authority (CA) certificate. I

1cate request - View an unsigned certiicate request.

 User - View a user certificate assigned to a user profile.

coc |

Figure 4-62 Finding a certificate’s expiration date: 2 of 3

Note that the Additional information area in Figure 4-63 on page 94. We annotated the

Validity period field, which shows this certificate expires on August 01, 2028.
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Select a Cerificate Store

Expand Al | Collapse Al |

p East Path
m Create Certificate
m Create Mew Certificate Store

m [nstall Local CA Certificate on
Your PC

whilanage Cerificates
= View certificate
m Benew cettificate
m [mportt certificate

m Expott certificate
m Delete certificate

m Validate certificate
m Assion certificate
m3et CA status

m Update CEL location
assignment
m Azsion auser certificate

4| |

Digital Certificate Manager

Select a certificate, then select View to see the certificate information.

| Certificate Authority (CA)

| Status

LOCAL CERTIFICATE AUTHORITY(1)

A

Enabled

I? |1\r1icrosofl: Eoot Authority

Enabled

|?|'Ihaw‘te Personal Premium CA

Enabled

|?|'Ihaw‘te Personal Freemal C4

Enabled

|?|'Ihaw‘te Personal Basic CA

Enabled

|?|'Ihaw‘te Premium Server CA

Enabled

(o]
EE
(o8

Digital Certificate Manager

View Certificate Authority (CA)

Certificate type: Certificate Authority (CA)
Certificate store: *3T3TEM
CA certificate label: Versign Clazz 3 Public Primary Certification Authority

Select _ tore
Expand All | Collapse al | | Subiect:
Cotmmon name
|Organization it |Cl

p East Path

ass 3 Public Primary Certification Authority

m Create Certificate

Locality or city
State or province
Zip of postal code

m Create Mew Certificate Store

m [nstall Local CA Certificate on
Your PC

|Organization fnatre |VeriSign, Tne.

whilanage Cerificates

= View certificate |Comltry of region |US

m Benew cettificate

n Import certificate Additional information:

m Expott certificate — |Key length |1024

m Delete certificate -

m Validate certificate |Prwate key |N0

u Assion certificate Certificate Authority Ves

m St CA status (CA) enabled

= Update CEL location |Signed certificate |Yes
assignment

Zerial number
Walidity period

m Azsion auser certificate

4 |

7OBAE41D10D32934B638CATBOZCCBARF
01/28/96 06:00:00 - 08/01/28 05:5%:5%

Figure 4-63 Finding a certificate’s expiration date: 3 of 3 (CA certificate for Verisign Class 3 Public CA)

You can scroll down this window to see additional information. By clicking the View

Applications button (not shown), you can see applications using the certificate. In our
example shown in Figure 4-64 on page 95, you can see that the Telnet server uses this
certificate.

94
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Digital Certificate Manager
View Applications

Certificate type: Certificate Authority (CA)
Certificate store: *2T3TEM

CA certificate label: Versign Clazz 3 Public Primary Certification Authority

Applications Trusting the Certificate Authority {(CA):

| Application | Type |Assigned certificate
|OS1400 TCP/IP Telnet Server | Server | HATS

o]

Figure 4-64 Viewing applications using the certificate

8. Click OK to finish viewing the certificate information.
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iISeries Access for Windows in a
Kerberos environment

This chapter describes the following topics:
» An example of using Kerberos authentication with iSeries Access for Windows functions.
» Kerberos support overview, including a setup example.

» Basic Enterprise Identity Mapping (EIM) support on iSeries. EIM provides user mapping
functions across a network with the extended capabilities that include the same user
("identity”) having different IDs on various servers in the network.

In the context of this book, we use iSeries EIM support to map a Kerberos principal
(“user”) to an OS/400 user.

It is important to note that configuration of both the Network Authentication Service and
Enterprise Identify Mapping on the iSeries server is required to map a Kerberos
authenticated principal to an OS/400 user even when the user ID on the client and the
server are identical.
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5.1

Note: This chapter provides sufficient details to enable a Windows client workstation user
to perform iSeries Access for Windows PC5250 emulation and iSeries Navigator functions
using Kerberos authentication and EIM mapping for an OS/400 user profile.

Full coverage of iSeries Kerberos and Enterprise Identity Mapping functions and
parameter options is beyond the scope of this book. For detailed information about iSeries
support of these two capabilities, we suggest that you review the IBM Redbook
Windows-based Single Sign on and the EIM Infrastructure on the IBM @server iSeries
Server, SG24-6975. Much of the Kerberos and Enterprise Identity Mapping information in
this chapter is based on this Redbook.

Other good sources of iSeries Kerberos and EIM information are iSeries Information
Center articles and the iSeries Navigator online help information (select system —
Security — Network Authentication Service or system — Network — Enterprise
Identity Mapping).

A good source for industry-wide details about Kerberos is the book Kerberos: The
Definitive Guide, by Jason Garman, ISBN 0596004036.

Using Kerberos authentication with iSeries Access for

Windows functions

98

Kerberos can be considered as a set of protocols intended to enable network security,
primarily focused on the process of being authenticated to use various servers and services
within the network. Kerberos does not provide the process to validate authorization to use a
function. That is, authentication is concerned with the identity of the user; and authorization is
the ability to actually do something as that user, such as perform a function, read, write, or
update data, or run a program on a specific server system.

Although full details are not covered in this chapter, we do provide information about the
Kerberos set up requirements. Before going further, from an iSeries viewpoint, it is important
to note:

» Kerberos is used for authentication of a user, system, device, or service (all referred to as
Kerberos principals), instead of the typical user ID and password components for
authentication. Kerberos does provide a level of “single signon to a network.” It does not,
by itself, provide authorization to specific functions within the network.

» Enterprise Identity Mapping is the IBM architecture and implementation for taking that
single signon authentication to another level, which includes mapping that authenticated
user to a corresponding operating system specific user ID and password, all of which
could be unique on each system within the network.

In a simple iSeries Access for Windows scenario, when initiating an iSeries Navigator session
that has been set up to use Kerberos, Kerberos processing authenticates that the PC client
workstation user, KUSER1, for example, can sign on to a Windows domain. On iSeries, EIM
must be used to map the received Kerberos principal (“user”) represented by KUSER1 to an
0OS/400 user. That OS/400 user could be spelled KUSER1 or any other valid OS/400 user set
up through OS/400 security commands or the iSeries Navigator Security interface.

Note that OS/400 security and iSeries Access for Windows installation options and
Application Administration control what iSeries Access functions can actually be performed
by that user (KUSER1 in our example) once signed on to the iSeries server.

iSeries Access for Windows V5R2 Hot Topics



When attempting to connect to an iSeries server (or any other server product in the Kerberos
domain, called a realm), the process of obtaining a “ticket granting ticket,” and in turn, a
“service ticket” to perform iSeries Access for Windows functions is performed through a dialog
with a Kerberos Key Distribution Center (KDC), without any visible indication to the
workstation user. Assuming successful authentication, then without any interruption, the next
thing the workstation user sees is:

» For a PC 5250 emulation session: Either the main OS/400 command entry screen or an
associated initial program screen as specified for the OS/400 user profile

» For an iSeries Navigator session: The main iSeries Navigator window with the left pane
hierarchy tree expanded for that system

There is no sign-on prompt to the workstation user.

In this topic, we assume (so do not show the setup) the Kerberos principals for the Windows
client workstation and its user are set up correctly on your Kerberos Key Distribution Center
(KDC) server.

The capability to initiate connections using Kerberos is available on your PC client workstation
with Microsoft Windows 2000, XP, or later installed.

In the remainder of this chapter, we explain how to set up iSeries Access for Windows
PC5250 emulation and iSeries Navigator functions to run under Kerberos and EIM in the
following order:

1. Kerberos overview and setting up a Kerberos authentication network.

Note, this includes coordinating the “system times” on the Kerberos Key Distribution
Center (KDC) server and all the servers in the Kerberos domain (rea/m) have been
synchronized within a Kerberos “time skew” limit. Five minutes is the default skew value.

2. EIM overview and setting up a simple EIM domain with an iSeries system.

3. Setting up iSeries Navigator and PC5250 emulation on the PC workstations to use
Kerberos (EIM is not apparent).

4. Verifying that iSeries Navigator and PC5250 emulation connect to an iSeries server using
Kerberos and EIM.

5.2 Kerberos overview

This major section provides an overview of Kerberos concepts and terminology, as well as
listing software requirements for Kerberos support on the iSeries server and other servers
that provide Kerberos functions.

Later topics provide more details and an example setup using a Windows 2000 Server to
provide the Key Distribution Center functions and an iSeries server to which an iSeries
Navigator session is initiated.

See the Note box on page 98 for documentation that provides details beyond what is covered
in the remainder of this chapter.

The Kerberos architecture was originally designed and developed in the 1980s by the
Massachusetts Institute of Technology (MIT) as part of the Athena project. Its name derives
from Cerberus, the legendary three-headed dog of Greek mythology, which guarded the
gates of the underworld. This guardian made sure only the souls of the dead could enter
Hades and that no souls could escape.
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Kerberos Version 4 has been available for some time and has been superseded by the
current Kerberos Version 5, which is standardized in RFC 1510. This book presumes that you
are using Kerberos Version 5 in your network. For more details, see

http://www.ietf.org/rfc/rfcl510.txt

There are two main open source implementations of Kerberos, which you should at least be
aware of:

» MIT’s Kerberos: The Massachusetts Institute of Technology (MIT) implementation of
Kerberos is currently at Version 5 with a Release Version of 1.3.1. In January 2000 and
again in October 2000, the U.S. export laws for open source cryptography were relaxed.
This means that open source code and objects relating to this open source code can now
be freely exported from the U.S. The MIT download page, however, still asks questions
pertaining to the laws before they were relaxed. MIT is doing this until they can consult
legal council over the widespread download of their binaries. In the meantime, a version of
the MIT Kerberos implementation can be downloaded from the MIT distribution Web site,
available at:

http://web.mit.edu/kerberos/dist/index.html
For more information about the MIT version, see:
http://web.mit.edu/Kerberos/

When flaws are found in their Kerberos implementation, MIT produces a Security Advisory
that lists a summary of the problems, the impact that this has on the protocol, where to get
fixes, and what the fixes actually change in the Kerberos implementation in order to
remove the weakness. The advisories can be found at:

http://web.mit.edu/kerberos/www/advisories

» Heimdal: This version of Kerberos is also at V5 and the release of this Version is 0.6. The
goal of Heimdal is to produce a free version of Kerberos that can be used by anyone. It
aims to be compatible with the MIT Kerberos V5 API and also the Generic Security
Services API (GSS). Information about the GSS-API can be found in several places, one
of which is the book Windows-based Single Sign on and the EIM Infrastructure on the
IBM @server iSeries Server, SG24-6975.

The Heimdal version of Kerberos is a cleanroom implementation of Kerberos, meaning
that it has been built from the ground up, and although it has the same functionality as the
MIT version of Kerberos, the underlying code in each implementation is unique. Both
Heimdal and MIT resolve the same bugs in their implementations within very similar time
frames.

For more information about the Heimdal version, see:
http://www.pdc.kth.se/heimdal/

Since the original implementation of the Version 5 Kerberos protocol, more weaknesses with
the Version 4 protocol have been detected. Many of the differences between the versions are
because parts of the Kerberos implementation have been rewritten using more standardized
protocol formats (such as Abstract Syntax Notation One (ASN.1), which defines a
methodology for defining a byte stream that conveys, for example, “realm information” versus
“principal information”). This is done in order to make the implementation more easily
extendible in the future.

The only true way to avoid compatibility problems between Versions 4 and 5 is to use only the
Version 5 support in your Key Distribution Center (KDC), which is discussed later in this
chapter. We recommend only using the version 5 Kerberos protocol if implementing Kerberos.
If you are working with Kerberos Version 4, we suggest migrating to Version 5.
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Kerberos can be part of handling your network security issues. It provides the tools of
authentication and also strong cryptography over the network to help you secure your
information systems across your entire enterprise. Kerberos authentication itself does not
automatically imply that an entire session is encrypted. However, Kerberos enables a secure
exchange of encryption keys that could be used by a client program for session encryption.

Note that iSeries Access for Windows, for example, does not implement encryption based on
Kerberos, but instead uses iSeries-based SSL encryption.

5.2.1 Kerberos concepts

Kerberos defines a realm, often also referred to as an administration domain. A realm
contains members. A member can be a user, a server (system), a service (such as Telnet or
iSeries Navigator), or a network resource.

Each member is registered within a Key Distribution Center (KDC) server’s database. Each
member has a unique identifier that is referred to as a principal. A Key Distribution Center
has the primary responsibility of holding the authentication security information and granting
tickets to connect to the network so that a principal can perform some service function on a
system (server) within the Kerberos realm.

Therefore, a Kerberos realm is made up of the KDC and all of its enrolled principals.

A principal name is made up of several parts, including a primary part, an optional instance
part, and the realm name itself. We provide more information about realms and principals
later in this chapter.

After a principal has been defined to the realm, the principal information is used when, for
example, an iSeries Access for Windows user wants to connect to an iSeries system and do
some iSeries Access for Windows function, such as using iSeries Navigator.

When a principal initiates a connection, there are two main “Kerberos server” functions
performed to complete the authentication process. Each of these involve a protocol for
obtaining the appropriate ticket to identify the principal and the service function the principal
wants to perform. Assuming these two Kerberos server functions are successful, the
principal’s workstation Kerberos software sends a service ticket to the system on which the
principal wants to perform the intended function.

The following summarizes the two major Kerberos server authentication functions:

» Authentication server (AS) process: As part of connecting to a network and initiating a
request to perform a function, the client sends a clear text request for a ticket for the
desired server (the system on which this user wants to perform a function) to the
authentication server (AS). Both the user and the target server are defined as Kerberos
principals. The authentication server’s reply is sent encrypted in the client's secret key.
Usually this request is for a ticket granting ticket (TGT) that can later be used with the
ticket granting server (TGS).

» Ticket granting server (TGS) process: After the client has a valid TGT, it sends a request to
the TGS. The client sends the TGT to the TGS in the same manner as though it were
contacting any other application server that requires Kerberos credentials. Included in this
information is the identification of the service to be authenticated.

The reply is encrypted with the session key from the TGT. The reply includes a ticket for
using “service xxx”.

On behalf of the workstation’s Kerberos principal, the originating workstation then sends the
service ticket information to the intended target server system on which the function is to be
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performed. This target server, configured to accept Kerberos tickets, accepts the user
principal as having been already authenticated.

The following topic provides additional details about the components that implement the
Kerberos protocol just described.

5.3 Kerberos protocol components

In this topic, we provide more details about the following primary Kerberos authentication
protocol components:

» Tickets

» Principals and realms

» Key Distribution Center (KDC)
» Services

Figure 5-1 on page 102 shows how all the different Kerberos components fit together and the
“ticket protocol” to perform a Kerberos realm authentication process. As an example, we use
the principal represented by John to connect to principal Server1 to start an iSeries Navigator
session as “Service A

Review the text in each of the numbered protocol steps within the figure. Steps 1 and 2
complete the authentication server processing and Steps 3 and 4 compete the ticket granting
server processing. Steps 5 and 6 complete the use of the service ticket as authentication to
the system on which the intended function (for example, an iSeries Navigator connection) is
to be performed.

1

2

as_request:
"Hi, I'm John.

Can | have a ticket
for getting tickets?"

as_reply:

"Here's a ticket granting
ticket, encrypted with John's

secret key."

Key Distribution Center 3’ tgs_request:
"Here is my TGT. Could | have a
(KDC) ticket for Service A? "

4 tgs_reply:
"Here's a ticket for Service A."

5 ap_request:
"Here is my ticket; let me use
your service. "

6 ap_reply:
"Welcome John! By the way,
here's the proof that I'm
Service A."

Server 1

"Service
All

Optionally, the client can
request server authentication.

Figure 5-1 Kerberos components: Processing a principal’s request and using tickets
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5.3.1 Kerberos tickets

Kerberos uses the word ticket to describe how authentication data is transmitted in the
Kerberos environment. Tickets are essentially encrypted data structures that use shared keys
issued by the KDC to communicate in a secure fashion. Where the ticket has been created
from within the KDC defines the purpose of the ticket. When a principal requests the initial
authentication the ticket comes from the authentication server (AS), as shown within the Key
Distribution Center in Figure 5-1.

This is the ticket granting ticket (TGT), which is used to request other tickets for services in
the network. When the principal wants to use a service in the network, the TGT, along with a
service request, is sent to the ticket granting server (TGS), as shown in step 3. The TGS
responds by issuing a service ticket (ST). The details of creating and issuing tickets is not
covered in this book.

In step 5, the server Server1 recognizes the principal as user profile John (with an already
validated password indication) and that John wants to use, in our example, an iSeries
Navigator session. Assuming there is no OS/400 security or iSeries Access for Windows
Application Administration specification to prohibit John from running iSeries Navigator
functions, Server1 responds in step 6, indicating “this is Server1,” “John has signed on,” and
performs the requested iSeries Navigator function.

Note that Kerberos supports ticket options that give you more control over the use of the
tickets. Options in Kerberos Version 5 include:

» Can the ticket be forwarded? For example, this enables passing the ticket on to other
back-end services to retrieve information.

» Is the ticket renewable? This forces a ticket with a long lifetime to be renewed periodically
from the KDC.

5.3.2 Principals and realms

In order to understand how principal names are generated in Kerberos, you need to
understand more about Kerberos realms first. As previously stated, the realm (also called an
administrative domain) consists of members, which can be users, servers, services, or
network resources and a Key Distribution Center as an authenticating authority. The
members are registered within a KDC database. Each of these members has a unique
identifier that is called a principal.

Important: The normal conventions of naming Kerberos realms is to create them using
uppercase characters.

The three part principal name helps make the principal name a unique identifier within the
realm to which the KDC can assign tickets. The three parts of a principal name are described
as follows:

» The primary part of the principal name can be either the user’'s name, the word host, or
the name of the service. An example of a user principal in the ITSO.IBM.COM realm would
be johnprin@ITSO.IBM.COM.
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» The instance component is optional and normally not used for an individual principal. The
instance is used to qualify the primary, for example, if johnprin was the administrator of the
KDC database, he would have an additional principal that looks something like
johnprin/admin@ITSO.IBM.COM. Note that the principals johnprin and johnprin/admin are
two completely separate principals with different passwords and possibly a different set of
authorities.

The instance component is also used when specifying a host or a service principal. It is
the fully qualified domain name of the host, for example:

krbsvr400/as20.itso.ibm.com@ITSO.IBM.COM

» The realm portion of the principal’s name is the name of the Kerberos realm that, as
stated previously, is usually the domain name in uppercase.

5.3.3 Key Distribution Center
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The Key Distribution Center (KDC) is the heart and brains of the Kerberos realm. Within the

KDC there are three primary functional components: the authentication server (AS), a ticket

granting server (TGS), and the KDC database, which holds shared secret information about

each principal in the Kerberos realm. Because these functions are incorporated into the KDC,
and are also linked by the services provided to the principals, they usually reside on the same
physical machine.

In most cases, the system providing KDC functions also provides a Kerberos password
server, whose functions are included in a later topic in this chapter.

Read the following shaded boxes before continuing in this topic.

Important: An administrator needs to successfully complete the following tasks in order to
use Kerberos authentication to iSeries functions (services):

» Configure the Key Distribution Center.
» Enroll Kerberos principals with the KDC.

» Define service principals on the KDC for each iSeries that will use Kerberos
authentication.

» Configure each iSeries (using the iSeries Navigator interface to Network Authentication
Service) to know the location of the KDC.

Note: OS/400 V5R2 provides participation in a Kerberos realm with authentication
support. Through OS/400 V5R2, an iSeries system cannot act as a Kerberos KDC. KDC
functions are provided on some Windows and UNIX®-based operating systems, including
Linux and IBM operating systems such as AIX® and z/OS®.

KDC functionality is included in Windows 2000 Server and Windows Server 2003.
Some KDC functions might require additional install options on these operating systems.

Because a Microsoft KDC is the most common provider within a Kerberos realm, all
information in this book about Kerberos setup is based on Windows 2000 Server and
iSeries V5R2 support.

KDC support on an iSeries system is being considered in a future release. Note that IBM
plans are subject to change without notice.
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The Key Distribution Center database

When a principal is created, a shared secret is generated that only the KDC and the created
principal know about. This shared secret is used to encrypt communications between the
principal and the KDC. This shared secret is never transmitted in plain text. The KDC
database contains all of the principals in the realm and their associated secret keys. There is
no requirement that this database reside on the same physical machine that the KDC is on,
but it is considered good practice to store the information on the same system.

Functions of the Key Distribution Center
The two primary functions of the KDC are:

» Grant a ticket granting ticket
» Grant a service ticket

Receiving a ticket granting ticket

When a principal logs on to either their computer or a Kerberized application (such as iSeries
Access for Windows) for the first time either that day or since a previous ticket the principal
has received has expired, an interaction takes place between the client and the authentication
server.

Note: Kerberized is the term given to services that use Kerberos for authentication.

In this interaction, the principal sends a request to the AS based on their identity and who
they want to talk to; in this case, it is a principal and the TGS. This information is transmitted
in plain text. The AS, based on the identity of the principal, builds a ticket granting ticket
(TGT), and replies to the principal encrypting the ticket using the shared secret of the
principal who requested it. The encrypted ticket can be decrypted by the authentic principal
and used to obtain services in the network, such as Telnet or iSeries Navigator, which are
Kerberized applications.

There are additional levels of encryption below this level, but they are beyond the scope of
this redbook. See Windows-based Single Sign on and the EIM Infrastructure on the
IBM @server iSeries Server, SG24-6975, for more information.

Kerberos and network security considerations

Although very secure, the Kerberos protocol is by no means infallible. The protocol might
work as it is intended, but there are many outside factors that can greatly impact the Kerberos
implementation on a network. Some of these include:

» Unauthorized access to a client machine. This could lead to users’ tickets being copied,
and a malicious user could impersonate this user until the tickets expire.

» Unauthorized access to servers. This could lead to the compromise of all the services that
a server would offer. It could also lead to the compromise of Kerberos principals as a
higher level of authority could be achieved for users through potential services offered by
other machines.

» Compromise of the KDC. If the KDC is compromised, a malicious user would have full
control over the entire KDC. The database of all users’ shared secrets would be
compromised also, because by default, Kerberos implementations allow root users and
Kerberos administrators unencrypted access to the database.

» Compromise of users’ passwords. If a password is divulged to another user by legitimate
means or by unauthorized means, that user is compromised. This could be especially
severe if it is the Kerberos administrator’s password that is divulged.
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5.4 Kerberos and Microsoft: Implicit support by Microsoft

As previously discussed, there are Kerberos implementations under Windows and other
operating systems. This topic focuses on Microsoft implementations, because, in existing
Kerberos realms, this is the most common component providing Kerberos support.

Unknown to many users and administrators, Kerberos is actually implemented in Microsoft
Windows 2000 Servers, Windows Server 2003, and Windows 2000 and XP clients. The
Kerberos implementation in Windows conforms to the protocol specification as generally
described in this book and in internet RFCs.

There are two parts to Kerberos implementation on a Windows server. These are the
Kerberos full function service and the Active Directory, which is the Microsoft implementation
of the Lightweight Directory Access Protocol (LDAP) protocol.

The Windows client workstation must first be enrolled in the Windows domain.

When a user logs on to the enrolled Windows client workstation, the information entered by
the user is captured by the Windows logon program and is passed to the computer’s Local
Security Authority (LSA). The LSA is a Windows component that authenticates users to the
local system. The LSA also controls all aspects of local security on a system. This LSA then
communicates with the network’s KDC in order to receive ticket granting tickets and service
tickets so that this user can access Kerberized services on the Windows domain.

Kerberos on a Windows server platform uses the Active Directory for all information about
principals on the Kerberos realm. The encryption key used in communicating with principals
is stored in the Active Directory database in the user’s profile. This password is highly
secured, and the password object is only an encryption key derived from the password. In
addition, only the person who the account represents can change the password, not even
administrators have permission to do this.

Password changes are managed through trusted security programs running in the security
context of the LSA. From this, we can see that the Active Directory not only plays the role of
an LDAP server on a Windows server, but it is also used as the KDC database. This can be a
great benefit to an organization in terms of one central store, but can be equally devastating in
the event of a system failure!

5.5 Kerberos commands
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Internally, there is a set of commands used to implement Kerberos requests and responses. It
is helpful to understand some of the more common commands Kerberos principals can use
within a realm. When a command is run, it runs using the principal nhame of the logged in
user.

Here is a list of these common commands:

» kinit: This command authenticates the principal with the KDC and retrieves a ticket
granting ticket for that user.

» klist: This command shows a list of all the tickets relating to this principal. The klist
command is not installed by default in windows; for information about installing this
“support tools” command, see “Installing Windows Kerberos support tools” on page 117.

» kdestroy: This command destroys the list of tickets that are available to the local principal.
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» kpasswd: This command is used to change the Kerberos password for this principal user.
This command requires that the kpasswd (kpasswd daemon) service is running on the
server. This service is included in Windows 2000 Server and Windows 2003 Server.

» kadmin: This command can be used to administer principals on the KDC. It does require
the kadmind (kadmin daemon) service to be running on the computer containing the KDC.
This service is included in Windows 2000 Server and Windows 2003 Server.

It is worth noting that under the Windows implementation of Kerberos, the kinit and
kdestroy commands are performed for principals “under the covers” of the operating system.
In 5.4, “Kerberos and Microsoft: Implicit support by Microsoft” on page 106, we indicate that
after the principal logged into Windows, a TGT was obtained. This is done through the kinit
command that requests TGTs for principals. Similarly, under the covers of the operating
system the kdestroy command runs when the user logs out of Windows and removes the
cache of tickets relating to that user.

The commands listed above are the standard Kerberos commands.

There are additional Kerberos “support tool commands” available under Windows 2000
Server and Windows Server 2003, which run on the Windows command line to support
certain Kerberos functions for interoperability between operating systems and Kerberos
implementations. Two of the most important of these “additional tools” are:

» ktpass: This command is used to allow interoperability between a Windows KDC and
non-Windows clients such as UNIX, Linux, or iSeries (iSeries QShell is required to run this
command). The command links the name of a principal in the network to the entry in the
Active Directory and assigns a password to it. This command would be used more than
once when there is some security requirement for a user password to be changed
periodically.

You can run the ktpass command on the Windows KDC server using either the command
prompt window or by selecting the Windows Start — Accessories —» Command Prompt
interface.

As well as linking principals to accounts, a UNIX-style keytab is also created. This can be
transferred to Linux and UNIX machines and is used by the client to communicate with the
Windows server.
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Important: The ktpass command is required to register an iSeries server service as a
principal in the KDC, because iSeries Network Authentication Service support uses a
UNIX-like implementation of Kerberos processing. This is essentially an authentication
to use any iSeries Kerberized application, such as the OS/400 host servers used by
iSeries Access for Windows.

There is no requirement to register an iSeries user profile as a principal in the KDC.
This is because there is a requirement, for example, to enroll the iSeries Access for
Windows PC workstation user as a Kerberos principal. On iSeries systems, EIM is used
to map the Kerberos principal to the OS/400 user ID. See 5.6.4, “Setting up an iSeries
server to perform Kerberos functions” on page 123 for more information.

From the viewpoint of an iSeries server, the only requirement is the PC workstation’s
user ID has to be defined on the iSeries server performing the iSeries Access for
Windows function as a normal OS/400 user. This is essentially the same requirement
for an iSeries Access for Windows PC workstation user to access the same iSeries
server without using Kerberos authentication. The only real difference is that when not
using Kerberos to authenticate a user, that user must have a matching password on the
iSeries and the PC workstation as well. When using Kerberos from the PC workstation,
the KDC provides the user authentication and accepts the service request for user
xxxx, who is defined on the iSeries server, as well as on the Windows PC client
workstation, and the Windows server Active Directory, KDC system.

In either sign-on process, after the user is considered valid on the iSeries server,
normal OS/400 security (and any iSeries Access for Windows Application
Administration function) determine exactly which functions under OS/400 this user is
authorized to perform.

» ksetup: This command can be used to modify the windows registry so that another
Kerberos KDC can run on a Windows server. Similar to the ktpass command, the ksetup
command can be run from the command line in either Windows or Linux Kerberos
implementations. The command can also be run in a QShell session on the iSeries.

The support tools are not included in the standard Windows installation, but are available
from the Windows Server CD.

For information about how to install Kerberos support tools, refer to “Installing Windows
Kerberos support tools” on page 117.

Note: V5R2 OS/400 contains a subset of the Kerberos commands discussed here. These
commands can be run using the QShell interface. Although running these commands on a
iSeries system is not required to make Kerberos work, they can often be used to verify
what has been configured and test that the basic Kerberos setup on iSeries is correct.

In this redbook, we use the keytab 1ist and kinit commands on the iSeries server in
5.6.5, “Verifying Network Authentication Service setup” on page 130.

See the next section for a complete overview of what it takes to set up an operational
Kerberos realm with an iSeries Access for Windows client workstation using Kerberos
authentication to an iSeries system.

108 iSeries Access for Windows V5R2 Hot Topics



5.6 Setting up an operational Kerberos realm example

The necessary Kerberos realm set up for iSeries Access for Windows requires you to:

>

Enroll the Windows client workstation in the Windows domain. We do not show this in this
book, but it is required for Kerberos support to be invoked.

Set up the TCP/IP network host name, TCP/IP address resolution, and synchronize the
“system time value” on the Kerberos KDC server and all the servers in the Kerberos
domain (realm) within a Kerberos “time skew” limit.

Configure the Key Distribution Center on the Microsoft Windows 2000 or Windows Server
2003 that provides KDC support. We use Windows 2000 Server in examples shown in this
book. Note there are other operating systems or products that provide KDC support. For
example, a pSeries running AIX can provide KDC support.

Enroll Kerberos user principals within the KDC.

Define service principals on the KDC for each iSeries that will use Kerberos
authentication.

Configure the Network Authentication Service (Kerberos support) on each iSeries system
participating in the Kerberos realm. This includes identifying the KDC server to the iSeries
system.

Configure iSeries EIM support on each iSeries system to map between the Kerberos
principal name and the OS/400 user ID.

Configure iSeries Access for Windows on your PC client workstation to use a Kerberos
principal name that represents the Windows user ID.

This section includes a list of software requirements and setup parameters for the KDC server
and an iSeries server to support Kerberos requested services. We configured the iSeries
Access for Windows PC client workstation to use Kerberos according to Table 5-1 on

page 109.

We use the parameters and example values shown in Table 5-1 in our Kerberos realm
configuration example in the topics that follow.

This table is based on the table used in the “Configure Network Authentication Service”
chapter in the redbook Windows-based Single Sign on and the EIM Infrastructure on the
IBM @server iSeries Server, SG24-6975. The ltem column characters (A,B, ..., S) are
referenced in the topics and steps that follow later in this chapter.

Table 5-1 Example Kerberos and Enterprise Identity Mapping setup worksheet

Item Information to collect Result
A What is the name of the Kerberos default realm to ITSO.IBM.COM
which the iSeries will belong?
What is the KDC for this Kerberos default realm? KrbSvr2000
What is your KDC fully qualified host name? KrbSvr2000.itso.ibm.com
What is the port on which the KDC listens? 88

What is name of the password server for this KDC? KrbSvr2000

What is the port of your password server? 464

O MO O| ®

What is the password for your iSeries service principal | win4IBM
or principals?
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Item

Information to collect

Result

The following items will be used to create the iSeries principal on the KDC:

(Must be the same as item G.)

H What is the name of the Kerberos principal? krbsvr400 (When creating the
iSeries principal this name must
be used; this name has been
defined by iSeries development
to uniquely represent an iSeries
principal.)

| What is your iSeries host name? as20

J What is the fully qualified host name of the iSeries? as20.itso.ibm.com

K What is the name of the Kerberos default realm to ITSO.IBM.COM

which the iSeries server belongs?
(Default: domain name converted to uppercase)
L What is the full name of the Kerberos principal? krbsvr400/as20.itso.ibm.com@
(krbsvr400/fully.qualified.host.name @YOUR.KERB | ITSO.IBM.COM
EROS.REALM)
Note: For iSeries, the service principal/host name is
always forced to lowercase. Therefore, the fully
qualified host name must always be entered in
lowercase.
M What is the password/shared secret for this principal? | win4IBM

The following items will be used to configure Enterprise Identity Mapping (EIM):

server that will be used as the EIM domain controller?

N Which type of basic EIM configuration do you wantto | Create and join new domain
create on your iSeries system?
» Join an existing domain
» Create and join new domain

(0] Where do you want to configure your EIM domain, or | as20.itso.ibm.com
what EIM domain you want to join?

P What is the name of the EIM domain you want to ITSO EIM
create or join?

Q Do you want to specify a parent DN for the EIM NO
domain?
If yes, specify the parent DN.

R What is the administrator distinguished name (DN) on | CN=administrator
the LDAP server that will be used as the EIM domain
controller?

S What is the administrator password on the LDAP Idappw

5.6.1 General TCP/IP network host name resolution considerations

For Kerberos (and EIM) to properly work on your network, you must ensure a reliable IP
address/host name resolution process. One of the reasons that this is important is that
Kerberos is case sensitive, and the Domain Name System (DNS) process is not.

The simplest method to minimize problems in this area is use a DNS server on your network.
A DNS server can be implemented on a variety of platforms, including an iSeries server. For
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detailed information about implementing a DNS on iSeries, see Chapter 8 in the redbook
iSeries IP Networks: Dynamic!, SG24-6718.

In order to determine how your iSeries host name should be resolved, you need to check your
iSeries system’s Host Domain properties as seen in Figure 5-2 on page 111, using an iSeries
Navigator session. Select your system — Network — TCP/IP Configuration — Properties.

TCP/IP Configuration Properties - AsZ0.itso.ibm A |

Host Diomain Information | Quality of Service | Port Restrictions | Servers to Start | 50CKS |

Host name: Ias2D
Dromain name: Iitso.ibm.com
TCPAP status: Started

Up ta three domain name servers:

1010013 Add
9.10.244.100
9.10.244.200 Fiemove |

Search order:
" Search host table first

& Search name server first

Domain suffix search order:

itzo.ibm.com Add

itzoroch.ibm.com

rchland.ibm. com Femove |
Advanced |

QK I Cancel Help

Figure 5-2 iSeries host domain information

Note the host and domain name shown in Figure 5-2. Also notice that the iSeries server has
an ordered list of IP addresses for DNS servers. In our network, we used one of these IP
addresses as the DNS server for the PC workstations that want to use Kerberos to get to this
iSeries server.

You now need to verify how this system’s iSeries name is being resolved in the network so
that Kerberos-based transmissions can be successful. Here are two ways to do this:

1. The iSeries host name can be resolved on the client PC workstation itself. This is done
using a host entry for the iSeries server in the PC hosts file. In Windows 2000, this file is
located at C:\WINNT\system32\drivers\etc\hosts. On a Windows XP workstation, the file
can be found at C:\WINDOWS\system32\drivers\etc\hosts.

Open the file using the appropriate path for your PC operating system and verify whether
the iSeries host name and correct IP address is listed. If so, make note of the name
(including uppercase and lowercase characters) and the IP address associated with it. If
the file does not exist, or there is no entry for the iSeries, we suggest that you go to the
next way to verify the correct iSeries host name: using a DNS server.

You can enter the iSeries host name and associated IP address on the PC workstation in
a hosts file. However, as we discuss in this book, we recommend that you use a Domain
Name System (DNS) server as described in the second verification technique that follows.
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2. The iSeries name can be resolved by a DNS server in your network. To determine how the
DNS server is resolving the host name, we have to do an NSLOOKUP (Name Server
Lookup). On your PC workstation, open a Windows command prompt window by clicking
Start — Run, and then typing command when prompted. This opens the command window.
Enter NSLOOKUP, followed by the IP address of the iSeries.

Note the host name that is returned, including the case of each of the characters
(uppercase or lowercase). To verify that the DNS record is complete, run the NSLOOKUP
command again. This time substitute the returned host name from the preceding
NSLOOKUP.

If the IP address returned is different than the one you used in the first NSLOOKUP, you
will need to contact the administrator of the DNS to correct the record.

Tip: Either verification technique will work, but the DNS server method provides a more
reliable, easier to manage solution to your name resolution. Using DNS gives you a single
point to manage your name resolution, rather than having to make host entries in the hosts
file on each of the workstations or systems in your network.

If the host name that has been used is an exact match with what you saw in Figure 5-2 on
page 111, your resolution will satisfy the Network Authentication Service and Kerberos
requirements. If not, you can change either your iSeries host name and domain name to the
value returned by the NSLOOKUP function, change the value found in the PC workstation’s
hosts file, or change your DNS server to resolve to the name listed in the Host Domain
Information window.

We offer the following if you decide to make the change on the iSeries server. You need
0S/400 *IOSYSCFG and *ALLOBJ special authorities to make the changes we describe
here.

In a 5250 session to your iSeries server, enter the Configure TCP (CFGTCP) command and
then select option 12 (Change TCP/IP domain information). Press PF11 to show the
keywords for each parameter. Enter the correct uppercase and lowercase text for your host
name and domain information. Use the single quote (‘) character around each of your entries.
This enables the uppercase and lowercase characters to be saved exactly as you entered
them, as shown Figure 5-3 on page 113.
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Change TCP/IP Domain (CHGTCPDMN)

Type choices, press Enter.

Host name . . . . . . . . . .. HOSTNAME ‘as20’
Domain name . . . . . . . . . . DMNNAME ‘itso.ibm.com’
Domain search list . . . . . . . DMNSCHLIST ‘itso.ibm.com itsoroch.ibm.com

rchland.ibm.com’

Host name search priority . . . HOSTSCHPTY *LOCAL
Domain name server: INTNETADR
Internet address . . . . . . . €10.100.1.3°

‘9.yy.244.100°
‘9.yy.244.200°

Bottom
F3=Exit  F4=Prompt F5=Refresh  Fl10=Additional parameters F12=Cancel
F13=How to use this display F24=More keys

Figure 5-3 Configure the host and domain name to match the DNS resolution

Remember, when changing the host or domain name on this screen, that DNS is case
insensitive (uppercase and lowercase characters are equivalent), but Kerberos is case
sensitive.

Note also that the iSeries Access for Windows client Kerberos code will automatically (with
Service Pack S109808 or later) lowercase the internal Kerberos fully qualified host name
command before asking for the service ticket.

Later in 5.6.5, “Verifying Network Authentication Service setup” on page 130, we perform a
test using our example as20.itso.ibm.com in a Kerberos kinit command to attempt to get a
ticket from the KDC, as shown in Figure 5-22 on page 134.

Tip: One way to identify a possible name resolution problem when attempting to use
Kerberos is getting the message “CWBSY1017 - rc=608 Kerberos credentials not valid
on server..” This means that host names are not being resolved correctly (server side).
Another error message, “CWBSY1012 - Kerberos principal not found on server..”,
usually means that you have a name resolution problem on your client. For detailed
iSeries-related Kerberos problem determination assistance, see Windows-based Single
Sign on and the EIM Infrastructure on the IBM @server iSeries Server, SG24-6975.

5.6.2 Coordinating the time used on all network servers

When using Kerberos for network authentication in your network, setting the time and time
zone values on all your servers is an absolute requirement. Kerberos protocol uses time
stamps and time skew (difference in time values) as part of its security implementation. The
maximum time skew allowed by default in Kerberos is 300 seconds (five minutes). If your
server is outside this maximum skew, Kerberos authentication will fail.
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On all servers, the time value, time zone, and time skew values are configurable. The time
skew can be raised to a maximum of 900 seconds in the iSeries Network Authentication
Service configuration, which we describe later in this chapter.

The following iSeries time and time zone system values need to be checked and
synchronized with the rest of your network:

» QTIME
» QUTCOFFSET: The Coordinated Universal Time Offset from Greenwich mean time

Before synchronizing service times in the network (corresponds to 0OS/400 QTIME system
value), set the iSeries QUTCOFFSET system value according to your time zone.

You can synchronize the system times on servers within the Kerberos realm by changing the
KDC time using the Windows operating system date and time interface and the QTIME
system value to change the iSeries system time.

However, to keep system times in a network synchronized more easily, we recommend that
you set up a Simple Network Time Protocol (SNTP) server in your network (not an iSeries
system).

SNTP allows multiple systems to base their time on a single time server.

On a Windows system, you can use NET HELP TIME from a DOS command window to
access SNTP set up.

To set up the iSeries to get its time from an SNTP server, use one of the following interfaces
to the iSeries server's SNTP client support:

» Enter the Change Network Time Protocol Attributes (CHGNTPA) command in a 5250
session.

» Using an iSeries Navigator session, click system — Network — Servers — TCP. All the
TCP servers are displayed in the right pane. Right-click the SNTP client server and select
Properties.

SNTP client support on an iSeries is included in no charge OS/400 5722-TC1 (must be
installed) as a client service. We show an iSeries Navigator example, starting with the SNTP
client server Properties panel shown in Figure 5-4 on page 115.
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2 SNTP Properties - As20

Additional Parametersl

[+ Startwhen TCRIP is started

Time server; |KREISVREDDD.ITSO.IEIM.COM

Faoll interdal (1-1440); |ED minutes

Ok I cancel Help |'?|

Figure 5-4 SNTP configuration on an iSeries system

Enter the fully qualified name of a SNTP server in your network into the Time server field.
This could either be an external (Internet) SNTP server, your Windows server’s Active
Directory support, or any other SNTP server. In our example network, we used the same
Windows system on which the KDC resides. The default Poll interval is 60 minutes, which is
satisfactory for most implementations. The other Additional Parameters properties are not
shown in this book

Click OK to continue.

Whenever you are changing the SNTP properties using either the CHGNTPA command or
the iSeries Navigator interface, we recommend that you stop (if active) and start the iSeries
SNTP server job. This can be done using either of the following methods:

» From a 5250 session, use:
ENDTCPSVR SERVER(*NTP)
Followed by:
STRTCPSVR SERVER(*NTP)
» From an iSeries Navigator session, click system — Network — Servers — TCP.
Right-click the SNTP client server and select Stop and then Start.

Using our iSeries Navigator properties example, the iSeries SNTP client server will now poll
the SNTP server every 60 minutes and adjust its software clock.
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For a network of iSeries systems, consider an initial step to synchronize their system time
(QTIME) and QUTCOFFSET values by using an iSeries Navigator session Management
Central interface described as follows.

Define a Management Central system group of the iSeries systems whose time values you
want to synchronize. Right-click this system group name and select System Values —
Synchronize Date and Time. A model iSeries system, specified by you, is used as the
source for the system time value, the system Universal Time Coordinated Offset value, and
the system date value that are sent to the target systems in the defined system group.

This Management Central support includes scheduling the time synchronization and has
options that include specifying what to do if each target system in the system group also has
the Simple Network Time Protocol (SNTP) server active.

5.6.3 KDC server setup
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On this server, you create, manage, and delete realms and principals. We assume that the
KDC server is running a Windows operating system with the following requirements:

» Windows 2000 Server or Windows Server 2003 and the “necessary Kerberos support
tools” are installed on this machine.

» An administrator needs to have successfully completed the following tasks in order to use
Kerberos authentication to iSeries functions (services):

— Configure the Key Distribution Center.

— Enroll Kerberos user principals (such as a Windows 2000 client workstation user) with
the KDC.

— Define service principals on the KDC for each iSeries that will use Kerberos
authentication. We show this later in this book.

» The Kerberos KDC service is running. You can manage this on your Windows 2000 Server
by selecting Programs — Administrative Tools — Component Services. Check that
the Kerberos KDC service (part of Services (Local)) is Started, as shown in Figure 5-5.

Tm Component Services ;Iglzl

|J:% Console  ‘Window  Help |;|i|i||

|J Action  View “4- -b|||@|] [ I |
Tree I Services (Local)

D Cansole Root Mame # | Description | Skatus | Startup Tvpe | Log On As |:|

- Component Services %ISSI EZUpdate Started
Event Viewer {Local) rberos Key Distribution Center  Generates

Aukornatic

... Started Autoratic

Services (Local) %Ucense Logging Service Skarted Automatic
Figure 5-5 Checking the Windows Kerberos KDC service

» You have Windows Active Directory active. We assume that you have already defined
users that will be used as Kerberos principals.

You can manage users by selecting Programs — Administrative Tools — Active
Directory Users and Computers and then select Users. In Figure 5-6 on page 117, we
show a number of users within the Active Directory. In this book, we use the user
Description column text “Kerberos User” to illustrate user principals already created.
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-.? Active Directory Users and Computers ;Iglél
J@ Console  Window  Help |;|i|1||
| aten o |« | Bm XERBI R [ ABLTSE |
Tree I Users 34 objects
@ Active Directory Users and Compu | Mame I Type / I Description il
E@ itso.ibm.com € Axel Lachmann Liser Redbook Team
[:l Builtin ﬁ Craig M. Wayman User Redbook Team
-] Computers €3 Gary D. Lakner User Redbook Team
{&] Domain Controllers €7 Greg P, Bobak Lser Redbook Team
([ ForeignSecurityPrincipals %Guest User Built-in account For guest access to the computer/doma
""" 423 Users €7 1USR_P23EKSGA User Built-in account For anonymous access ko Internet Infor
ﬁ T aM_P23BK538 User Built-in account For anonymous access to Internet Infor
ﬁ Jan Cifka User Redbook Team
ﬁ Jane C. Smithe Usar Redbook and Kerberas User
€3 Jeff Thayer User Kerberos User
€3 Jim Cook User Redbook and Kerberas User -
€3 Jchn Doh User Redbook and Kerberas User
ﬁ John Tawlor User Redbook Team
ﬁ Josh Mewman User Kerberos & EIM User
ﬁ Julie Koop User Kerberos & EIM User
ﬁ Kir Greens Usar Redbook Tear
%krbtgt User Key Distribution Center Service Account
€3 Mike Kangas User Kerberos User
ﬂ Pam Phelps User Kerberos User -
ﬁ Patricia Boats User Kerberos & EIM User
ﬁ Sue Bergeson User Kerberos User =
il 21l ! o
| |

Figure 5-6 Windows Active Directory: Showing users

If the Kerberos KDC is not started or the Active Directory is not populated by your users, you
are not using Active Directory. Go to the Microsoft Active Directory home page for more
information about configuration, available at:

http://www.microsoft.com/windows2000/technologies/directory/AD/default.asp

Important: If you are unfamiliar with Active Directory, do not attempt to set it up in a
production environment without first reading about the implications at this Web site.

Each user that will connect to the iSeries and iSeries applications needs a user ID defined in
the Windows server’s Active Directory and enrolled in the server’'s Kerberos KDC as a user
principal.

We previously discussed Windows Kerberos support tools that might not have been installed
by default when installing the Windows server code. Some of these tools are necessary for
acceptable management of a Kerberos realm using a non-Windows operating system. In the
next topic, we explain how to install them on a Windows operating system.

Installing Windows Kerberos support tools

The Windows Kerberos support tools typically need to be explicitly installed. Follow these
steps to install the necessary Windows 2000 Server Kerberos support tools. The steps for
installing these Kerberos support tools on other Windows operating systems would be similar.

1. Place the Windows 2000 Server CD into the CD-ROM drive on the server.
2. Navigate to the CDROM\Support\Tools directory.
The window you see should look similar to the one shown in Figure 5-7.
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& C:'Documents and Settings' Administrator.P23BK58A"\ DeskEop') i |D|ﬂ

i
Eile Edit \Miew Favorites Tools  Help ﬁ

daBack v = - | @5&arch L Falders @ | i 2 = | FEEE b
Address |1 TooLS x| e

a

Z000RKST.MSI DEPLOY.CAE  SETUP.EXE  SREADME.... SUPPCORT.CAB

|5 ohject{=} |1El.? ME |@ My Computer ,‘.é
Figure 5-7 Windows 2000 Server support tools directory

3. Double-click setup.exe, and follow the default installation instructions until the support
tools are installed.

Verifying successful support tools and support tools path installation

We recommend that you verify that the specific support tools have been installed. Because
the function ktpass, as described in “Associating the iSeries account with the Kerberos
principal” on page 121, is an important tool, we show using the Windows file search function
to verify that the ktpass command has been installed in the following steps:

1. Click the Start button in the lower-left corner of the window.
2. Select Search and then Files and Folders.

3. In the Search for files or folders named field, enter ktpass.
4

. Make sure that the Look in field holds the value of the drive where the operating system is
installed.

5. Click Search Now.

The search results should return a reference to the ktpass command stored in C\Program
Flles\Support Tools, as shown in Figure 5-8.

5_‘ Search Results

=10l x|

File Edit Miew Favorites Tools Help ﬁ

d=Fack v = - ||@Search [ Folders ¢4 | e I % | -

Address I@ Search Results j PGo
Search X | | Mame | In Folder | Releva,.. | Size | Tvpe

Ct Hew | @ Ektpass.exe C:\Program Files!Support Tools 28KE  Application

@ Search for Files and Folders =

Search for filez or folders named:

I"ktpass"

LContaining text:

Look in:

IQ Local Harddrives [C:] j
Search M I Stop Search
Search Now op Sear! | <l | _’I
|1 object(s) 4

Figure 5-8 Search results for the ktpass command on your Windows KDC server
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It is also important to verify the Support Tools directory is in the Windows operating system’s
Path Environment Variable. Follow these steps:

1. Right-click My Computer and then click Properties.

2. Click the Advanced tab at the top of the window.

3. Then, click Environmental Variables.

4. In the System Variables, scroll to the Path variable and click Edit.

The value should be C:\Program Files\Support Tools\, as shown in Figure 5-9.

Edit System Yariable . 2x|

ariable Mame: Path

‘tariable Yalue:

o4 I Zancel

Figure 5-9 Path environment variable showing Support Tools

Setting up the iSeries principal name on the KDC
Your next task is to create a Kerberos principal for your iSeries system. This allows the iSeries
to take part in the Kerberos realm for the authentication of the users.

You perform these steps:

1. Create an Active Directory account for your iSeries system.
2. Associate the account with the Kerberos principal using the ktpass command.
3. Check and complete the Active Directory account.

Creating an Active Directory account for your iSeries server

We do not show the entering of the user principals, such as johnprin, discussed in 5.3.2,
“Principals and realms” on page 103. This has to be done, but it is basic and not covered
here.

In this topic, we do describe the required creation of a user account for your iSeries system
itself in the Active Directory.
To create an Active Directory account:

1. At the console of your Windows 2000 Server, click Start — Programs — Administrative
Tools — Active Directory Users and Computers. This opens the Active Directory Users
and Computers window.

2. Right-click the Users folder in the left pane, and select New — User. This opens the New
Object - User window.

3. In the New Object - User window (Table 5-1 on page 109), enter the name of the Active
Directory account you are creating (item J in Table 5-1). Although this name might be
arbitrary, we recommend that you use the name of your iSeries system.

— Enter this name in the Full name field.

— Enter host name (item | in Table 5-1 on page 109) in the User logon name field; it is
automatically copied in the pre-Windows 2000 name field.

The name of the account (we use as20 in our example) can be entered in lowercase,
uppercase, or mixed case as desired. This holds true for the left part of the User logon
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New Object - User |

name also, because we use the ktpass command later, which will change it. You don’t
need to fill in the First name, Last name, and Initials.

. For the second part of the User logon name field, leave the default (here @ITSO0.IBM.COM)

in the combo box on the right of the User logon name. It is the default Kerberos realm
name for the Active Directory, prefixed with the @ sign. By default, it is the domain name
of the server converted to uppercase.

Important: The Windows 2000 KDC is case sensitive, and the name of the Kerberos
realm is always in uppercase.

g Create in  itzo.ibm comsUzers

First narme: I Iitialz: I

Last name: I

Full name: Ias2D.ilsn.ibm.com

|Uzer logon name:
[as20 [@IT50.18M.COM =]

|dzer logon name [prewindows 2000]
IITSD\ Ias2D

< Back I Mewt » I Cancel |

Figure 5-10 Enter the name of the Active Directory account

5. Click Next to proceed to a second New Object - User window, as shown Figure 5-11. In

this window, you are prompted to enter the password and make several password policy
decisions. The password is the Kerberos shared secret that you will also enter in the
iSeries Network Authentication Service configuration wizard, discussed later in this
chapter. The value entered must correspond to item M in Table 5-1 on page 109. You have
to enter it twice for verification, because it is not displayed.

Suggestion: Depending on your internal policies for passwords, you might want to
select the User cannot change password and Password never expires attributes to
prevent the account getting locked either by human error or by a password change
policy being applied to it.

We do not expand on these considerations in this redbook.
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New Object - User x|

ﬁ Create in.  ITSOBM.com/Uzers

Eazswond: I xxxxxxxx

Canfirm passwaord: I xxxxxxxx

[ User must change password at nest logon

¥ Uszer cannot change password

[ Account iz dizabled

< Back I Mewut » I Cancel

Figure 5-11 Fill in the Kerberos shared secret

6. Click Next, and then Finish in the next window.

Associating the iSeries account with the Kerberos principal

Unlike the Windows clients, the Network Authentication Service on an iSeries system uses
UNIX-type services of the Kerberos implementation in Active Directory. Therefore, you need
to use the ktpass command to modify the Active Directory account that creates an associated
Kerberos principal.

Note: The ktpass command is a part of the Support Tools included on the Windows 2000
Server installation CD. If the ktpass command is missing from your Windows 2000 Server,
you must install it as described in “Installing Windows Kerberos support tools” on

page 117.

To associate the iSeries account with the Kerberos principal:

1. Open the Windows 2000 Server command window and enter the ktpass command, as
shown in Figure 5-12 on page 122.

2. You substitute your own values, using as our example, entries L, I, and M from Table 5-1
on page 109:

-princ = item L (full name of Kerberos principal)
-mapuser = item | (iSeries host name)

-pass = item M (password/shared secret for this principal)

Note: The -mapOp set parameter used in Figure 5-12 is optional. This option overwrites the
existing principal mapping with the new one and is particularly useful when you think you
made a mistake. The Op portion of the command is an uppercase O, not a zero.
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C:\>ktpass -princ krbsvr400/as20.itso.ibm.com@ITSO.IBM.COM -mapuser as20 -pass win4IBM
-mapOp set

Successfully mapped krbsvr400/as20.itso.ibm.com to as20.
Key created.

Account has been set for DES-only encryption.

C:\>

Figure 5-12 Entering the kitpass command

Checking and completing the Active Directory account
To check and complete the Active Directory account:

1. On the Windows server window in the right pane of the Active Directory Users and
Computers window, right-click your account and select Properties. In the Properties
window, click the Account tab to see the changes made by the ktpass command you just
issued. Figure 5-13 on page 122 shows an example of the iSeries Account properties.

2. Inthe Account options area in this Account properties panel, scroll down until you see the
option Account is trusted for delegation item, as shown in Figure 5-13. You need to
explicitly select this check box.

Trusting the account for delegation allows the iSeries system to forward its service tickets
to other services internal to the iSeries, such as QFileSrv.400, DRDA, PC5250, and the
host servers used by iSeries Navigator.

Note also, that Service principals must be trusted for delegation for single signon (when
using EIM support).

as20 Properties 2=
kember OF I Dial-in I Erwviranment I Seszziohs
Remate contral | Terminal Services Prafile

General I Address  Account | Prafile I Telephones I Organization

Uzer logoh name:
Ikrbsvr4DDa’as2D.itsn.ibm.cnm I@ITSD.IBM.CDM j

|Jzer logon name [pre-wWindowes 2000]:
fITson fas20

Logon Houwrs... LogOnTo.. |

[ Account iz locked out

Account optiong:

[ Account is sensiive and cannat be delegated
¥ Use DES encryption types for this account
[ Do nat require Kerberos preauthentication -

—Account expires
& MNever
" End of: I Sunday . Movember 16, 2003 j

QK I Cancel | Apply |

Figure 5-13 [Series Kerberos Account Properties

3. Click OK. You have now completed the Windows 2000 Server portion of the setup.
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5.6.4 Setting up an iSeries server to perform Kerberos functions

Setting up an iSeries server to accept Kerberos authenticated tickets requires some base
0S/400 software options to be installed, the target user ID defined as an OS/400 user, and
appropriate configuration of iSeries Network Authentication Service, which is done through an
iSeries Navigator interface.

iSeries V5R2 Kerberos support is based on:

» Kerberos Version 5 protocol Request for Comment (RFC) 1510

» Many of the de facto standard Kerberos protocol APIs prevalent in the industry today
» Generic Security Service (GSS) APls as defined by RFCs 1509, 1964, and 2743

Network Authentication Service, which is part of 0S/400, interoperates with authentication,
delegation, and data confidentiality services and is compliant with these RFCs and other
products, such as Microsoft Windows 2000 Security Service Provider Interface (SSPI) APIs.

The following iSeries V5R2 “services” or “applications” are enabled for Kerberos:

» 0OS/400 host servers

iSeries NetServer

5250 Telnet

Structured Query Language (SQL)/Distributed Relational Database Architecture™
(DRDA®)

JDBC/ODBC

Distributed Data Management (DDM)

QFileSvr.400

HTTP (Powered by Apache)

vyy

vvyyy

Note: Enabling an iSeries HTTP server Powered by Apache to accept Kerberos
authentication is supported by some V5R2 PTFs that became available during late
2003. Refer to the iSeries Internet Support Web site for more details.

LDAP

v

Important: Note that OS/400 V5R2 supporting Kerberos authentication does not mean
every “client” connecting to the iSeries server to use one of the listed functions (services)
supports Kerberos authentication. For example, iSeries Access for Windows PC5250
supports initiating a session using Kerberos and Version 8 of Host on Demand supports
initiating a session using Kerberos. PC5250 uses the OS/400 Telnet server.

However, at the time of writing this redbook, neither the IBM Personal Communications
product supporting 5250 emulation nor earlier releases of Host on Demand support
initiating a session using Kerberos authentication.

iSeries system software required

This redbook is based on V5R2 OS/400 and iSeries Access for Windows, 5722-XE1, installed
on your iSeries system, which come with built-in Kerberos capability. The following V5R2
0S/400 options must be installed:

» 5722-SS1 Option 12 OS/400 - Host Servers

» 5722-SS1 Option 30 OS/400 - QShell Interpreter

» 5722-AC3 Cryptographic Access Provider 128-bit for AS/400

» 5722-CES3 Client Encryption 128-bit (optional for client-side encryption)
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» 5722-DG1 IBM HTTP Server for iSeries (optional, not for iSeries Access for Windows
functions covered in this book)

» 5722-XE1 iSeries Access for Windows
» 5722-TC1 - TCP/IP Connectivity Utilities for iSeries

Setting up iSeries system user IDs and home directories

Each PC client workstation user using Kerberos authentication must be defined as a
Kerberos principal. We discuss this in 5.6.3, “KDC server setup” on page 116.

On the target iSeries system or partition, an OS/400 user profile must be defined that
corresponds to the incoming Kerberos principal. EIM on the iSeries maps the incoming
Kerberos principal to an associated OS/400 user.

When an iSeries system is functioning only as a target for a Kerberos authenticated principal,
there is no requirement for the mapped to OS/400 user to be defined as a Kerberos principal.
However, if an OS/400 user initiates a connection to another system using Kerberos, then that
0OS/400 user has to be defined as a Kerberos principal to the KDC.

Note also that any iSeries “user” requesting a Kerberos ticket requires an associated home
directory on that iSeries server. That directory is used to contain the user’s Kerberos
credentials’ cache.

To create a home directory for an OS/400 user that would initiate a request for a Kerberos
ticket, enter the following using a 5250 session:

CRTDIR '/home/username'

Where username is the iSeries user ID (and the Windows client workstation user ID).

For example, John N Smith has user ID Johns:
CRTDIR '/home/Johns'

Repeat the Create Directory command for each OS/400 user that is to be a Kerberos
principal who requests a Kerberos ticket from this iSeries system.

If no OS/400 users on your target iSeries system will be acting as a Kerberos principal and
requesting a ticket, you still need a minimum of one home directory, the one representing the
iSeries system itself. For this directory, you must specify:

CRTDIR ¢/home/krbsvr400/°
This directory is required to store the Kerberos credentials for the iSeries server.

Now, you need to set up iSeries Network Authentication Service on the iSeries.

Setting up iSeries Network Authentication Service

To start the iSeries Navigator Network Authentication Service wizard on your client
workstation, you must have the iSeries Navigator Security component installed on the client
workstation. The iSeries Navigator Security component is not required on a workstation that
initiates an iSeries Navigator session using Kerberos authentication.

On the workstation you use to set up Network Authentication Service, perform the following
steps:

1. In the left pane of the iSeries Navigator, expand your iSeries system — Security.
Right-click Network Authentication Service and select Configure.
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Note: If you see the Reconfigure option instead of Configure, it indicates that the
Network Authentication Service has already been configured. You can either
reconfigure it (the reconfiguration proceeds in a similar way to configuration), or you can
right-click Network Authentication Service and select Properties to verify that the
current configuration is appropriate for your network.

2. The Network Authentication Service configuration wizard welcome window opens. Read
the information, and click Next.

3. In the Specify Realm Information window (Figure 5-14), enter the name of the realm that
serves as your default Kerberos realm. This is item A in Table 5-1 on page 109. Click Next.

Note: The Windows 2000 KDC is case sensitive, and the name of the realm is always in
uppercase. Under standard conventions, the name of the realm is the domain name,
converted to uppercase.

Network Authentication Service Configuration - Specify Realm Information

To use Kerberos, a system must be configured to he part of at least one
Kerheras realm. This realm is known as the defadlt realm for the system.

What is the default Kerberos realm for this systemn?

Default realm: ITSCUIBM.COM

ﬁ Back *Next | x Cancel

Figure 5-14 Network Authentication Service Configuration - Specify Realm Information

4. In the Specify KDC Information window, Figure 5-15, enter the following:

— The fully qualified host and domain name of your Kerberos Key Distribution Center
(KDC). This is item C in Table 5-1 on page 109.

— The default port for Kerberos is 88. Unless your KDC has been configured to listen on
on a port other than the default, this parameter does not need to be changed. Item D in
Table 5-1 is the value that should be entered.

Click Next.
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Metwork Authentication Service Configuration - Specify K ﬂ

A Kerberos Key Distribution Center (KDC) has two functions. It authenticates
principals in the realm and provides service tickets which clients use ta
authenticate to Kerberos enabled services.

Withat is the name of your KDC for the default realm?

KDC: [KrbSwr2000.its0.ibrm.com
Port: ISB

ﬁ Back *Next | x Cancel

Figure 5-15 Network Authentication Service Configuration - Specify KDC Information

5. The next window (Figure 5-16 on page 127) gives you the option to allow principals to
change the Kerberos passwords remotely. If you want to allow clients to change

passwords, select Yes in the Specify Password Server Information window. After selecting
Yes, fill in the required fields:

— Specify the fully qualified name of your Windows 2000 Server as the name of the
password server, item E in Table 5-1 on page 109.

— Leave the default port number 464 unchanged, unless you know that your Windows
2000 Server has been configured differently. This is item F in Table 5-1 on page 109.

Click Next.
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Network Authentication Service Configuration - Spec |

Akerheros password server allows clients to change their passward on the KDC
remotely. The passwoard server typically runs on the same machine as the KDC.

Do you want to configure this system to use a password server for the default

realm?
¥ ag
Password server:  [KibSw2000.itso.ibm.com|
Port: 464
" po

ﬁ Back *Next | x Cancel

Figure 5-16 Network Authentication Service Configuration - Specify Password Server Information

6. The Create Keytab Entry (for a keytab file) window (Figure 5-17 on page 128) lets you
select which services on your iSeries the wizard should enable for Kerberos
authentication. In our scenario, we only enable the iSeries Kerberos Authentication, as
shown in Figure 5-17. By default, nearly all OS/400 services, except LDAP and NetServer,
are enabled for Kerberos by going through this wizard.

Read this wizard window text of a keytab file definition.

Important: Both LDAP and iSeries NetServer can use Kerberos tickets to authenticate,
while only NetServer can take advantage of EIM. If your current plans are to enable
NetServer and LDAP for Kerberos authentication, it might save you some time to check
the boxes in this step.

We do not follow that path for these two “additional services” in this chapter. However, if
you checked LDAP and NetServer, you would see two additional windows that would
prompt you for the passwords for the LDAP principal and the NetServer principal.

If you choose these options, be sure you document those passwords, because you will
need to supply them in the KDC configurations. See the redbook Windows-based
Single Sign on and the EIM Infrastructure on the IBM @server iSeries Server,
SG24-6975, for how to enable NetServer for Kerberos authentication (and EIM usage).

In our example, select only the iSeries Kerberos Authentication check box, and then
click Next.
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Network Authentication Service Configuration - Create Ke x|

Kerberos enabled services require a keytab file to authenticate client identities.
A kentab file is used to securely store an encrypted version ofthe service
principal's long term key.

Forwhich of the following services would you like to create a keytah entry?

[+ iSeries Kerberos Authenticatioe

[ LD&P

[l iSeries MetServer

ﬁElack | ﬁNe;{t | XCanceI

Figure 5-17 Network Authentication Service Configuration - Create Keytab Entry

7. In the Create iSeries Keytab Entry window (Figure 5-18 on page 129), specify the
password for the Kerberos principal, that is, its shared secret. This is item G in Table 5-1 on
page 109. Enter it twice for verification because it is not displayed.

Note: In Figure 5-18, the Create iSeries Keytab Entry window shows two important
items:

» The path to the keytab file which the wizard is to generate (next to the Keytab label).
» The name of the corresponding Kerberos principal in the KDC (next to the Principal
label).
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MNetwork Authentication Service Configuration - Create iS x|

Multiple iSeries semices, including iSeries Access for'Windows, will Utilize the
followwing Kerberos service principal to do client authentication.

Wihat password will be used far the senice principal? This password must be the
same password entered for this principal on the KDC.

Keytah: a1BMserDataf 0S4 00/MetwarkAuthenticationikeytabikrba keytah

Principal: krbswrd00fas20itso.ibm.com

Password: |*******
Confirm password: I1r1HHHr1Hr

ﬁ Back | *NM x Cancel

Figure 5-18 Network Authentication Service Configuration - Create iSeries Keytab Entry

8. Click Next. The final step is to verify the entries in the Configuration Summary window
(Figure 5-19). Review the setting values and the note text on the bottom of the window.
Use the Back button if you need to go back and make any changes. When satisfied with all
the setting values, click Finish.

MNetwork Authentication Service Configuration - Summary |

You hawve completed all the steps necessarny to configure Kerberas onyour
system.

Click Finizsh to configure Kerberos with the following settings:

Setting | Yalle

Default realm: ITSC.IBM. COM

kD krhSwr2000.0ts0.ibm.com: 88

Password server: KriSwr2000.its0.ibm.com: 464
SetiSeries keyvtabh entry: es

Set LDAP kevtah entry: il]

Set MetServer keytab entries: il]

Kl —

mote: The canfiguration file can be viewed at
1BMserDataf 0S4 00/ etwarkAuthenticationikrba conf upon completion.

ﬁElack VFinish | XCanceI |

Figure 5-19 Network Authentication Service Configuration - Summary
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Your new realm should now be in the right pane of iSeries Navigator. You might need to
refresh the contents of the window using the F5 key.

5.6.5 Verifying Network Authentication Service setup

130

You have completed two steps needed to implement Network Authentication Service
authentication of users on your iSeries system:

» Network Authentication Service is now set up on the iSeries system.
» The KDC of your Windows 2000 Server contains a Kerberos service principal for your
iSeries system.

Remember that you must have previously assured a Windows client workstation’s user ID is
contained in the Windows server’s Active Directory, as discussed in the beginning of 5.6.3,
“KDC server setup” on page 116. This becomes associated with an Kerberos user principal in
the KDC that will be used when connecting to iSeries server (without user ID and password
prompting).

You should now check that these two components cooperate. The steps described in this
topic are not required for the Network Authentication Service to work. However, by performing
these steps, you confirm that the Kerberos environment for use with your iSeries system is
working correctly.

Note: In order to verify Network Authentication setup, you need to have created a directory
on the target iSeries server representing the principal for the iSeries server itself. This is
discussed in “Setting up iSeries system user IDs and home directories” on page 124.

We verify this setup by running the kinit command in an OS/400 Qshell session within a
5250 workstation session.

0OS/400 V5R2 comes with the necessary Kerberos commands to verify this setup.

To verify the Network Authentication Service setup:

1. Start the QShell Interpreter in a 5250 session to your iSeries system by entering the
0S/400 Start QShell command in either of the following two formats:

— gsh
— strgsh

2. Use the following QShell command to list the current keys in the Kerberos key tab file (key
table):

keytab Tist
An example of the output is shown in Figure 5-20 on page 131.

If the wizard completed correctly and made contact with the KDC, the key table should
contain three entries for the krbsvr400 principal (at different encryption levels). If you don’t
see the entries, or they appear to be incorrect, you should go to the “Troubleshooting”
appendix in Windows-based Single Sign on and the EIM Infrastructure on the

IBM @server iSeries Server, SG24-6975.
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QSH Command Entry

$
> keytab Tist
Key table: /QIBM/UserData/0S400/NetworkAuthentication/keytab/krb5.keytab

Principal: krbsvr400/as20.itso.ibm.com@ITSO.IBM.COM
Key version: 1
Key type: 56-bit DES
Entry timestamp: 2003/11/10-17:23:35

Principal: krbsvr400/as20.itso.ibm.com@ITSO.IBM.COM
Key version: 1
Key type: 56-bit DES using key derivation
Entry timestamp: 2003/11/10-17:23:35

Principal: krbsvr400/as20.itso.ibm.com@ITSO.IBM.COM
Key version: 1

Key type: 168-bit DES using key derivation

===>

F3=Exit F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 5-20 List the Kerberos keytab entries

3. After the key table has been verified, the next verification step is to request a ticket
granting ticket (TGT) from the KDC. Use the kinit command from a QShell command line
as shown in Figure 5-21 on page 132.

Note that in normal production mode when a PC workstation is set up for iSeries Access
for Windows to connect to this iSeries server using a Kerberos ticket, the Kerberos support
on the PC workstation initiates the kinit command “under the covers” when the
workstation user tries to connect to this iSeries server.

Important: All components of the principal name have to be entered in the correct
case.

» The service name krbsvr400 has to be entered in lowercase.

» The iSeries host name has to agree in case with the DNS entry or with the entry in
the local host table on the client, if used.

» The name of the realm has to be entered in uppercase.

The kinit command should complete without any messages and return to the QShell
command prompt (as indicated by the second $ character in Figure 5-21).

. List the ticket granting ticket (TGT) using the k1ist command from QShell, as shown in the
middle part of Figure 5-21.

. If any of the QShell commands ended with an error message, you should use the
“Troubleshooting” appendix in Windows-based Single Sign on and the EIM Infrastructure
on the IBM @server iSeries Server, SG24-6975.
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QSH Command Entry

$

>kinit -k krbsvr400/as20.itso.ibm.com@ITSO.IBM.COM
$

> klist

Ticketcache: FILE:/QIBM/USERDATA/0S400/NETWORKAUTHENTICATION/creds/krbcred_fe8869c0
Default principal: krbsvr400/as20.itso.ibm.com@ITSO.IBM.COM

Server: krbtgt/ITS0O.IBM.COM@ITSO.IBM.COM
Valid 2003/12/23-12:17:00 to 2003/12/23-22:17:00
$

F3=Exit F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 5-21 Request TGT

This completes the verification of the Network Authentication Service setup.

On iSeries, you next need to set up EIM.

5.7 Enterprise Identity Mapping

132

As we discussed previously in this chapter, user authentication, such as is provided through
Kerberos, is an important network security consideration and offers a form of single signon
(SSO) to a network of servers with varying operating systems, functions, and applications, or
in Kerberos terms, services. At this time, Kerberos requires the user principal to be spelled
the same on every workstation or server in the network to which that user wants to “do
business with.”

The IBM Enterprise Identify Mapping (EIM) architecture and implementation offers an
extension to that single signon, which includes the capability for that same user to have
different user IDs, multiple aliases for the same user, and more extensions on the various
servers in the network.

For example, while iSeries Network Authentication Service allows an iSeries server to
participate in a Kerberos realm, EIM provides a mechanism for associating valid Kerberos
principals to a single EIM identifier that represents that user within the entire enterprise. Other
user identities, such as an OS/400 user name, can be associated with this EIM identifier.
Based on this association and from an OS/400 viewpoint, EIM provides a mechanism for
05/400 and specific applications to determine which OS/400 user profile represents the
person or entity represented by the Kerberos principal.

Later in this topic, we provide an example showing Kerberos and EIM working together.
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In this book, we provide a broad overview of EIM capabilities and basic setup details and an
example. We do not provide additional details such as administering the EIM identifiers
(“users”) and defining multiple systems within an EIM domain.

Complete EIM coverage is beyond the scope of this redbook. For more complete iSeries EIM
support information, refer to:

» The IBM Redbook Windows-based Single Sign on and the EIM Infrastructure on the
IBM @server iSeries Server, SG24-6975.

» iSeries Information Center articles.

» iSeries Navigator online help information by selecting system name — Network —
Enterprise Identity Mapping. This is the iSeries interface for setting up and managing
iSeries EIM support.

EIM addresses a single signon (SSO) for the same user and provides other advantages
regarding user management across a network.

The following are V5R2 iSeries IBM-supplied “applications” enabled to use EIM. iSeries also
has EIM APIs that can be used to enable your application to use EIM.

iSeries Navigator
DRDA

PC5250 and Telnet
NetServer
QFileSvr.400

vyvyyvyyvyy

In the following topics, we show an example of setting up EIM, based upon our previous
Kerberos example setup.

5.7.1 EIM overview and components

Using the SSO example, consider that user John Smith has user ID JSmith in one registry,
JohnS in another registry, and JS50852 in another registry. A registry is the EIM generic term
for the repository of authorized user information on various operating systems’ “directory of
users.”

Figure 5-22 on page 134 shows an example of Kerberos and EIM working together for user
authentication of John N. Smith. In Kerberos, this user is known as principal John Smith.
Using the EIM identifier John N. Smith, John N. Smith is mapped to John in a Windows client
workstation, JohnS in an AlX registry, and JS50852 in an iSeries “registry” on iSeries server
SysA.

In this figure, user John at the workstation is initiating an iSeries Navigator session to SysA.

In our pictured scenario, JSmith has already used Kerberos Authentication Service to obtain a
ticket granting ticket (TGT). Our protocol flow starts with the iSeries Access for Windows
connection attempt triggering the communication protocol to obtain a service ticket from the
KDC ticket granting service for John. As with normal Kerberos flow, the service ticket and
associated Kerberos principal authentication information are sent to the iSeries system SysA
in step 3.

In our figure example, EIM identifier John N. Smith has been defined in the EIM Domain
Controller as JS50852 for registry SysA (registry type OS/400).

When server SysA, set up to use EIM, receives the service ticket information, it
communicates with its EIM domain controller. Because it is properly configured for SysA, the
EIM Domain Controller responds to SysA, indicating that Kerberos principal JSmith is defined
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as JS50852 on your system. In our example, JS50852 has been defined on SysA as a valid
0S/400 user, with various levels of OS/400 authorization. The main iSeries Navigator window

opens on JSmith’s client workstation in step 6.

EIM Domain Controller

Requesting TGT steps not shown

Identifier: John N. Smith | —
Reqistry: User: Type '
s DomServer | John Smith Kerberos
‘0‘3 Serverh JOHNS 08/400 !
600 ServerB JESMITH RACF #
IntralNet |JohnS§ ATX P
SysA J850852 05/400
k.ey Distribution
Center
(KDC)
G
AS |[TGS n s
or
Sy

Figure 5-22 Example showing Kerberos and EIM working together

134

Because EIM is essentially a mechanism for mapping (associating) a person or entity to the
appropriate user identities in various registries throughout the enterprise, it is ideal for a
staged implementation within a network.

For example, assume a user currently signs on to five servers. Three of these servers could
each have this user defined with a different user ID. If these three user IDs were mapped in
the EIM Domain Controller for the same EIM identifier, these three servers can offer
transparent access, while the remaining two servers require either a user ID and password or
have Kerberos authentication enabled.

As the IDs on these two remaining servers are added to EIM and EIM is enabled, the
non-prompted authentication will occur and different user IDs could then be used on the client
workstation and iSeries server.

This means that a small or pilot group of identities can be implemented in EIM based on
groups of users or by server and can then later be extended to a more comprehensive
solution. It is not necessary for all users, servers, and applications to participate from the
start.

EIM itself is included at no extra charge in major IBM @server operating systems such as
0S/400, AlX, and z/OS. It is downloadable free of charge for the Windows and Linux
operating systems. EIM is implemented in IBM Directory Server, which is an LDAP-enabled
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directory component typically included in the base operating system available on all
IBM @server platforms. IBM Directory Server is integrated into the OS/400 and z/OS
operating systems.

You do need to understand some Lightweight Directory Access Protocol (LDAP) concepts to
implement EIM successfully.

Before showing a simplified example of setting up EIM on iSeries to be used with iSeries
Access for Windows PC5250 and iSeries Navigator functions, we must first give an overview
of the main configuration and run time components of EIM.

Figure 5-23 depicts a simple network with just the major EIM components shown.

EIM clients 1, Domalin
= controller

8, EIM

System A —= lookup

operations 2, EIM domain

3@

- . EIM identifier
4

B t Associations

EJ‘J Registry

definitions

Figure 5-23 EIM components overview

The following topics provide an overview of the primary EIM components:

EIM domain controller
EIM domain

EIM identifier

EIM associations

EIM registry definitions
EIM lookup operations

vVvyvyvYyYyvyy

EIM domain controller

At the top level of the EIM architecture is the domain controller (item 1 in Figure 5-23). The
EIM domain controller is a Lightweight Directory Access Protocol (LDAP) server that is
configured to manage at least one EIM domain. The domain controller is implemented as a
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tree structure in the LDAP server. You can only have one domain controller per physical
server or logical partition (LPAR) on a system supporting LPAR.

To enable EIM in your enterprise, a minimum of one domain controller must exist. If you have
multiple EIM domains in your enterprise, you can use one domain controller to link all of the
EIM domains created on different servers.

Any IBM @server platforms can act as a domain controller, provided they are running the
IBM Directory Server. Critical to the server being able to act as a domain controller is that the
system must have proper LDAP support. Without this support, a server cannot be used as a
domain controller. Below are some examples of servers that can provide the EIM domain
controller function because of their LDAP support:

iSeries, formerly known as the AS/400
zSeries, formerly known as the S/390
pSeries, formerly known as RS/6000
xSeries, also known as Windows
Linux

Open LDAP
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EIM domain

The domain, as shown as item 2 in Figure 5-23, is the collection of EIM identifiers, registries
for each of the different user registries in an organization, and mapped associations between
specific user IDs in the user registries (for example, OS/400 within a system/partition) and the
EIM identifier with which they are associated.

Because EIM is implemented in a tree structure, there is a node or branch in this tree that
represents an individual EIM domain. The EIM domain can either be connected to a parent
node or it can connected directly to the root of the LDAP tree. Most companies will only
require one EIM domain to host their EIM implementation. On iSeries servers, the EIM
domain is created through the iSeries Navigator interface. Section 5.7.3, “Simple EIM setup
example for iSeries Access for Windows users” on page 142 provides details about
configuring an EIM domain.

An EIM domain is different from a user registry. A user registry defines a set of user identities
known to and trusted by a particular instance of an operating system or application. A user
registry also contains the information needed to authenticate the user of the identity. In
addition, a user registry (again illustrated by OS/400 on a system or partition) often contains
other attributes such as user preferences, system privileges, or personal information for that
identity.

In contrast, an EIM domain refers to user identities that are defined in user registries. An EIM
domain contains information about the relationship between identities in various user
registries (user name, registry type, and registry instance) and the actual people or entities
that these identities represent. Because EIM tracks relationship information only, there is
nothing to synchronize between user registries and EIM. This segregation of passwords and
information is one of the major benefits of EIM. Passwords can be changed in specific user
registries on a system and nothing needs to be changed within EIM.

EIM identifier

Each unique entity that is added to an EIM domain is represented as an EIM identifier (item 3
in Figure 5-23 on page 135). An EIM identifier can represent a person, a server, a printer, or a
number of other resources. An EIM identifier and associations are required before that entry
can use the EIM infrastructure.
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Figure 5-24 provides an example of a person in the organization named Kim Greene. Kim has
to be added to the EIM domain as an EIM identifier. After this identifier is added, associations
can then be created mapping which user IDs Kim Greene has on the various servers
throughout the organization.

Figure 5-24 shows an example EIM identifier for Kim Greene that has user identities in
different registries:

kimgreene
kkg1
KIMG
KGreene

vyvyyy

Associations need to be made to map these various user identifies to the Kim Greene EIM
identifier. By creating these associations, EIM lookup operations can be performed to retrieve
the correct user identity for Kim Greene based on which system is being accessed.

. User identities

- kimgreene
— kkg1
—_— KIMG
— KGreene

Kim Greene

EIM identifier

Figure 5-24 EIM identifier example

An EIM identifier needs to be unique within a domain. We strongly recommend that each EIM
identifier is called something unique to the specific entry type, such as an employee number,
fully qualified domain name, or TCP/IP address.

As previously stated, in addition to a “user,” an EIM identifier can represent a server, a print
device or service, or some other network resource. This is similar to the Kerberos principal
concept. One example of an EIM identifier for a service could be the print server function,
which in an enterprise, runs on multiple systems. Assuming three such systems, the print
server function could run under three different user identities, such as pserverlD1,
pserverlD2, and pserverlD3, on each of the three systems.

Associations need to be created to define the relationships between the EIM identifier (print
server function in our example) and each of the user identities for this function (pserverlD1,
pserverlD2, and pserverlD3). These associations enable application developers to use EIM
lookup operations to find a specific print server function. Application providers can then write
distributed applications that manage the print server function more easily across the
enterprise.

Before discussing EIM associations and EIM registries, we discuss alias support with EIM
identifiers.

Chapter 5. iSeries Access for Windows in a Kerberos environment 137



138

EIM identifiers and aliasing

You can also create aliases for EIM identifiers. Aliases can aid in locating a specific EIM

identifier when performing an EIM lookup operation. One use of an alias might be a situation
where an individual’s legal name is different from the name that person is known as. An alias
can be created to allow that individual to be referred to by their more commonly known name.

EIM identifier names must be unique within an EIM domain. Aliases can help address
situations where using unique identifier names can be difficult. For example, different
individuals within an enterprise can share the same name, which can be confusing if you are
using proper names as EIM identifiers.

As an example, the alias for John S. Day1 might be John Samuel Day, and the alias for John
S. Day2 might be John Steven Day. The EIM administrator could create two different EIM
identifiers to distinguish between John S. Day: One is John S. Day1 and the other is John S.
Day2. Each EIM identifier can have multiple aliases to identify which John S. Day the EIM
identifier represents.

The EIM administrator might add another alias to each of the EIM identifiers for the two
individuals to further distinguish between them. For example, the additional aliases might
contain each user's employee number, department number, job title, or some other
distinguishing attribute.

EIM registry definitions

An EIM registry definition (item 5 in Figure 5-23 on page 135) represents an actual user
registry that exists on a system within the enterprise. A user registry operates like a directory
and contains a list of valid user identities for a particular system or application. A basic user
registry contains user identities and their passwords. One example of a user registry is the
z/OS Security Server Resource Access Control Facility (RACF) registry. User registries can
contain other information as well. For example, a Lightweight Directory Access Protocol
(LDAP) directory contains bind distinguished names, passwords, and access controls to data
that is stored in LDAP. Other examples of common user registries are a Kerberos Key
Distribution Center (KDC) and the OS/400 user profiles registry for a specific system or
partition.

EIM registry definitions provide information regarding those user registries in an enterprise.
The administrator defines these registries to EIM by providing the following information:

» A unique, arbitrary EIM registry name
» The type of user registry

Each registry definition represents a specific instance of a user registry. Consequently, you
should choose an EIM registry definition name that helps you to identify the particular
instance of the user registry. For example, you could choose the TCP/IP host name for a
system user registry, or the host name combined with the name of the application for an
application user registry. You can use any combination of alphanumeric characters, mixed
case, and spaces to create unique EIM registry definition names.

In Figure 5-25, an EIM administrator created EIM registry definitions for user registries
representing System A, System B, and System C. System A contains a user registry for
WebSphere Lightweight Third-Party Authentication (LTPA). The registry definition name that
the administrator uses helps to identify the specific occurrence of the type of user registry. An
IP address or host name is often sufficient for many types of user registries. In this example,
the administrator identifies the specific user registry instance by using System_A_WAS as the
registry definition name. In addition to the name, the administrator also provides the type of
registry as WebSphere LTPA. In this example figure, we see the registry entry for System_C
is registry type OS/400.
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Figure 5-25 Example: EIM registry definitions using three user registries

EIM support has other registry definition capabilities, including defining user registries within
other user registries. This is beyond the scope of this book.

System and application registry definitions

Some applications use a subset of user identities within a single instance of a user registry.
EIM allows administrators to model this scenario by providing two kinds of EIM registry
definitions: system and application.

A system registry definition represents a distinct registry within a workstation or server. You
can create a system registry definition when the registry in the enterprise has at least one of
the following traits:

» The registry is provided by an operating system, such as AIX, OS/400, or a security
management product, such as z/OS Security Server Resource Access Control Facility
(RACF).

» The registry contains user identities that are unique to a specific application, such as
Lotus Notes®.

» The registry contains distributed user identities, such as Kerberos principals or
Lightweight Directory Access Protocol (LDAP) distinguished names.

An application registry definition represents a subset of user identities that are defined in a
system registry. These user identities share a common set of attributes or characteristics that
allow them to use a particular application or set of applications. You can create an application
registry definition when the user identities have the following traits:

» The user identities for the application or set of applications are not stored in a user registry
specific to the application or set of applications.

» The user identities for the application or set of applications are stored in a system registry
that contains user identities for other applications.
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EIM lookup operations (item 6 in Figure 5-23 on page 135) perform correctly regardless of
whether an EIM administrator defines a registry either as system or application. However,
separate registry definitions allow mapping data to be managed on an application basis. The
responsibility of managing application-specific mappings can be assigned to an administrator
for a specific registry.

See Windows-based Single Sign on and the EIM Infrastructure on the IBM @server iSeries
Server, SG24-6975, for more details about this capability.

EIM registry definitions and aliasing

You can also create aliases for EIM registry definitions. You can use predefined alias types or
you can define your own alias types to use. The predefined alias types include:

Domain Name System (DNS) host name
Kerberos realm

Issuer distinguished name (DN)

Root distinguished name (DN)

TCP/IP address

LDAP DNS host name

vVvyvyvyYYyvyy

This alias support allows programmers to write applications without having to know in
advance the arbitrary EIM registry name chosen by the administrator who deploys the
application. Application documentation can provide the EIM administrator with the alias name
that the application uses. Using this information, the EIM administrator can assign this alias
name to the EIM registry definition that represents the actual user registry that the
administrator wants the application to use.

When the administrator adds the alias to the EIM registry definition, the application can
perform an alias lookup to find the EIM registry name at initialization. The alias lookup allows
the application to determine the EIM registry name or names to use as input to the APIs that
perform EIM lookup operations.

EIM associations

An EIM association is a relationship between an EIM identifier that represents a specific
person and a single user identity in a user registry that also represents that person. When you
create associations between an EIM identifier and all of a person's or entity's user identities,
you provide a single, complete understanding of how that person or entity uses the resources
in an enterprise. EIM provides APIs that allow applications to find an unknown user identity in
a specific (target) user registry by providing a known user identity in some other (source) user
registry.

Using associations like this is called identity mapping.

Before you can create an association, you first must create the appropriate EIM identifier and
the appropriate EIM registry definition for the user registry that contains the associated user
identity. “Using iSeries Navigator to add identifiers and associations” on page 150
demonstrates how to create identifiers and associations. An association defines a relationship
between an EIM identifier and a user identity by using the following information:

EIM identifier name

User identity name

EIM registry definition name
Association type

vyvyyy

An administrator can create different types of associations between an EIM identifier and a
user identity based on how the user identity is used. User identities can be used for
authentication, authorization, or both.
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Authentication is the process of verifying that an entity or person who provides a user identity
has the right to assume that identity. Verification is often accomplished by forcing the person
who submits the user identity to provide secret or private information associated with the user
identity, such as a password.

Authorization is the process of ensuring that a properly authenticated user identity can only
perform functions or access resources for which the identity has been given privileges. In the
past, nearly all applications were forced to use the user identities in a single user registry for
both authentication and authorization. By using EIM lookup operations, applications now can
use user identities in one user registry for authentication while using associated user
identities in a different user registry for authorization.

In EIM, there are three types of associations that an EIM administrator can define between an
EIM identifier and a user identity. These types are source, target, and administrative
associations.

Source association

When a user identity is used for authentication, such as your Windows login, that user identity
should have an EIM identifier that uses that authenticated identity as a source association. A
source association allows the user identity to be used as the source in an EIM lookup
operation to find a different user identity (target) that is associated with the same EIM
identifier.

Important: In order for an EIM identifier to have any benefit, there must be at least one
source association and one target association.

Target association

When a user identity is used for authorization rather than for authentication, that user identity
should have an EIM identifier that uses that ID as a target association. A target association
allows the user identity to be returned as the result of an EIM lookup operation. If a user
identity with only a target association is used as the source identity in an EIM lookup
operation, no associated user identities are returned.

It might be necessary to create both a target and a source association for a single user
identity. This is required when an individual uses a single system as both a client and a server
or for individuals who act as administrators. For example, a user normally authenticates to a
Windows platform and runs applications that access an AIX server. Because of the user's job
responsibilities, the user must occasionally also log in directly to an AlX server. To run
programs that access other systems in the Kerberos-EIM network, you need to create both
source and target associations between the AIX user identity and the person's EIM identifier.
User identities that represent end users normally need a target association only.

Administrative association

An administrative association for an EIM identifier is typically used to show that the person or
entity represented by the EIM identifier owns a user identity that requires special
considerations for a specified system. This type of association can be used, for example, with
highly sensitive user registries.

Due to the nature of what an administrative association represents, an EIM lookup operation
that supplies a source user identity with an administrative association returns no results.
Similarly, a user identity with an administrative association is never returned as the result of
an EIM lookup operation. It could be a serious issue if an administrative association is
returned in the case of root on Linux or the QSECOFR user profile on 0S400.
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EIM lookup operations

An EIM lookup operation (item 6 in Figure 5-23 on page 135) is a process through which an
application or operating system finds an unknown associated user identity in a specific target
registry by supplying some known and trusted information. Applications that use EIM APIs
can perform these EIM lookup operations on information only if that information is stored in
the EIM domain. An application can perform one of two types of EIM lookup operations based
on the type of information the application supplies as the source of the EIM lookup operation:
a user identity or an EIM identifier.

When an application supplies a user identity as the source, the application also must supply
the EIM registry definition name for the source user identity and the EIM registry definition
name that is the target of the EIM lookup operation. To be used as the source in a EIM lookup
operation, a user identity must have a source association defined for it.

When an application supplies an EIM identifier as the source of the EIM lookup operation, the
application must also supply the EIM registry definition name that is the target of the EIM
lookup operation. For a user identity to be returned as the target of either type of EIM lookup
operation, the user identity must have a target association defined for it.

The supplied information is passed to the EIM domain controller where all EIM information is
stored and the EIM lookup operation searches for the source association that matches the
supplied information. Based on the EIM identifier (supplied to the API or determined from the
source association information), the EIM lookup operation then searches for a target
association for that identifier that matches the target EIM registry definition name.

5.7.2 EIM authorities

There are different authority groups within EIM that allow you to perform different functions,
depending on which group is being used to access and work with the EIM environment. The
EIM administrator groups include:

» Lightweight Directory Access Protocol (LDAP) administrator
» EIM administrator

» EIM identifiers administrator

» EIM mapping lookup

» EIM registries administrator

To set up these authorities on an iSeries system, select iSeries Navigator system —
Networks — Enterprise Identity Mapping — Domain Management. Select your EIM
domain and right-click it. Select Authority from the context menu.

In this book, we do not provide additional details about each of these EIM administrator
groups and setting up their authority levels. For those details, refer to Windows-based Single
Sign on and the EIM Infrastructure on the IBM @server iSeries Server, SG24-6975.

SG24-6975 also provides guidance about planning and managing your EIM environment.

5.7.3 Simple EIM setup example for iSeries Access for Windows users

142

In this topic we show how to set up EIM on an iSeries server so that a Kerberos authenticated
user can successfully perform iSeries Access for Windows functions.

The client workstation used to set up EIM on an iSeries server must have the iSeries
Navigator Network component installed.

iSeries Access for Windows V5R2 Hot Topics



The use of identity mapping requires that appropriate EIM administrators do the following:

» Configure the EIM domain and EIM domain controller using the EIM configuration wizard.

vvyyy

Add the EIM domain to the list of domains to be managed from your client.

Create EIM identifiers that represent people or entities in their enterprise.

Create EIM registry definitions that describe the existing user registries in their enterprise.
Use iSeries Navigator to add a user to the domain and associate that user with their

identities in user registries.

The following topics provide an example of using iSeries Navigator interfaces to set up a base

configuration of a single EIM domain. This is based upon the example Kerberos setup
performed earlier in this chapter for iSeries Access for Windows 5250 Emulation (Telnet
application) and the iSeries Navigator “application.” We use example EIM Domain entries

located in Table 5-1 on page 109.

Creating and joining a new EIM domain
Use the following steps to begin setting up the EIM domain:

1. In the iSeries Navigator window, expand the iSeries system on which you want to

configure the EIM domain controller. As shown for system As20 in Figure 5-26, expand

Network — Enterprise Identity Mapping, right-click Configuration, and the select
Configure. This opens the EIM Wizard Welcome window. (Our window in Figure 5-26

shows Reconfigure, because we had already configured the EIM domain before capturing

this window.)

| Environment: My Connections

| My Cormections

- i asz0
+ % Basic Operations
+- B8} work Management

Metwark,
% TCRYIP Canfiguration

¥
¥

+ ﬁ Servers
+- [ 1P Policies
¥

a‘; Configuration
Domain Mana
‘* Internet
= Security
Authorization List
Palicies
= “?ﬂ Mebwork Authenti
) Realms
=@M Users and Groups
&% all Users
+ ﬁ Groups
5@' Users Mot in a Group
ERi o A N
<

+ % Configuration and Service
Remate Access Services

Windows Administration
Enterprise Identity Mapping

| | Mame
As01
Asilb
Asz0
As23
Asz24
As25
AsZ6
As27

Explore

Open

Create Shortout
Customize this View »

Reconfigure...

Properties

w
>

Figure 5-26 Getting started with EIM: Configuring an EIM domain

2. In the EIM Wizard Welcome window (Figure 5-27), select the option Create and join new
domain and click Next.
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Enterprise Identity Mapping Configuration Wizard - Welco ﬂ

Welcome to the Enterprise Identity Mapping (EIM) Configuration Wizard. This
wrizard will help you to configure yaur system to padicipate inan EIM damain. You
can configure your system to join an existing domain or you can create and
canfigure a new EIM darmain with yaur Directory semver s the domain contraller.

Howe do you want to configure EIM on your systern?

= Join an existing domain

* Create and join a new domair

Click Cancel at any time to cancel the wizard.

?

? Help

*Ne;{t& | X cancel

Figure 5-27 EIM Configuration Wizard - Welcome

3. If your LDAP server is running while you are using the wizard, a warning window appears
to inform you that the wizard will need to stop and restart the LDAP server after your EIM
setup process is complete in order for the EIM setup to take effect. Click Yes.

4. In the Specify Domain window (Figure 5-28), enter the EIM domain name (item P from our
example worksheet in Table 5-1 on page 109) and a meaningful description. Click Next.

EIM Configuration Wizard - Specify Domain x|

The EIM daomain consists of a domain controller and padicipating user registries
in the network. Your local Directory server will be the domain controller for the nesw
ElM domain.

What is the narme of the domain you want to create?

Domain: LEEET

Description: ITSO EIM domain

ﬁElack | *rxt?}}d | XCancell ?Help

Figure 5-28 EIM Configuration Wizard - Specify Domain
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5.

EIM Configuration Wizard - Specify Parent DN for Donr |

In the Specify Parent DN window (Figure 5-29), you can designate specific placement of
the EIM domain sub-tree in the LDAP directory structure (item Q in example worksheet in
Table 5-1 on page 109). We are creating the EIM domain controller as a separate tree in
the LDAP structure. Therefore, select the No option. Click Next.

The parent distinguished name {OR) for the EIM domain further defines the
location of the EIM data in the directory.

Would you like to specify a parent DN for the EIM domain?

" ag
Farent DM:
Jde=itso,de=ibm, de=com =]

?

ﬁ Back | *IT%M | x Cancel ? Help

Figure 5-29 EIM Configuration Wizard - Specify Parent DN for Domain

6.

In the Specify User For Connection window (Figure 5-30 on page 146), specify which user
the wizard uses when it connects to the LDAP server to perform the configuration task for
you (this is just a one-time connection while the wizard is running).

Use the distinguished name (DN) and password from items R and S in the Table 5-1 on
page 109. We use the value cn=administrator, as shown in Figure 5-30.
cn=adminstrator is the primary distinguished name for administering an LDAP server. You
need to enter a password value twice. Remember this password for later use.

Click Verify Connection to verify the connection to the LDAP server. If the connection is
successfully verified, click OK in the confirmation window and then Next in the Specify
User For Connection window.

If you have trouble getting the connection to the LDAP server, refer to the online help
information. You can also refer to the “Troubleshooting” appendix in Windows-based
Single Sign on and the EIM Infrastructure on the IBM @server iSeries Server,
SG24-6975.
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EIM Configuration Wizard - Specify User For Connection ﬂ

In order for the wizard to complete EIM configuration, the wizard must connect to
the domain contraller with an authorized user.

Withat user doyou want the EIM Configuration Wizard to use?

Lser type: |Distinguished narmne and passward ;l
—User

Distinguished name: cn=administrator

Password: frawsnn

Confirm password: I***“*

| Werify Clonection I

?

ﬁElack | *Next | XCanceI

Figure 5-30 EIM Configuration Wizard - Specify User For Connection

? Help

8. Assuming successful connection verification, you are now at the Registry Information
window (Figure 5-31). You can request two user registries to be automatically added to
your domain; you should select both of them:

— Local OS/400 registry for your iSeries system, hosting the EIM domain controller
— Kerberos registry, in our case, located on the Windows 2000 server

Tip: We recommend that you simplify your configuration and consequently any
debugging that might need to be done by clearing (uncheck) the Kerberos user
identities are case sensitive check box shown in Figure 5-31.

Click Next to proceed to the Specify EIM System User window.
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EIM Configuration Wizard - Registry Information x|

User registries are a collection of user definitions far a paricular aperating
system or application. Only those user registries that have heen added to the Elk
damain can participate in EIM.

Which user registries doyou want to add to your damain?

[ Local OS/400

JA520.TS0]IBM.COM

[+ Kerberos

[TS0.1BM.COM

[+ Kerberos user identities are case sensitive

ﬁElack | *rilg}d | XCanceI

Figure 5-31 EIM Configuration Wizard - Registry Information

? Help

El

9. The Specify EIM System User window (Figure 5-32) is very similar to the Specify User For
Connection window (step 7 on page 145 and Figure 5-30 on page 146). But now, you
specify an EIM system user, whose account is used to connect to the EIM domain
controller by various operating system functions. This contrasts with the Specify User For
Connection window, where you specified the user that is to be used currently by the EIM
set-up wizard (only once).

Again, we recommend that you create a new LDAP user and add it to the EIM Admin
group. Use this new user ID and password for the system. Further details and
considerations for creating LDAP users is outside the scope of this book, so here we use
the LDAP administrator's ID and password.

Verify the connection, as you did in step 7 on page 145. Assuming successful verification,
click Next on the Specify EIM System User window. This opens the Summary window.
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EIM Configuration Wizard - Specify EIM System Liser ﬂ

Yarious operating systern functions use EIM. The operating system connects (o
the domain controller as this userwhen performing these various functions. What
uzer doyol want the operating system to use far perfarming EIM functions?

Mote: This user also has autharity to EIM identifiers and to the local EIM registry.

Llser type: |Distinguished name and password ;l
—User

Distinguished narme:; fcr=administrator

Passwaord: |’HHHHHr

Confirm password: |1HHHHHr

Warify Cnmﬁctinn |

?

ﬁ Back | *Next | x Cancel ? Help

Figure 5-32 EIM Configuration Wizard - Specify EIM System User

10.The Summary window (Figure 5-33) recaps the settings you have specified. Verify that
they are accurate and then click Finish.

EIM Configuration Wizard - Summary ﬂ

You have completed the steps necessary to create and configure a new EIM
damain. Your Directory server has also been configured to be the damain
controller for the new EIM domain.

Click Finish to configure EIM and to jaoin the EIM domain.

Setting | Yalue I
Domain: ITSC EIM

Domain description: ITSO EIM domain

Wizard user for configuration: cn=administrator

Local O5/400 registry: ASZ20ITSCIBM.COM

Kerberos registry: ITSO.IEM.COM

Q57400 EIM system user: cn=administrator

T

? Help

ﬁ Back | VFinisM x Cancel

Figure 5-33 EIM Configuration Wizard - Summary

After clicking Finish, the configuration processing takes place, and you will see progress
window information displayed. The LDAP server is started. If already started, it is stopped
and started as part of this processing.
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Adding the EIM domain to be managed
Now you need to add the EIM domain just configured to the list of EIM domains to be
managed from your client (iSeries Navigator on your client workstation).

Note: The domain management information is stored locally on the client workstation. That
is, if you use iSeries Navigator on another PC after performing the Add domain function
(described later) on this workstation, you will have to use the Add domain function on that
workstation to view domain details and perform any domain management functions. After
the domain is added at the particular client, it should appear in its Domain Management
folder information.

To add the EIM domain to be managed:

1. In the iSeries Navigator session, expand Network — Enterprise Identity Mapping.
Right-click Domain Management, and click Add Domain in the context menu. In the Add
Domain window (Figure 5-34), all the fields might already be filled in. If not, click browse
and a list of configured domains will be presented. Select your EIM domain and click OK.

Add Domain - As20.itso.ibm.com x|

Domain information

Domain: | TS0 EM Browse... |

Parent DN: rone =]
Dormain controller: jas20.itso.ibm.com
Connection

[ Use secure connection (S5L ar TLS)

Paort: KLEE]

Werifi Cnnnectil:g |
[o]54 I Cancel Help |7|

Figure 5-34 Adding your new domain to the navigation pane

Important: The options “Add domain” and “Remove domain,” available from the
Domain Management context menu, act only locally on the client workstation. They can
be run at any time without having any effect on the operation of the EIM domain or
domain controller. In contrast, the Delete option, available from the local menu of the
particular domain, deletes the domain from the domain controller.

2. The added domain now appears in the iSeries Navigator left pane folder tree structure.
Click the + character next to the domain name to expand the information shown. At this
point, you might be prompted to specify a DN and password for LDAP access. Assuming a
successful sign-on, you will see two new subcategories, User Registries and Identifiers,
added to the list, as shown in Figure 5-35.
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| Environment: My Connections | As20: User Registries

=l Asz0 {5 A4520,1T50, I6BM,COM asf400 Created by wizard,

+-H5 Basic Operations {HITS0,IEM, COM Kerberos Created by wizard,
+- B8} work Management

+ Configuration and Service
= Mebwork

% TCRYIP Canfiguration

+ I As0lb i ’»Registry |Type Parent Registry Drescription

¥
+ Remate Access Services
+ ﬁ Servers
+- [ 1P Policies
+ Windows Administration
= % Enterprise Identity Mapping
a‘; Configuration
= g Domain Management
=8l E1m

Cgﬁ Identifiers
‘* Internet
= Security
Authorization Lists
Palicies
= “?ﬂ Iiletwork Authentication Servi

) Realms
.

ot T it

£ b £ >
Figure 5-35 EIM domain subcategories: User Registries and Identifiers

When you click User Registries, there should be two user registries that the wizard has
added; these were specified in step 8 on page 146. You can optionally right-click one of
the registries in the panel on the right and select Properties in the local menu. In the
Properties window, you can change the description set by the wizard to something more
meaningful for you.

We cover identifiers in the next section. They are used to define the mapping of users from
one system to another.

This completes adding the domain to the domain management of this client workstation.

Using iSeries Navigator to add identifiers and associations

Prior to testing your EIM configuration, you need to create at least one user in your EIM
domain. You can use iSeries Navigator to manage a small number of users in EIM. However,
in iSeries Navigator, you cannot browse the user profiles or accounts in the user registries;
you have to key in all the user ID’s.

Adding users to the EIM domain
Perform the following steps to add a user (or rather an EIM identifier) to the EIM domain:

1. IniSeries Navigator, expand your iSeries system — Network — Enterprise Identity
Mapping. If you haven’t connected to the EIM domain controller previously, you will be
prompted to enter the distinguished name (item R from the worksheet in Table 5-1 on
page 109) and its password.

2. Right-click Identifiers in the left panel of the iSeries navigator, and then select New
Identifier in the local menu.

3. The New EIM Identifier window (showing your EIM domain) opens, as shown in
Figure 5-36. Enter the EIM identifier of the new user you are adding. Remember, the EIM
identifier has to be unique within the EIM domain. iSeries Navigator will issue an error
message that indicates an identifier by this name already exists when you try to create a
duplicate ID. You can chose to select the Generate unique identifier box. If you happen to
add a duplicate EIM ID, the system will append a number to the end of the ID.
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New EIM Identifier - ITSO EIM : ﬂ

Comain: ITSO EIM

Identifier: |Fatricia Boats

[ Generate unigue identifier

Description: |SSO TEIM Redbook User, dreams and beams
—Aliases
Alias: | Add
Alias |

Eemaye

d

OK& | Cancel Help |'?|

Figure 5-36 Create new EIM ID

Adding associations

You have added the EIM identifier of the user in the EIM domain. Now you have to associate
this identifier with the user it represents in the various registries. The following steps
demonstrate how to associate the users with their identities in the user registries:

1. Inthe iSeries Navigator main window left pane under your EIM domain click Identifiers. A
list of identifiers (if any already exist) is shown in the right pane. Right-click the user you
just added and select Properties from the menu.

2. The Properties window of the selected EIM ID opens. Select the Associations tab and
click the Add button. The Add Association window opens.

3. We first add the association to the Kerberos registry. In the Add Association window
(Figure 5-37), click the Browse button for a list of the available registries.

Add Association - Patricia Boats x|
Eld identifier : Patricia Boats
Registry: JITS0.1BM.COM
User: |nhoats

Association type: Source

OK%J cancel | Help |‘?|

Figure 5-37 Add Kerberos association
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4. The Browse EIM registries window (Figure 5-38) shows the two user registry definitions,
added to the EIM domain by the EIM wizard (as you saw in Figure 5-31 on page 147):

— The local OS/400 registry for your iSeries system, hosting the EIM domain controller,
represented here by its fully qualified host name, AS20.ITSO.IBM.COM in our
example.

— The Kerberos registry on the Windows 2000 server, represented here by bare domain
name (that is, not representing any host name), ITSO.IBM.COM in our example.

Select our Kerberos registry and click OK.

Browse EIM Registries - Doi |

Select one of the following EIM registries:

AS20ITSOIBM.COM

ITSC. B, C0hd

[o]24 I Cancel

Figure 5-38 Select Kerberos registry

5. Clicking OK takes us back to the Add Association window. Complete it as shown in
Figure 5-37 on page 151:

a. Fill in the User field with the user ID which the user uses to sign on to the Windows
domain; we use pboats (Kerberos principal name) in our example.

b. Make sure that you select Source in the Association type box.
c. Click OK.
6. Next, you need to add the OS/400 registry to this EIM identifier:

a. As previously done in the left iSeries Navigator pane, right-click your EIM identifier.
Select Properties and then the Associations tab. Click the Add button again

b. Inthe Add Association window (as shown in Figure 5-37 on page 151), click the
Browse button.

c. Inthe Browse EIM registries window, as shown in Figure 5-38, we select the 0S/400
registry, AS20.ITSO.IBM.COM in our case.

d. Inthe Add Association window (Figure 5-39), fill in the User field with the name of the
user profile (PATRICIAB in our example) of the user in 0S/400.

e. This time, select Target in the Association type box.
f. Click OK in the Add Association window.
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Add Association - Patricia Boats

Eld identifier : Patricia Boats
Registry: JAS20.ITSO.IBM COM
User: |PATRICIAD
Aszsociation type: ITarget j
0k | Cancel | Help |7|

x|

Figure 5-39 Add OS/400 association

7. Back in the Properties window for the selected EIM ID (Figure 5-40), we can see both

associations:

— The OS/400 registry with the Target association, AS20.ITSO.IBM.COM in our example
— The Windows 2000 Kerberos registry with the Source association, ITSO.IBM.COM in

our example

Patricia Boats Properties - AsZ0.itso.ibm.com

General Associatinns'

Associations for EIM identifier: Fatricia Boats
Jser | Aszsociation Type | Registry | Reqistry Type |
*;3 PATRICIAB Target ASZ0TS0IBM.COM Q5400
Qﬁ phoats Source TS 1BM. COM kerheras - c..

=101 ]

Fermoye |

8154 |}J Cancel

Help |‘?|

Figure 5-40 Both associations added

Verify the associations are correct and click OK.
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This completes adding the user and the user’s associations in the EIM domain. Repeat the
steps for additional users.

In our simple example (a client workstation and a single iSeries server, As20), we are ready to
set up and verify that we can use Kerberos and EIM for our iSeries Access for Windows
PC5250 emulation and iSeries Navigator functions to iSeries server As20.
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5.7.4 Setting up Kerberos authentication for an iSeries Navigator session
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With V5R2 iSeries Navigator components installed on your Windows PC client workstation,

you enable use of Kerberos authentication for use with iSeries Navigator sessions using the

following steps:

1. In an iSeries Navigator main window on your PC, right-click the iSeries system name you

want to connect to using Kerberos. Select Properties, as shown in Figure 5-41.

B iSeries Navigator 101 =l
File Edit VYiew Help
ﬁl%ﬁ|><|@@ 3 minutes old
| Environment: ky Connections | ty Connections
@ Managernent Ce_ntral (As0Z) Tarne | Signed On User Description
! As02 IManage this server,
= - op Manage this server,
! i Explore )
Open v IManage this server,
! f |:| : L Elopz Manage this server,
- ¢ Customize this Yiew » )
: ) Elopd IManage this server,
-Jf ¢ Cennection ta Server L4 ]
! H lasslh Manage this server,
Run Command...
Send Message...
Users and Groups 3
Inventory L4
Manitars 3
Fixes 4
Collection Services 3
System Yalues 4

Swstem Skatus

[ Environment tasks

! Add a connection ) Instal plug-iniz
! Change all of your server pazsw %5 Open iSenies Mavigator service |
& Install additional componets 2 ? Help for related tazks j

Application Administration  ®

Displays the properties of the selected items., i

B

Figure 5-41 iSeries Navigator: Selecting system Properties to use Kerberos

2. In the Properties window, select the Connection tab to open the panel shown in
Figure 5-42 on page 155.
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As02 Properties 7=

Directary Services I Service I Plug-inz
General Connectian | Licenses Restart I Administrstion System

— Signon information
= Use Windows user name and password, no prompting

itecidd7

" Use default user 1D, prompt as needed

e

= Prompt eveny time

< ¢ Usze Kerberos principal nhame, no prompting

Time-out for zignaorn:

il | seconds [1-3600)

— Performance

IP address Inokup frequency: IP address:

[lways =l [9 .5 .92 .2

‘wihere to lookup remate port:

ISewer j
Mate: These values are uzed as defaults by other applications connecting fram this PC
to this zerver.

Ok I Cancel Help

Figure 5-42 Use Kerberos principal name, no prompting

3. Select the Use Kerberos principal name, no prompting option under Signon
information to enable Kerberos authentication. Click OK.

4. You are presented with a window, as shown in Figure 5-43, that enables this change to

become effective. Click OK.

Connection

‘fou requested to change the current connection properties, All currently running applications must be closed and
. restarted ko use the changed connection settings.

Figure 5-43 Enabling the change to use a Kerberos principal name

The next time this PC workstation user performs an iSeries Navigator action requiring
authentication to the iSeries server, the sufficient Kerberos ticket processing will be
performed without prompting for user ID and password.

We show an example of verifying this connection later in this book in “Testing iSeries
Navigator single signon” on page 158.
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5.7.5_Setting up Kerberos authentication for an iSeries Access PC5250
session

156

Perform the following steps to enable iSeries Access 5250 emulation from the client PC
workstation to use Kerberos authentication:

1. On your client workstation, open the iSeries Access 5250 emulation session to your
iSeries server. If the session is connected to the server, disconnect it by selecting
Communication — Disconnect in the menu.

2. Then, select Communication — Configure in the session menu.

3. In the Configure PC5250 window (Figure 5-44 on page 156), click Properties.

“- Configure PC5250

Suztem name: A2

— workstation |0

j Fropertiez

" |lse Computer name
7 Use Windows user name

{* Specify workstation 1D

=

Truncate;

"~ Beginhing characters

[~ Add prefix to indicate printer or display
[ Awoid duplicate names on this workstation

[ Awoid duplicate names with other workstations

{* Ending characters

— Tupe of emulation
{* Display

" Printer

Size: 24180 ¥

Setlp... |

[ Bypass sighon

™ Autoreconnect

Host code-page:

Port number:

037 Urited States =l
[z3

QK. | Cancel |

Help |

Figure 5-44 Setting up PC5250 to use Kerberos: Select Properties

4. When the Connection window (Figure 5-45 on page 157) opens, use the combo box in the
section labeled User ID signon information. Scroll down and select the option Use
Kerberos principal name, no prompting, as shown in the Figure 5-45.

Alternatively, you can select the option Use Operation navigator default. With this
option, you can control all connections to a particular iSeries server from one place. You
previously selected the Kerberos-type connection for this iSeries server in the iSeries
Navigator connection properties in 5.7.4, “Setting up Kerberos authentication for an
iSeries Navigator session” on page 154.

5. Click OK.
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Connection [ 7]

— Uzer [0 zsighon information

Uze Operations Mavigator default j

Usge default Uszer 1D, prompt az needed
Prarmpt ewvery tinme

— Security
Current security: Mot secured

{* |Jze Operations Mavigator default

= Mot secured

£ Uze Secured Sockets Layer (S50

Llient certificate to uze:
= Select centifizate when connecting

% [lse default

0k I Cancel | Help |

Figure 5-45 Setting up PC5250 to use Kerberos: Select Use Kerberos principal name

Using Kerberos authentication with iSeries Access 5250 emulation is now enabled the next
time you connect to this iSeries using PC5250 emulation. In this book, we show an example
of this connection later in “Testing iSeries Access for Windows 5250 emulation single signon

on page 159.

Important: It is important that you save this newly specified “User Kerberos principal
name, no prompting” selection, or you will use the Kerberos function only once during the
current PC 5250 emulation window when performing a new connection. To ensure that the
Kerberos principal is used in later 5250 emulation connections, you can perform the save
of the changed properties when exiting the PC 5250 emulation window in response to a
message window that appears indicating you have made changes or within an active PC
5250 emulation session window by selecting File — Save from the menu bar.

When you connect to the iSeries server, you get the window displayed as defined for the

associated OS/400 user profile. This initial window could be one of the following:

» 0OS/400 command or menu window

» 0S/400 window showing past sign-on or message information (DSPSGNINF user profile
parameter)

» A window displayed by an initial program optionally specified in the INLPGM user profile
parameter

5.7.6 Verifying iSeries Access for Windows with single signon

Now that we have completed the setup of the Kerberos network and OS/400 Network
Authentication Service and Enterprise Identity Mapping components and set up iSeries
Navigator and PC5250 emulation connections to use a Kerberos principal, we verify this

setup with the following example.
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Remember, when connecting through Kerberos and EIM, you should not be prompted for a
user ID or password by the server application. Instead, the Kerberos principal is exchanged,
and because the authentication is trusted and the mapping is defined properly, there is no
need for a password to be exchanged.

If Kerberos and EIM are being used for all access to the system by the mapped to OS/400
user ID, you can even have that user profile’'s password (PASSWORD) parameter value set to
*NONE.

This user ID needs a password if other access to the system by this user does not go through
a Kerberos/EIM network. One example requiring a password would be a user signing on to
the system from a twinax attached 5250 workstation or using iSeries Access for Windows
PC5250 emulation or iSeries Navigator from a workstation not set up to use Kerberos.

In the following topics, we show examples of connecting to the iSeries server in the Kerberos
realm and EIM domain using iSeries Navigator and iSeries Access PC5250 emulation.

Before verifying the two applications, we completed the following prerequisites:

1. In order to fully test the configuration, we suggest using at least one user that has a user
ID on the iSeries that is different from their Windows logon ID or the same user ID but with
the password parameter value set to “NONE.

2. For an example of the associations for such a test user, we use Patricia Boats as
explained in “Adding associations” on page 151. Recall that Patricia Boats logs on to her
Windows PC using pboats (source association), while her OS/400 user profile is
PATRICIAB (target association).

3. Change the target system or partition’s OS/400 user profile of the test user to
PASSWORD(*NONE) to demonstrate the full strength of this single signon solution. To do
this:

a. Using a 5250 workstation, sign on to OS/400 as a user with *ALLOBJ and *SECADM
authorities.

b. Enter the Change User Profile (CHGUSRPRF) OS/400 command, for example:
CHGUSRPRF USRPRF (PATRICIAB) PASSWORD (*NONE)

4. To enable the 5250 emulation for single signon, the system value QRMTSIGN needs to be
set to *VERIFY (recommended) or alternatively to *SAMEPRF (less secure environment).
Do the following to check, change, or both the QRMTSIGN system value:

a. Again, using an OS/400 user with *ALLOBJ and *SECADM authorities, enter the
Display System Value (DSPSYSVAL) OS/400 command:
DSPSYSVAL SYSVAL(QRMTSIGN)

b. If the value shown is “FRCSIGNON or *REJECT, use the Change System Value
(CHGSYSVAL) OS/400 command to change the setting:

CHGSYSVAL SYSVAL(QRMTSIGN) VALUE(*VERIFY)

Testing iSeries Navigator single signon

We presume your iSeries Navigator client workstation session to the system has been set up
to use Kerberos using the “Use the Kerberos principal name, no prompting” parameter as
described in 5.7.4, “Setting up Kerberos authentication for an iSeries Navigator session” on
page 154.
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To verify this, in your iSeries Navigator window, perform the following:

1. In the left panel of the iSeries Navigator window, expand your target iSeries server by
clicking the + button to the left of the iSeries server name. This causes the iSeries
Navigator code to make a connection to the iSeries system.

When the connection to the iSeries server is started, the hierarchy tree in the left pane for
this server is expanded. Note that no sign-on prompt window appeared.

2. To find which user ID this connection is using, click (select) the environment in the left
panel (its default name is My Connections, but we use “SSO/EIM environment” in our
example) and press the F5 key to refresh the window contents. The user ID now appears
next to the iSeries server name in the Signed On User column, as shown in Figure 5-46.

€3 iSeries Navigator
File Edit Wiew Help

=10l |

PEBXE SES

1 minutes old

| Erreironment: S50 / EIM environment

| 550 / EIM environment

#-{B% Management Central {As20.itso.ibm
=B 550 { EIM enwironment

Mame

| Signed On User | Descripkion

! As01.itso,ibm, com

Manage this server,

! As01.itsa.ibri.comm
! As20.iks0.ibm.com
! As24.itso.ibm.com

A520.iks0.ibm, corm P
B s24.itso.ibm.com

550 [ EIM iSeries #1
530 [ EIM igeries #2

Jq | mE | 0
|_|1 - 3 of 3 objects | S

Figure 5-46 iSeries Navigator: Check signed on user

You have completed the verification of the iSeries Navigator single signon.

Testing iSeries Access for Windows 5250 emulation single signon

In this section, we presume your PC5250 emulation session has been set up to use Kerberos
authentication using the “Use the Kerberos principal name, no prompting” parameter, as
described 5.7.5, “Setting up Kerberos authentication for an iSeries Access PC5250 session”
on page 156.

Perform the following to verify that single signon works for the iSeries Access 5250 emulation:

1.
2.

Select Communication — Connect from the menu of the 5250 session window.

The session connects to the iSeries server and you are signed on and a window opens, as
defined for your mapped to OS/400 user profile: an OS/400 command or menu window,
signon information window, or one displayed by an “initial program.” Note that no sign-on
prompt window appears.

One of the ways to find out which user profile the session is using is to use a 5250 session
and enter the OS/400 Display Workstation User (DSPWSUSR) command. No parameters
are required. The screen will look similar to the one shown in Figure 5-47.
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Display Work Station User AS20
12/02/03 15:30:55

User . . . . . « « v « v « v« v« v v v« .. PATRICIAB
Text « « v v 0 v v e e e e e e e e e e Patricia Boats, EIM Residency
862644897
Work station . . . . . . . . . .. . .. . P782XNXKA
Text . .« .« o oo o e e e e Device created for AS20.
Number of interactive jobs in session . . : 1
Interactive job currently active . . . . . : A
Interactive job A . . . . . . . ... . 073320/PATRICIAB/P782XNXKA
Interactive job B . . . . . . . . .. . *NONE

Figure 5-47 Display Workstation User (DSPWSUSR) command results
You have completed the verification of the iSeries Access 5250 emulation single signon.

Note, during the same PC5250 emulation session, you can issue the OS/400 Sign Off
(SIGNOFF) command, which does not perform a PC5250 emulation disconnect. If you do
this, you are then prompted with the default OS/400 sign-on screen expecting a user ID and
password. If the user during this emulation session knows a valid OS/400 user ID and
password other than the EIM mapped to OS/400 user profile, that user can sign on to the
iSeries system with this different user ID.

Normal confidentiality of other OS/400 user profiles and passwords and using the OS/400
user profile PASSWORD parameter set to “NONE, as described in step 3 on page 158, can
assist in restricting this capability.

The Kerberos principal name and “no signon prompt window” processing occurs only when
performing the PC5250 emulation Communication — Connect function or double-clicking a
PC5250 emulation icon.

For more details, such as having multiple iSeries systems in the Kerberos realm and EIM
domain, refer to:

» V5R2 Information Center articles. Use EIM as a search argument, or use the left
navigation bar and click Security — Enterprise Identity Mapping.

» The IBM Redbook Windows-based Single Sign on and the EIM Infrastructure on the
IBM @server iSeries Server, SG24-6975.
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Coming attractions for iSeries
Access for Windows

This appendix provides an overview of planned enhancements for iSeries Access for
Windows following Version 5 Release 2.

© Copyright IBM Corp. 2004. All rights reserved. 161



iSeries Access for Windows: Beyond V5R2 overview

iSeries Access for Windows has many new enhancements available at the time this book was
being published as a beta level code that can be downloaded from the following location:

http://www.ibm.com/eserver/iseries/access/
The following are the primary planned enhancement areas that are included in the beta level
code:

» A new database provider

» Database enhancements in data transfer, Open Database Connectivity (ODBC), and
Object Linking and Embedding (OLE) DB

» Added function in Incoming Remote Command
» Integration of the latest Personal Communications 5250 (PC5250)
» Use of Unicode in configuration utilities

The following topics provide additional summary-level information in these areas.

New database provider

The new IBM.Data.DB2.iSeries Data Provider will allow your applications that use the .NET
framework to access DB2 UDB for iSeries databases using a full set of .NET classes and
data types. It complements the existing OLE DB providers and allows you to take advantage
of the newer .NET technologies to read and retrieve data, make changes, and execute SQL
server commands against data objects in the secure environment of your iSeries server.

Data transfer

ODBC

You will be able to use data compression for faster transfers, and your applications can take
advantage of Unicode enablement and a new Unicode text file type. You will be able to
manage a larger decimal precision for your numeric data and use the new BINARY and
VARBINARY SQL data types. Your DB2 database tables will support UTF-8 and UTF-16 data
for additional flexibility.

With Microsoft Excel, new support for standard date and time cells and numeric-to-character
conversions will make it easier to manage transfer of data to and from your servers in your
desired format. In addition, the Excel Add-in most recently used request list and last directory
support will be added for more administrative ease.

ODBC support will include BINARY and VARBINARY data types, UTF-8 and UTF-16 data for
globalization of your applications, increased precision of decimal numbers, and offers
enhanced Microsoft Transaction Server (MTS) support.
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OLE DB

Much work has been done in the OLE DB component to keep current with industry
advancements. iSeries Access for Windows integrates the following:

>

»

»

New SQL-only provider (IBMDASQL)

New Record-Level Access-only provider (IBMDARLA)
SQL commitment control using IBMDASQL

MTS support using IBMDASQL

Custom blocking in SQL

SQL data compression

SQL package support

Record-level access support for forward-only cursors and blocked reads using IBMDARLA
Database BINARY and VARBINARY data types
Database larger decimal precision support

UTF-8 and UTF-16 support

Incoming Remote Command (IRC)

You will be able to load the user profile information for a remote command that runs in the
security context of a known user ID. Some commands will then succeed that formerly failed
due to lack of needed authorization to the user registry and environment variables. You can
set and conveniently save this option so that it does not have to be reset each time the
command is run.

PC5250

Accessibility enhancements to the operator information area (OIA), will include:

>

>

>

Pop-up keypad

Color mapping, as well as visual indication of sounds
Enhanced mouse marking

Bidirectional (LamAlef) enhancements

USB Japanese 106 keyboard support

basic_ascii print PDF and PDT

Configuration

Configuration utilities available to back up configuration information and to import or export
server environments will default to save information using a Unicode encoding but retain the
capability to save the information using the ANSI code page for compatibility.

Appendix A. Coming attractions for iSeries Access for Windows 163



164 iSeries Access for Windows V5R2 Hot Topics



Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this redbook.

IBM Redbooks

For information about ordering these publications, see “How to get IBM Redbooks” on
page 166. Note that some of the documents referenced here may be available in softcopy
only.

>

Windows-based Single Sign on and the EIM Infrastructure on the IBM @server iSeries
Server, SG24-6975

iSeries IP Networks: Dynamic!, SG24-6718

IBM @server iSeries Wired Network Security: 0S/400 V5R1 DCM and Cryptographic
Enhancements, SG24-6168

Managing OS/400 with Operations Navigator V56R1, Volume 1: Overview and More,
SG24-6226

Managing OS/400 with Operations Navigator V5R1, Volume 2: Security, SG24-6227

Managing OS/400 with Operations Navigator V5R1, Volume 3: Configuration and Service,
SG24-5951

Managing OS/400 with Operations Navigator V5R1, Volume 4: Packages and Products,
SG24-6564

Managing OS/400 with Operations Navigator V5R1, Volume 5: Performance
Management, SG24-6565

Managing OS/400 with Operations Navigator V6R1, Volume 6: Networking, SG24-6566

Other publications

This publication is also relevant as a further information source:

>

Garman, J., Kerberos: The Definitive Guide, O’Reilly & Associates, 2003, ISBN
0596004036

Online resources

These Web sites and URLs are also relevant as further information sources:

| 2

iSeries Information Center
http://www.ibm.com/eserver/iseries/infocenter

Select your geographical region, your V5R2 language, and the Connecting to iSeries
link. You can also search with the keywords Kerberos or EIM.

iSeries Access Web site

http://www.ibm.com/eserver/iseries/access
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How to get IBM Redbooks

You can search for, view, or download Redbooks, Redpapers, Hints and Tips, draft
publications and Additional materials, as well as order hardcopy Redbooks or CD-ROMs, at
this Web site:

ibm.com/redbooks

You can use the Domain field in the left navigation bar to select only iSeries documents.
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