Apache

Apache HTTP-cepsep (npom3sHocuTca /3.'pee.Yi/, Ha3BaH UMeHeM rpynnbl NNeMEH ceBepoaMepnKaHCKUX NHAEeNLEeB anadyen
KpoMe TOro, ABNAeTCS COKPaLleHMeM OT aHrl. a patchy server; cpeam pycckux nonb3oBaTenein 06LENPUHATO NCKaXKEHHOE
anay) — ceobonHbIi Beb-cepBep. Apache sBnseTcsa kpoccnnaThopmeHHbIM MO, NogLepXXBaeT onepaunoHHbIE CUCTEMBI
Linux, BSD, Mac OS, Microsoft Windows, Novell NetWare, BeOS. OCHOBHbIMU BOCTOMHCTBaMK Apache cynTaloTCa HalEéXHOCTb
1 rnbkocTb KoHUrypaunu. OH No3BOAAET MOAKAYaTb BHELIHME MOAYAN ANA NPefOCTaBAeHNs AaHHbIX, UCMO0/b30BaTb
CYB[ pns ayTeHTUdMKaLMW Nonb3oBaTenen, MoanduLmpoBaTh coobuieHmns 06 ownbkax u T. 4. MoggepxunsaeT IPve.

http://www.apache.org/

YcTaHOBKa

apt-get install apache2

MepeuntaTtb HACTPOMUKHM

service apache2 reload

Pabota no HTTPS
(FFixMel)

Co3paHue Knouen

34ecb OMUCbiBaeTCA CO3JaHMe CaMOMOANMCaHHOro cepTudukaTa. bonee rpamMoTHbLIM NOAXOL ONWCaH B rnase
NH(ppacTpykTypa oTKpbIThIX Ktoden (PKI) Ha OpenSSL

# Co3faHue KYa WngpoBaHns
openssl genrsa -out https server.key 2048

# Co3paHue cepTugmkaTta
openssl req \

-new -x509 -nodes -days 365 \
-subj '/CN=www.domain.ru/emailAddress=pki@domain.ru/0U=0rganization

unit/0=0rganization/L=Russia/ST=State/C=RU"' \
-key https_server.pem -out www.domain.ru.crt

KonuposaHue ¢aisioB U yCTaHOBKA Npas

cp mail.domain.ru.crt /etc/ssl/certs/
cp https _server.pem /etc/ssl/private/
chmod 0600 /etc/ssl/private/https server.key

HacTpouka
BkntoyeHme mod_ssl:
a2enmod ss'l

B cekumio COOTBETCTBYIOLErO CepBEPa HYXXHO 006aBUTbL MapaMeTpbl HACTPONKK SSL.
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Mpumep:
<IfModule mod ssl.c>
<VirtualHost www.domain.ru:443>
DocumentRoot /var/www/domain.ru
NameVirtualHost www.domain.ru:443
SSLEngine on
SSLProtocol all -SSLv2
SSLCertificateFile /etc/ssl/certs/https _domain.ru.crt
SSLCertificateKeyFile /etc/ssl/private/https domain.ru.key

</VirtualHost>
</IfModule>

Ons Toro 4Tobbl HaNpaBMTbL BCe 3anpockl ¢ http Ha https Hy>kHO Bo6aBWTL:

/etc/apache?2/sites-available/default

Redirect / https://www.domain.ru/

Takxe MOXHO caenaTb nepeHanpassieHne Ang KOHKPETHOro JOMeHa:

/etc/apache2/sites-available/www_domain_ru

<VirtualHost>

#...

Redirect / https://www.domain.ru/
</VirtualHost>

Mepesarpy3utb Apache:

service apache2 restart

LDAP

(#°Fix Me! HacTtpoiika Ha paboTy c LDAP

a2enmod ldap authnz_ ldap
service apache2 reload

PeweHune npobnem

Ownbku poctyna B Apache 2.4

Mpun coobLieHusx:

/var/log/apache2/error.log

AH01626: authorization result of Require all denied: denied
AHO01626: authorization result of <RequireAny>: denied

B danne:
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/etc/apache2/apache2.conf

<Directory />
Options FollowSymLinks
AllowOverride None
Require all denied
</Directory>
3aMeHUTb:
Require all denied
Ha

Require all granted

Re: Point Apache2 Root Folder to Subfolder

Apache is running a threaded MPM

Mpwn 3anycke owmnbKa:

Apache is running a threaded MPM, but your PHP Module is not compiled to be threadsafe. You
need to recompile PHP.

PewweHue: B thanne

/etc/apache2/mods-available/mpm_event.load

LoadModule mpm_event module /usr/lib/apache2/modules/mod mpm_event.so

3aMeHUTb Ha
LoadModule mpm prefork module /usr/lib/apache2/modules/mod mpm prefork.so

[PELLEHO] Apache is running a threaded MPM

3awuTta or DDOS aTak
(£ Fix Me! )

apt install libapache2-mpm-itk

[etc/httpd/conf/httpd.conf

<IfModule mpm itk module>

StartServers 1

MinSpareServers 1

MaxSpareServers 1

MaxClients 150

MaxRequestsPerChild 100
</IfModule>
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KpaTkoe pykoBoacTBo rno 6opbbe ¢ DDOS-aTakamu Ha http-cepeep — SHUMKAOMNEANSA XOCTUHIaA

3awwmTa Apache ot DDoS aTtak amkolomna.ru

CcbinKu

Win32 ReadMe

Win32 Binares

Hactponka HTTPS B Apache
Example VirtualHost Configurations

Redirect Request to SSL
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