Dovecot

S Fix Me!

CeobopHbin IMAP 1 POP3 cepBep, pa3pabaTbiBaeMbil B pacyéTe Ha 6e30macHOCTb, r’MOKOCTb HAaCTPOMKK 1 BbICTPOAENCTBME

http://www.dovecot.org/

YcTaHOBKa

apt-get install\
dovecot-core\
dovecot-imapd\
dovecot-lmtpd\
dovecot-ldap\
dovecot-sieve\
dovecot-managesieved

EC/IN HYXKEeH pop3 TO HYXXHO MOCTaBUTb ellie pop3d:

apt-get install dovecot-pop3d

HacTtpouka

MyTb K haiam HaCTpPonKK: /etc/dovecot, /etc/dovecot/conf.d

service dovecot
Usage: /etc/init.d/dovecot {start|stop|restart|force-reload|status}

dovecot.conf

/etc/dovecot/dovecot.conf
linclude try /usr/share/dovecot/protocols.d/*.protocol
linclude conf.d/*.conf
linclude try local.conf

protocols imap lmtp sieve

10-auth.conf

/etc/dovecot/conf.d/10-auth.conf

disable plaintext auth = no
auth username format = %Ln
auth master user separator &
auth _mechanisms = plain

linclude auth-master.conf.ext
linclude auth-ldap.conf.ext
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10-logging.conf

/etc/dovecot/conf.d/10-logging.conf

auth_verbose = no

auth _verbose passwords no
auth _debug no

auth debug passwords no
mail debug = no

verbose ssl = no

20-imap.conf

/etc/dovecot/conf.d/20-imap.conf

protocol imap
mail plugins $mail plugins imap acl imap quota quota

15-lIda.conf

/etc/dovecot/conf.d/15-da.conf

postmaster address postmaster@domain.local
hostname = mail.domain.local
protocol lda
mail plugins $mail plugins sieve quota
syslog facility = mail

10-master.conf

Jetc/dovecot/conf.d/10-master.conf

service imap-login
inet listener imap
port 143

service lmtp
unix_listener /var/spool/postfix/private/dovecot-1lmtp
group postfix
mode = 0666
user = postfix

service imap
executable = imap imap-postlogin

2/15


http://sysadminmosaic.ru/_export/code/dovecot/dovecot?codeblock=5
http://sysadminmosaic.ru/_export/code/dovecot/dovecot?codeblock=6
http://sysadminmosaic.ru/_export/code/dovecot/dovecot?codeblock=7
http://sysadminmosaic.ru/_export/code/dovecot/dovecot?codeblock=8

service imap-postlogin
executable = script-login -d /srv/mail/vmail/postlogin.sh
user = $default internal user
unix_ listener imap-postlogin

service pop3

service auth
unix_listener auth-master
mode = 0666

unix_listener auth-userdb
mode = 0666
user vmail
group = mail

unix_listener /var/spool/postfix/private/auth
mode = 0666

service dict
unix_listener dict
mode = 0666
user vmail
group = mail

15-mailboxes.conf

/etc/dovecot/conf.d/15-mailboxes.conf

namespace inbox
mailbox Drafts
special use = \Drafts
auto = create
auto subscribe

mailbox Junk
special use = \Junk
auto Ccreate
auto subscribe

mailbox Trash
special use = \Trash
auto = create
auto subscribe

mailbox Sent
special use = \Sent
auto = create
auto subscribe

mailbox "Sent Messages"
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special use = \Sent

mailbox Archive
special use = \Archive
auto create
auto subscribe

mailbox virtual/Flagged
special use = \Flagged

ApMuHucTpupoBaHue ¢ doveadm

(£ Fix Me! )

Mouck

doveadm search -u[lOJIb3OBATEJ/Ib savedbefore 30d

NHdopMauusa o nonb3oBartene

doveadm user [MOJIb3OBATEJb

KBoTbl | doveadm quota get -u MOJIb3OBATEJIb

Yuctka | doveadm expunge -u MOJIb3OBATEJIb mailbox MAMKA savedbefore 30d

Co3paHue napons

doveadm pw -s md5

Co3HaHuMe nanku pnsA noJsib3oBaTesien AOMeHa

Hy>HO co3paTb nosb3oBaTens vmail M co3faTh nanky A8 NOYTbl JAHHOTO AOMEHa, 3aTeM HYXHO Ha3Ha4yuTb nanke
CoOoTBETCTBYlOLLMNE MpaBa.

dovecot mail_location_create.sh
#!/bin/bash
MAIL LOCATION=/srv/mail/vmail
useradd -g mail -u vmail -d $MAIL LOCATION

gpasswd -a vmail mail
mkdir -p $MAIL LOCATION

3HayeHne nepemMeHHOW MAIL LOCATION A0JXKHO 6biTb cOrnacoBaHo nepemeHHoOW mail location B (awnne
/etc/dovecot/conf.d/10-mail.conf:

/etc/dovecot/conf.d/10-mail.conf
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mail location maildir:/srv/mail/vmail/%Ln

YcTaHOBKa npaB Ha nankuv gnsa nosb30oBaTesien AOMeHa

dovecot_mail_set_rihgts.sh
#!/bin/bash

MAIL LOCATION=/srv/mail/vmail
chown vmail -R $MAIL LOCATION
chgrp mail -R $MAIL LOCATION
find $MAIL LOCATION -type f -exec chmod 02600 \;
find $MAIL LOCATION -type d -exec chmod 02700 \;
chmod 755 $MAIL LOCATION/*.sh

Pycckue uMeHa nanok

MmMeHa nanok KogupyTca no cneundgukaumm UTF-7.

BoT cooTBeTCTBME PacnpoCTPaHEeHHbIX UMEH:

Pycckoe B kopupoeke UTF-7 AHrnumckoe
OtnpasneHHble | .&BB4EQQQ, BEAEMAQYBDSENQQ9BDOESwQ1 | .Sent
Kop3uHa .&BBOEPgRABDCcEOAQ9BDA - .Trash
YepHOBUKY .&BCcENQRABDOEPgQyBDgE0gQ4 - .Drafts
CNAM .&BCEEHwWQQBBw- .Junk

Sieve

S13bIK Sieve HyXeH Ans hunbTpaLumn cooblieHnit Ha CTOPOHe cepBepa.

@ Mocne HaCTpOIZKI/I HeobX0A4MMO BbINOAHUTL AENCTBUSA MO YCTaHOBKeE MnpaB Ha nanku on4d nonb3oBaTesel JoMeHa.

YcTaHOBKa
Ons paboTbl noTpebyoTca cnefyoLine nakeThbl:

apt-get install dovecot-sieve dovecot-managesieved

HacTpouka

1. Hy>xHO fobaBuTb sieve B NnepeMeHHyto protocols aiia dovecot.conf

/etc/dovecot/dovecot.conf

protocols imap lmtp sieve
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20-Imtp.conf

Takxe fobaBnsiem sieve B Cnefytouine annbl:

/etc/dovecot/conf.d/20-Imtp.conf

protocol lmtp
mail plugins $mail plugins sieve

15-Ilda.conf

/etc/dovecot/conf.d/15-da.conf

protocol lda
mail plugins $mail plugins sieve

90-sieve.conf
YKa3blBaeM NyTu AN4 pa3MelleHnsa ainios B Nanke nojb3oBaTens:

Jetc/dovecot/conf.d/90-sieve.conf
plugin
sieve /srv/mail/vmail/%Ln/.dovecot.sieve

sieve dir = /srv/mail/vmail/%Ln/sieve
sieve before = /srv/mail/vmail/before.sieve

before.sieve

/srv/mail/vmail/before.sieve
require ["fileinto"];
# rule: [SPAM

if anyof (header :contains "X-Amavis-Alert" "BAD HEADER SECTION",
Spam-Level" "*", header :contains "Subject" "***SPAM***"

fileinto "Junk";
stop;

# rule: [VIRUS
if header :contains "Subject" "***INFECTED***"

fileinto "Junk";
stop;

4. Y106bl CKPbITL NArNkKy sieve 13 Cnucka namnok ajas noanucku
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/etc/dovecot/conf.d/10-mail.conf

maildir stat dirs = yes

Ida-dupes
(FFix Mel )

Owubka:

Imtp Error: file dotlock open(/home/user/.dovecot.lda-dupes) failed: No such file or directory
Hy>xHo ybpaTb homeDirectory=home 13 ainna:

/etc/dovecot/dovecot-ldap.conf.ext

user_attrs
uidNumber=unset, gidNumber=unset, homeDirectory=home,mailQuotaSize=quota rule=*:storage=%$M

OOwuMe nanku

FnobanbHble cNUCKHK KOHTpPOJIA AoCTyna

[#~Fix Me! |
Cnunckn KoHTpona goctyna IMAP ACL

MyTb 1 nMa 3agaeTcs B hane 90-acl.conf

90-acl.conf

Jetc/dovecot/conf.d/90-acl.conf
plugin

acl _anyone = allow
acl = vfile:/etc/dovecot/global-acls:cache secs=300

plugin
acl _shared dict = file:/srv/mail/vmail/shared-mailboxes

global-acls
[#ZFix Me! } CoenaTb CKpUNT A4 CO3OaHNSA U NPUMEpSLI.

Manka /etc/dovecot/global-acls COAEPXUT aiisibl C MpaBamMm Mo YMOSHAHUIO A5 ManokK.

|.DEFAULT| onsa nobon nanku

Mpumep:

anyone 1lr
owner lrwstipekxa
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authenticated lrwstipekxa

Cnucok pocTyna K nanke

Manka £19 KOTOPOKW 3a4atoTCs nNpasa cogepXxuT dann dovecot-acl MNpumep:

dovecot-acl

user=MMA_TNOJIb3OBATEJIA NMPABA

MpoCcTpPaHCTBO UMEH

@ YT106bl HE CneTana Nnoanucka npwv COBMECTHOM MUCMOJIb30BaHNM HYXXHO YKa3aTb subscriptions = no

10-mail.conf

/etc/dovecot/conf.d/10-mail.conf

mail location = maildir:/srv/mail/vmail/S%Ln
mail_home=/srv/mail/%Ln

namespace inbox
# Namespace type: private, shared or public
type private
separator = /
prefix
inbox yes
hidden no
list yes
subscriptions yes

namespace
# Y1066 CKpbITb Shared/common/
type private
separator = /
prefix = shared/common/
inbox no
hidden yes
list no
subscriptions no

namespace
type public
separator = /
prefix = common/
location = maildir:/srv/mail/vmail/common
inbox no
hidden no
list yes
subscriptions no

namespace
type shared
separator = /
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prefix = shared/%%n/

location = maildir:/srv/mail/vmail/%%n:INDEXPVT=/srv/mail/%n/shared/%%n
subscriptions no

inbox no

list children

mail uid = vmail

mail gid = mail

mail privileged group = mail
mail access groups = mail

mail plugins $mail plugins acl quota

maildir stat dirs = yes
maildir very dirty syncs no

OOwue Nnankuv nonb3oBaTesien

Monb3oBaTeM MOrYT 3a[1aTh MpaBa K CBOell nanke
 Z2Fix Me!

(D rotossie HaCTPOMKK NpUBeAeHbl B rnase: MprMep NoYToBOro cepBepa s BHYTPEHHEr0 AOMeHa

NMpocTpaHCTBO UMEH

10-mail.conf

namespace
type shared
separator /
prefix = shared/%%n/
location maildir:/srv/mail/vmail/%%n:INDEX=/srv/mail/vmail/%n/shared/%%n
inbox no
list children
subscriptions no

CnoBapb

shared-mailboxes
90-acl.conf

plugin
acl shared dict = file:/srv/mail/vmail/shared-mailboxes

B (hanne shared-mailboxes ToNbKO CNUCOK AOCTYMNHbLIX Nanok, npaea onpegenstTcs B ACL channax. 3TOT haln HyXeH Ans
TOro, 4yTobbl B MPOCTPaHCTBE UMEH NOSBMANCL ObLLmMe nanku.

Mpumep:

NOJIb30BATE/Ib_1 nNpefocTaBndeT AOCTYN K CBOMM MNankam (BKOYas BJIOXKEHHbIE) ANs nosib3oBaTenen: NOJIb30BATE/b 2 ©
MOJIb3OBATEJIb_3
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shared/shared-boxes/anyone/lNOJIb3OBATE/Ib_1

1
shared/shared-boxes/user/M0OJIb3OBATEJIb_2/MOJIb30BATEJIb_1

1
shared/shared-boxes/user/M0OJIb30OBATEJIb_3/MOJIb30BATEJIb_1

1

KBOTbI

(~Fix Me! )

Hy>xHo no6aBuTh 3Ha4yeHne quota B mepemMeHHyto mail plugins B 3TK halibl:

/etc/dovecot/conf.d/10-mail.conf

mail plugins = $mail plugins quota

Jetc/dovecot/conf.d/15-Ida.conf

protocol lda
mail plugins $mail plugins quota

/etc/dovecot/conf.d/20-Imtp.conf

protocol lmtp
mail plugins $mail plugins sieve quota

90-quota.conf

/etc/dovecot/conf.d/90-quota.conf
plugin
quota = maildir:User quota
quota rule *:storage=100MB

quota rule2 = Trash:storage=+100M
quota exceeded message = Quota exceeded (mailbox for user is full

quota grace 10%%
quota grace = 50M

mailQuotaSize

MMsa nona B LDAP: mailQuotaSize, pa3Mep KBOThI 3adaH B MbaliTax

(&ZFix Me!) s3vennTs Ha dovecot-Idap.conf.ext

dovecot-ldap.conf.ext

user _attrs
uidNumber=unset,gidNumber=unset, homeDirectory=home,mailQuotaSize=quota rule=*:storage=%%M
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dann KBOT: maildirsize

Moka3aTb pa3mep KBOThI [/ MOJIb30BaTENSA

doveadm -f tab quota get -u MOJIb3OBATEJ/b

LDAP

dovecot-ldap.conf.ext

/etc/dovecot/dovecot-Idap.conf.ext

hosts localhost ldap directory

uris = ldap://localhost ldap://ldap ldap://directory

dn cn=admin,dc=domain,dc=1local

dnpass = MNAPOJIb

auth _bind no

ldap _version = 3

base ou=users,dc=domain,dc=local

deref never

scope subtree

user_attrs uidNumber=unset,gidNumber=unset,mailQuotaSize=quota_ rule=*:storage=%$M

user_filter &(objectClass=mailUser) (uid=%u
pass_attrs uid=user,userPassword=password
pass filter &(objectClass=mailUser) (uid=%u

default pass scheme = MD5

MacTep-nonb3oBaTenu

MNon nmeHeM MacTep-nosib30BaTeNI MOXHO BONTW B cncTemy oT noboro obbIYHOro Nonb3oBaTens, npouenypa Bxona
BbIrNAOUT Tak:

Nmsa MOJIb3OBATEJIb*MACTEP_MNOJIb30BATEJIb
Maponb | MAPOJIb_MACTEP_MOJIb30OBATEJA

Insa paboTbl pekomeHayeTcs RoundCube

{D Mocne HaCTpOI;IKI/I HeobX0A4MMO BbINOAHUTL AENCTBUSA MO YCTaHOBKe MnpaB Ha nanku ongd nosib3oBaTenen LOMeHa.

HacTpouka

1. Onpepnensem 6a3y mactep naponeit auth-master.conf.ext

auth-master.conf.ext

/etc/dovecot/conf.d/auth-master.conf.ext

passdb
driver passwd-file
master yes
args = /etc/dovecot/master-users
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2. Bkntoyaem auth-master.conf.ext B 10-auth.conf
linclude auth-master.conf.ext

3. Co3paem ¢hann ¢ naponsaMu master-users:

master-users
MonyyeHne xewa naponsa onucaHo B rnase Cos3faHme napons

Mpumep (naponb master):

/etc/dovecot/master-users

master: {MD5}$1$T2nnJqr7$mbv9te4mQOn4INFyoUs7k.

':D MyHKTBI 4 1 5 Hy>XHbI Ana obecneveHns paboTel C cMckamMm gocTyna ACL
4. HacTtpoiika npoLieaypb! postlogin

B cann 10-master.conf BHOCUM cnefyLimMe N3MeHeHNs:

service imap
executable = imap imap-postlogin

service imap-postlogin
executable = script-login -d /srv/mail/vmail/postlogin.sh
user = $default internal user
unix_ listener imap-postlogin

5. Co3paHue panna postlogin.sh

/srv/mail/vmail/postlogin.sh

#!/bin/bash
MASTER USER=$USER
exec n $@II

systemd
(ZFix Mel )

Mpumep HacTponku: IMAP TonbKo localhost

/lib/systemd/system/dovecot.socket

Unit
Description=Dovecot IMAP/POP3 email server activation socket

Socket
#dovecot expects separate IPv4 and IPv6 sockets
BindIPv60nly=ipv6-only
ListenStream=127.0.0.1:143
ListenStream=[::1]:143
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ListenStream=0.0.0.0:993
ListenStream=[::]:993
KeepAlive=true

Install
WantedBy=sockets.target

SSL

Mpumep HacTponkn paboTbl no IMAPS(nopT 993), ¢ ncnonb3oBaHnem ceptTudukaTos Let's Encrypt:

Jetc/dovecot/conf.d/10-ssl.conf
ssl yes

ssl cert = </etc/letsencrypt/live/domain.ru/fullchain.pem
ssl_key </etc/letsencrypt/live/domain.ru/privkey.pem

ssl prefer server ciphers = yes

ssl min protocol = TLSvl
ssl cipher 1list
ALL:!'LOW:!SSLv2:!'EXP:!aNULL:!RC4::!'eNULL:!LOW:!3DES:!MD5:!'EXP:!PSK:!SRP:!DSS

Takxe Hy>KHO f06aBUTb B CEKLMIO «Service imap-login» HacCTPONKy Ans imaps

Jetc/dovecot/conf.d/10-master.conf

service imap-login
inet listener imaps
port 993
ssl yes

logrotate
(&~ Fix Me! )

HacTpoika poTaumm NpoToKoa ¢ NoMoLbio logrotate:

/etc/logrotate.d/dovecot

/var/log/dovecot*.log {
missingok
notifempty
delaycompress
sharedscripts
postrotate

doveadm log reopen

endscript
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http://wiki2.dovecot.org/Logging

CcbinIkM

Pycckunin nepesop dovecot.conf v.1.2.17

Dovecot 2 no waram

Dovecot 2 - onucaHne HaCTPoeK, B KOHTEKCTE pacCMaTPUBaEMO KOHUIrypaLuum
Dovecot 2 - ACL

Migrating from any IMAP/POP3 server to Dovecot via dsync

http://wiki2.dovecot.org/HowTo/PostfixAndDovecotSASL
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