Mpumepsl ucnonb3osaHusa IPTables

34ecb NprBefeHbl MpUMeps! MCNosb3oBaHus IPTables

LLinio3 pocrtyna B UHTEpPHET

Mo ymMonYaHMto BCE 3anpeLleHo, AeiCTBYIOT TONbKO pa3peLuatolime npasmna

TexHonorun:

Bacula
TyHHens IPIP
OpenVPN
Squid
Zabbix

NHTepdenco:

e ITS - CeTb AN TEPMUHAJIbHBIX CEPBEPOB AOCTYMA B UHTEPHET

LAN - floKaJlbHas CeTb
WAN - UHTEpHeT

CTpykTypa thanna:

lepeMeHHbIe

NHnumannsauusa

OCHOBHbIe npasua

TpaHcnaums
MpeobpazoBaHue ceTeBbix agpecos (NAT)

S Fix Me!

/etc/network/if-pre-up.d/iptables

#!/bin/sh -

[TepemeHHBIe

# CeTeBble MHTEPGENCEI
LAN_IF=eth®
LAN=10.12.0.1

WAN IF=eth2
WAN=192.168.0.2
WAN White=BEJIbI_IP
ITS IF=ethl
ITS=192.168.253.1

# Cnyx6bl
DNS WAN="8.8.8.8"

DNS LAN 1="10.11.0.3,10.11.0.4,10.11.0.5,10.11.0.17,10.11.0.23"

DNS LAN 2="10.12.0.1,10.12.0.5,10.12.0.10"

SSH WAN="0.0.0.0/24"

SSH LAN="10.12.0.6,10.12.0.201,10.11.0.10,10.11.0.12,10.11.0.15,10.11.0.16,10.11.0.114"

Bacula SD=10.11.0.15

Bacula FD=10.11.0.15

Zabbix Server=10.12.0.201
SMTP_LAN Clients="10.12.0.201"

SMTP_LAN 1="10.11.60.17,10.11.0.14,10.11.0.5"
SMTP_LAN 2="10.12.0.5,10.12.0.10"
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# lNpunoxeHns

Squid LAN="10.12.0.5,10.12.0.6,10.12.0.7,10.12.0.8,10.12.0.10"

Squid ITS="192.168.253.3"

SOCKS LAN="10.12.0.201"

FTP_Clients="10.12.0.201,10.12.0.190,10.12.5.0/24"

HTTP LAN="10.12.0.0/24,10.12.3.0/24,10.12.4.0/24,10.12.5.0/24,10.12.6.0/24"

OpenVPN IF="tunl"

IPIP IF="tun0"

IPIP WAN 1=BEJIbIN IP 1

IPIP LAN 1=10.12.254.10
IPIP LAN NET 1=10.11.0.0/24
IPIP WAN 2=BEJIbIA_IP 2

IPIP LAN 2=10.12.254.9

IPIP LAN NET 2=10.12.0.0/24

Admin LAN 1="10.11.0.10,10.11.0.12,10.11.0.16,10.11.0.114,10.11.0.4"
Admin LAN 2="10.12.0.201"

WEBMAIL LAN 1="160.11.0.3,10.11.0.14,10.11.0.5"
WEBMAIL LAN 2="10.12.0.5,10.12.0.10"

LDAP_LAN 1="10.11.0.4,10.11.60.3,10.11.0.14,10.11.0.5"
LDAP_LAN 2="10.12.0.5,10.12.0.10"

# WHmnumanmsauus

# O4ynctka Tabsany
iptables -F

iptables -X

iptables -t nat -F
iptables -t nat -X
iptables -t mangle -F
iptables -t mangle -X

# [MpyUMeHeHNE MOJIMTUKM M0 YMOJIYaHUIO
iptables -P INPUT DROP

iptables -P FORWARD DROP
iptables -P OUTPUT DROP

#

# Pa3pewiaem LoopBack

iptables -A INPUT -i "lo" -j ACCEPT

iptables -A OUTPUT -o "lo" -j ACCEPT

# Pa3peluaem NCX0AALUME COeANHEHNS C LLUJIH03a W BXOAALLNE M0 YCTaHOBIEHHbIM ucxoasaLwmm ([ Bcex)
#iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

#iptables -A OUTPUT -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT

# Paspeluaem NCXOAALIMNE COEANHEHWS C LLJIO3a W BXOASLLME MO YCTaHOBAEHHbLIM ncxoasiwmm (WAN)

iptables -A INPUT -i $WAN IF -m state --state ESTABLISHED,RELATED -j ACCEPT

iptables -A OUTPUT -o $WAN IF -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT

# ToJIbKO 415 Fpyninbl pProxy

iptables -A OUTPUT -o $WAN IF -m state --state NEW,ESTABLISHED,RELATED -m owner --gid-
owner proxy -j ACCEPT

#ICMP LAN
iptables -A INPUT -p icmp -d $LAN -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT
iptables -A OUTPUT -p icmp -s $LAN -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT

#ICMP WAN

iptables -A INPUT -p icmp -d $WAN -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT
iptables -A OUTPUT -p icmp -s $WAN -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT
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iptables -A INPUT -p icmp -d $WAN White -m state --state NEW,ESTABLISHED,RELATED
ACCEPT
iptables -A OUTPUT -p icmp -s $WAN White -m state --state NEW,ESTABLISHED,RELATED
ACCEPT

# ICMP ITS
iptables -A INPUT -p icmp -d $ITS -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT
iptables -A OUTPUT -p icmp -s $ITS -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT

# ICMP IPIP

iptables -A INPUT -p icmp -d $IPIP LAN 1 -m state --state NEW,ESTABLISHED,RELATED
ACCEPT

iptables -A OUTPUT -p icmp -s $IPIP LAN 1 -m state --state NEW,ESTABLISHED,RELATED
ACCEPT

iptables -A INPUT -p icmp -d $IPIP LAN 2 -m state --state NEW,ESTABLISHED,RELATED
ACCEPT

iptables -A OUTPUT -p icmp -s $IPIP LAN 2 -m state --state NEW,ESTABLISHED,RELATED
ACCEPT

# DNS WAN servers
iptables -A INPUT -p udp -i $WAN IF -s $DNS WAN --sport 53 -j ACCEPT
iptables -A OUTPUT -p udp -o $WAN IF -d $DNS WAN --dport 53 -j ACCEPT

# DNS LAN Servers

iptables -A INPUT -p udp -i $LAN IF -s $DNS LAN 2 --sport 53 -j ACCEPT

iptables -A OUTPUT -p udp -o $LAN IF -d $DNS LAN 2 --dport 53 -j ACCEPT
iptables -A INPUT -p tcp -i $LAN IF -s $DNS LAN 2 --sport 53 -j ACCEPT

iptables -A OUTPUT -p tcp -o $LAN IF -d $DNS LAN 2 --dport 53 -j ACCEPT
iptables -A INPUT -p tcp -i $LAN IF -s $DNS LAN 2 --dport 53 -j ACCEPT

iptables -A OUTPUT -p tcp -o $LAN IF -d $DNS LAN 2 --sport 53 -j ACCEPT

# DNS LAN Clients
iptables -A INPUT -p udp -i $LAN IF --dport 53 -j ACCEPT
iptables -A OUTPUT -p udp -o $LAN IF --sport 53 -j ACCEPT

# DNS ITS Clients

iptables -A INPUT -p udp -i $ITS IF --dport 53 -j ACCEPT
iptables -A OUTPUT -p udp -o $ITS IF --sport 53 -j ACCEPT

# DNS OpenVPN

iptables -A INPUT -p udp -i $0penVPN IF --dport 53 -j ACCEPT
iptables -A OUTPUT -p udp -o $0penVPN IF --sport 53 -j ACCEPT

# DHCP
iptables -A INPUT -p udp -i $LAN IF --sport 67 -j ACCEPT
iptables -A OUTPUT -p udp -o $LAN IF --sport 67 -j ACCEPT

# NTP

iptables -A INPUT -p udp -i $LAN IF --dport 123 -j ACCEPT
iptables -A OUTPUT -p udp -o $LAN IF --sport 123 -j ACCEPT
iptables -A OUTPUT -p udp -o $WAN IF --dport 123 -j ACCEPT

# HTTP
iptables -A INPUT -p tcp -i $LAN IF -s $HTTP_LAN --dport 80 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $HTTP LAN --sport 80 -j ACCEPT

# HTTP WEBMAIL

iptables -A INPUT -p tcp -i $LAN IF -s $Admin LAN 1 --dport 8080 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $Admin LAN 1 --sport 8080 -j ACCEPT
# APCUPSd

iptables -A INPUT -p tcp -i $LAN IF -s $HTTP LAN --dport 3551 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $HTTP LAN --sport 3551 -j ACCEPT

# SSH LAN
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iptables -A INPUT -p tcp -i $LAN IF -s $SSH LAN --dport 22 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $SSH LAN --sport 22 -j ACCEPT
iptables -A INPUT -p tcp -i $LAN IF -s $SSH LAN --sport 22 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $SSH LAN --dport 22 -j ACCEPT

# SSH WAN
$SSH WAN |;
iptables -A INPUT -p tcp -i $WAN IF -s $SSH WAN --dport 22 -j ACCEPT;
iptables -A OUTPUT -p tcp -o $WAN IF -d $SSH WAN --sport 22 -j ACCEPT;

# FTP LAN

iptables -A INPUT -p tcp -i $LAN IF -s $FTP Clients --dport 21 -j ACCEPT

iptables -A OUTPUT -p tcp -o $LAN IF -d $FTP Clients --sport 21 -j ACCEPT

iptables -A INPUT -p tcp -i $LAN IF -s $FTP Clients --dport 65299:65534 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $FTP Clients --sport 65299:65534 -j ACCEPT
# FTP WAN

iptables -A INPUT -p tcp -i $WAN IF --dport 21 -j ACCEPT

iptables -A OUTPUT -p tcp -o $WAN IF --sport 21 -j ACCEPT

iptables -A INPUT -p tcp -i $WAN IF --dport 65299:65534 -j ACCEPT

iptables -A OUTPUT -p tcp -o $WAN IF --sport 65299:65534 -j ACCEPT

# Squid LAN
iptables -A INPUT -p tcp -i $LAN IF -s $Squid LAN --dport 3128 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $Squid LAN --sport 3128 -j ACCEPT

# Squid ITS
$Squid ITS |;
iptables -A INPUT -p tcp -i $ITS IF -s $Squid ITS --dport 3128 -j ACCEPT
iptables -A OUTPUT -p tcp -o $ITS IF -d $Squid ITS --sport 3128 -j ACCEPT

# SOCKS proxy LAN
$SOCKS_LAN |;
iptables -A INPUT -p tcp -i $LAN IF -s $SOCKS LAN --dport 1080 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $SOCKS LAN --sport 1080 -j ACCEPT

# OpenVPN
iptables -A INPUT -p udp -i $WAN IF --dport 1194 -m state --state NEW -j ACCEPT
iptables -A OUTPUT -p udp -o $WAN IF --sport 1194 -j ACCEPT;

# SMTP WAN Bxog
iptables -A INPUT -p tcp -i $WAN IF --dport 25 -m state --state NEW -j ACCEPT
iptables -A OUTPUT -p tcp -o $WAN IF --sport 25 -j ACCEPT;

# SMTP WAN Bbixon (pa3peLueH Bbixod Ha Jilobble BHelHue cepBepbi SMTP)
iptables -A INPUT -p tcp -i $WAN IF --sport 25 -m state --state NEW -j ACCEPT
iptables -A OUTPUT -p tcp -o $WAN IF --dport 25 -j ACCEPT;

# SMTP LAN Cepsepsbl

iptables -A INPUT -p tcp -i $LAN IF -s $SMTP LAN 1 --sport 25 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $SMTP LAN 1 --dport 25 -j ACCEPT
iptables -A INPUT -p tcp -i $LAN IF -s $SMTP_LAN 1 --dport 25 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $SMTP LAN 1 --sport 25 -j ACCEPT

# SMTP LAN KnveHThbI
iptables -A INPUT -p tcp -i $LAN IF -s $SMTP LAN Clients --dport 25 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $SMTP LAN Clients --sport 25 -j ACCEPT

# Bacula

iptables -A INPUT -p tcp -i $LAN IF -s $Bacula FD --dport 9102 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $Bacula FD --sport 9102 -j ACCEPT
iptables -A INPUT -p tcp -i $LAN IF -s $Bacula SD --sport 9103 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $Bacula SD --dport 9103 -j ACCEPT
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# Zabbix Server

iptables -A INPUT -p tcp -i $LAN IF -s $Zabbix Server --sport 10050:10051 -j ACCEPT
iptables -A INPUT -p tcp -i $LAN IF -s $Zabbix Server --dport 10050:10051 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $Zabbix Server --sport 10050:10051 -j ACCEPT
iptables -A OUTPUT -p tcp -o $LAN IF -d $Zabbix Server --dport 10050:10051 -j ACCEPT

Booe e IPIP - ommemmmme oo
# IPIP WAN

iptables -A OUTPUT -s $IPIP WAN 2 -d $IPIP WAN 1 -j ACCEPT

# IPIP LAN

iptables -A INPUT -s $IPIP LAN 1 -d $IPIP LAN 2 -j ACCEPT
iptables -A OUTPUT -s $IPIP LAN 2 -d $IPIP LAN 1 -j ACCEPT
iptables -A INPUT -s $IPIP LAN 2 -d $IPIP LAN 1 -j ACCEPT
iptables -A OUTPUT -s $IPIP LAN 1 -d $IPIP LAN 2 -j ACCEPT

# IPIP ICMP

iptables -A INPUT -p icmp -d $IPIP LAN NET 1 -m state --state NEW,ESTABLISHED,RELATED -j
ACCEPT

iptables -A OUTPUT -p icmp -s $IPIP LAN NET 2 -m state --state NEW,ESTABLISHED,RELATED -j
ACCEPT

iptables -A INPUT -p icmp -d $IPIP LAN NET 1 -m state --state NEW,ESTABLISHED,RELATED -j
ACCEPT

iptables -A OUTPUT -p icmp -s $IPIP LAN NET 2 -m state --state NEW,ESTABLISHED,RELATED -j
ACCEPT

# TpaHC/IAUNS ==================-==S=S=SSSSSSSSSSSSSSSSSSSSSSSSSSSSSS====s=

# Paspeluaem 06paTHy0 TPaHCASALUNIO A/18 YCTaHOBIEHHbIX COeANMHEHWN (5 Bcex)

iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT

# IPIP

# Admin (2) -> Admin (1) RDP

iptables -A FORWARD -i $LAN IF -s $Admin LAN 2 -o $IPIP IF -d $Admin LAN 1 -p tcp --dport
3389 --syn -j ACCEPT

iptables -A FORWARD -i $LAN IF -s $Admin LAN 2 -o $IPIP IF -d $Admin LAN 1 -p tcp --dport
21 --syn -j ACCEPT

iptables -A FORWARD -i $LAN IF -s $Admin LAN 2 -o $IPIP IF -d $Admin LAN 1 -p tcp --dport
65299:65534 --syn -j ACCEPT

# Admin (1) -> Admin (2) RDP RAdmin FTP

iptables -A FORWARD -i $IPIP IF -s $Admin LAN 1 -o $LAN IF -d $Admin LAN 2 -p tcp --dport
3389 --syn -j ACCEPT

iptables -A FORWARD -i $IPIP IF -s $Admin LAN 1 -o $LAN IF -d $Admin LAN 2 -p tcp --dport
4899 --syn -j ACCEPT

iptables -A FORWARD -i $IPIP IF -s $Admin LAN 1 -o $LAN IF -d $Admin LAN 2 -p tcp --dport
21 --syn -j ACCEPT

iptables -A FORWARD -i $IPIP IF -s $Admin LAN 1 -o $LAN IF -d $Admin LAN 2 -p tcp --dport
65299:65534 --syn -j ACCEPT

# IPIP SMTP LAN

iptables -A FORWARD -i $IPIP IF -s $IPIP LAN NET 1 -o $LAN IF -d $SMTP LAN 2 -p tcp --
dport 25 --syn -j ACCEPT

iptables -A FORWARD -i $LAN IF -s $IPIP LAN NET 2 -o $IPIP IF -d $SMTP LAN 1 -p tcp --
dport 25 --syn -j ACCEPT

iptables -A FORWARD -i $IPIP IF -s $IPIP LAN 1 -o $LAN IF -d $SMTP LAN 2 -p tcp --dport
25 --syn -j ACCEPT

# IPIP SMTP Gate

iptables -A INPUT -p tcp -i $IPIP IF -s $SMTP LAN 2 --sport 25 -j ACCEPT
iptables -A OUTPUT -p tcp -o $IPIP IF -d $SMTP_LAN 2 --dport 25 -j ACCEPT
iptables -A INPUT -p tcp -i $IPIP IF -s $SMTP LAN 2 --dport 25 -j ACCEPT
iptables -A OUTPUT -p tcp -o $IPIP IF -d $SMTP LAN 2 --sport 25 -j ACCEPT

# IPIP DNS 1 -> 2
iptables -A FORWARD -i $IPIP IF -s $DNS LAN 1 -o $LAN IF -d $DNS LAN 2 -p udp --dport 53
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-j ACCEPT

iptables -A FORWARD -i $LAN IF -s $DNS LAN 2 -o $IPIP IF -d $DNS LAN 1 -p udp --dport

-j ACCEPT

iptables -A FORWARD -i $IPIP IF -s $DNS LAN 1 -o $LAN IF -d $DNS LAN 2 -p tcp --dport

-j ACCEPT

iptables -A FORWARD -i $LAN IF -s $DNS_LAN 2 -o $IPIP IF -d $DNS_LAN 1 -p tcp --dport

-j ACCEPT

iptables -A FORWARD -i $IPIP IF -s $IPIP LAN 1 -o $LAN IF -d $DNS LAN 2 -p udp --dport

-j ACCEPT

iptables -A FORWARD -i $IPIP IF -s $IPIP LAN 1 -o $LAN IF -d $DNS LAN 2 -p tcp --dport

-j ACCEPT

# IPIP DNS 2 -> 1

iptables -A INPUT -s $DNS LAN 2 -d $DNS LAN 1 -p udp --dport 53
iptables -A OUTPUT -s $DNS LAN 1 -d $DNS LAN 2 -p udp --sport 53
iptables -A INPUT -d $DNS LAN 1 -s $DNS LAN 2 -p tcp --dport 53
iptables -A OUTPUT -s $DNS LAN 1 -d $DNS LAN 2 -p tcp --sport 53

# IPIP HTTP WEBMAIL

iptables -A FORWARD -i $LAN IF -s $IPIP LAN NET 2 -o $IPIP IF -d
dport 80 --syn -j ACCEPT

iptables -A FORWARD -i $IPIP IF -s $IPIP LAN NET 1 -o $LAN IF -d
dport 80 --syn -j ACCEPT

# IPIP LDAP

-j ACCEPT
-j ACCEPT
-j ACCEPT
-j ACCEPT

$WEBMAIL LAN 1

$WEBMAIL LAN 2

iptables -A FORWARD -i $LAN IF -s $IPIP LAN NET 2 -o $IPIP IF -d $LDAP LAN 1

dport 389 --syn -j ACCEPT

iptables -A FORWARD -i $IPIP IF -s $IPIP LAN NET 1 -o $LAN IF -d $LDAP_LAN 2

dport 389 --syn -j ACCEPT

# OpenVPN 01

iptables -A FORWARD -i $0OpenVPN IF -s 192.168.168.22 -o $LAN IF
dport 4899 --syn -j ACCEPT

iptables -A FORWARD -i $0penVPN IF -s 192.168.168.22 -o $LAN IF
dport 3389 --syn -j ACCEPT

iptables -A FORWARD -i $0penVPN IF -s 192.168.168.22 -o $LAN IF
dport 3389 --syn -j ACCEPT

# OpenVPN 02

iptables -A FORWARD -i $0penVPN IF -s 192.168.168.26 -o $LAN IF
dport 3389 --syn -j ACCEPT

# lNpeobpaszosaHune ceTeBbix aAPecoB (NAT) - ----------ommm oo

# SNAT
iptables -A POSTROUTING -t nat -o $WAN IF -j SNAT --to $WAN White
#

-d 10.12.0.201

-d 10.12.0.201

-d 10.12.0.190

-d 10.12.0.190

3anpewalowiue npasuna

Mo yMonyaHuio BCé paspeLueHo, AeNCTBYIOT TOMIbKO 3anpeLlatoLme npasuia.

Jetc/network/if-pre-up.d/iptables
#!/bin/sh -
iptables -F

LAN IF="etho"
SMTP_LAN="10.12.0.2,10.12.0.10"

# SMTP
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iptables -A INPUT -p tcp -i $LAN IF -s $SMTP LAN --dport 25 -j ACCEPT
iptables -A INPUT -p tcp -i $LAN IF --dport 25 -j REJECT

exit
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