Exim

Exim (oT aHrn. EXperimental Internet Mailer) — 370 areHT nepecbinku Co0bLLEHNA, NCNONIb3YEMbIA B OMEpPaLMOHHbIX
cnctemax cemenctea Unix. Mepeas Bepcus 6bina HanucaHa B 1995 roay ®ununnom lensenom (Philip Hazel) ans
NCMOJIb30BaHNS B KA4eCTBE NMOYTOBON CUCTEMbI B KEMBpPMIXKCKOM YHMBEpCMTETE. Exim pacnpoCTpaHAeTCs Noh JIMLEH3MneNR
GPL, 1 KaXAablin MoXKeT cBob0oAHO CKayaTb ero, MCNoJb30BaTb U MoauduumpoBaTb. CiegyeT oTMETUTb, YTO Bepcusa 4
CYLLEeCTBEHHO OT/IMYaeTCs OT Bepcum 3.

Exim npuaepxunsaetca gmsanHa SendMail, roe ogmH npouecc KOHTPOAMpPYeT BClo paboTy MTA. Tako MOHOJIMTHBLIN An3alH
cymTaeTcs Hebe3zonacHbIM, HO y Exim npekpacHas uctopms 6e30nacHOCTM U ANs Bepcum 4.xX. KpaHe peakn Kputudeckne
YSI3BUMOCTMW.

Exim 4 CNPOEKTUPOBAH ANS CUCTEM, MEIOLWMUX MOCTOSHHOE MOAK/IOYEHNE K CETW, MO3TOMY B HEM HET CJIOXKHbIX MEXaHU3MOB
paboThl C 04epenbio, Yepes KOTOPYI0 [0J/IKHbI MPOXOAUThL BCe CO0DbLIEeHNS. B HacTpoiike Mo yMONYaHUto Exim NbiTaeTcs
HeMe[J/IeHHO [0CTaBUTb coobuieHmne. Mpu 60NbLIOIA Harpy3ske Ha CepBepe PEXUM HEMEeLIEHHON AOCTaBKN MOXET OblTb
BPEMEHHO BbIKJIIOYEH.

http://www.exim.org/

YcTaHOBKa

apt-get install exim4
Ons yCTaHOBKW YCUNEHHOW BEPCMM NakeTa C NoAAEeP KO ACL Hy>XKHO UCMO0/b30BaTb KOMaHAY:

apt-get install exim4-daemon-heavy

HacTpouka

HaCTpOI7IKa NakKeTa nocsie yCTaHOBKW:

dpkg-reconfigure exim4-config

@ HyxHo BbibupaTe PaspenbHas KoHpuUrypauma B ManeHbkux amnax (Split configuration into small files), 310
Mo3BOJISIET UCMO/Ib30BaTb TAKON PEXMM HAaCTPOMKK, MPU KOTOPOM KOH(Mrypaunsa pa3buTta Ha oTAe/bHble (aliibl U Nanku B
/etc/exim4/conf.d. Mpn 3TOM BapuaHTe pann update-eximd.conf.conf fOMKEH COAEPXKATb CTPOKY

dc_use split config='true'

Takol BapuaHT yaobHee 4N HaCTPONKM Yem oanH 6onbLuon dann.

daunbl U NANKu

MManka c nankamu v annamn HaCTPONKK /etc/exim4

®ann ¢ rnobanbHbIMU HaCTPOVKaMu /etc/exim4/update-exim4.conf.conf

CTpyKTypa nanok u haiinos Ansa HacTpoitku ' | /etc/eximd/conf.d

®daiin HacTpoek ” exim4.conf.template

Manka ona BpeMeHHbIX halios /var/lib/exim4

Manka 419 NpoTOKO10B /var/log/exim4
KomaHAabl

| Mepe3arpy3ka (4TeHne HOBbIX HAaCTPOeK) | service exim4 reload
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Mepesanyck service exim4 restart

O6HoBNEHME HACTPOeK update-exim4.conf

Mpy 06HOBNEHUN HaCTPOEK co3paeTca Gain /var/lib/exim4/config.autogenerated, OH NoayYaeTCs NyTEM KOMMUAALMUK
/etc/exim4/conf.d nan exim4.conf.template (B 3aBMCMMOCTM OT BapmaHTa HacTPoOeK)

®aunn '"'update-exim4.conf.conf"

update-exim4.conf.conf

dc_eximconfig configtype='internet'
dc_local domains='domain.com'
dc_primary hostname='server!'
dc_other_hostnames='server'
dc_smarthost='server::25"'
dc_relay from hosts='127.0.0.1"
dc_local interfaces='0.0.0.0"
dc_readhost="*"

dc_relay domains="'*"

dc_relay nets='*'
dc_minimaldns='true'
CFILEMODE='644"

dc_hide mailname='false'

dc_ mailname in oh='true'
dc_localdelivery='dovecot'
dc_virtualdelivery="'dovecot'
dc_use split config="'true'

Umsa OnucaHue MpuMevyaHue

Appec SMTP cepBepa 4epes KOTOopbIi

dc smarthost
- 0TNPaBNATb MNOYTY BO BHELLIHWE AOMEHbI

server::port

Ncnonb3oBaTb KOH(UIypaLwio B BUAE

dc_use_split_config oTenNbHbIX hannos B /etc/exim4/conf.d

dc_use split config='true

relay from hosts

dc_eximconfig_configtype « debconf
configtype mapping:internet internet site;
mail is sent and received directly using
SMTP, smarthost mail sent by smarthost;
received via SMTP or fetchmail, satellite
mail sent by smarthost; no local mail, local
local delivery only; not on a network, none
no configuration at this time

The main configuration type. Sets macro
DC_eximconfig_configtype. The macro usually
dc_eximconfig configtype | contains a shorthand for one of the choices
for the “General type of mail configuration”
debconf question (See README.Debian).

Boolean option that controls whether the

local mailname in the headers of outgoing
mail should be hidden. (Only effective for
“smarthost” and “satellite”

dc_hide_mailname HIDE_MAILNAME

Internal use only Boolean option that is set by
the maintainer scripts after adding the
contents of /etc/mailname to the
dc_other_hostnames list. This is a transition
dc_mailname_in_oh helper since it wouldn't other wise be
possible to see whether that domain name
has been removed from dc_other_hostnames
on purpose. This is not used by update-
exim4.conf, and no macro is set.
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Umsa OnucaHue

MpuMevyaHue

Boolean option that controls whether update-
exim4.conf strips the comments from the
target configuration file (default) or leaves
ue4c_keepcomments them in. This can be overridden by the
command line options -keep comments and
-removecomments. The value is not written
to an exim macro.

name of the default transport for local mail
dc_localdelivery delivery. Defaults to mail_spool if unset, use
maildir_home for delivery to ~/Maildir/

LOCAL_DELIVERY

List of IP addresses the Exim daemon should
dc_local_interfaces listen on. If this is left empty, Exim listens on
all interfaces

MAIN_LOCAL_INTERFACES only if there is a
non-empty value

Boolean option to activate some option to
minimize DNS lookups, if set to “true” a
dc_minimaldns macro DC_minimaldns is defined. If true, the
macro DC_minimaldns is set to 1, and the
macro

MAIN_HARDCODE_PRIMARY_HOSTNAME

is used to build the local_domains list,
together with “localhost”. This is the list of
dc_other_hostnames domains for which this machine should
consider itself the final destination. The
local_domains list ends up in the macro

MAIN_LOCAL_DOMAINS

For “smarthost” and “satellite” it is possible
to hide the local mailname in the headers of
outgoing mail and replace it with this value

instead, using rewriting. For “satellite” only,
this value is also the host to send local mail

to

dc_readhost

DCreadhost

Crnncok LOMEHOB B KOTOPbIE MOXXHO

dc relay domains
- - OTNPaBAATb MNOYTY

MAIN_RELAY TO_DOMAINS

A list of machines for which we serve as
smarthost. Please note that 127.0.0.1 and ::1
dc_relay nets are always permitted to relay since
Jusr/lib/sendmail is available anyway and
relay control doesn't make sense here

MAIN_RELAY_NETS

dc_eximconfig configtype='internet'
dc_local domains='domain.ru'

dc_primary_hostname='domain.ru'
dc_other_hostnames='domain.ru'

dc_smarthost='mail.domain.ru'

dc_relay from hosts='127.0.0.1"
dc_local interfaces='0.0.0.0'

dc_readhost="'*"
dc_relay domains='*"'
dc_relay nets='*'

dc_minimaldns="'true'
CFILEMODE="'644"
dc_hide mailname='false'

dc_mailname_in oh='true'
dc_localdelivery="'dovecot'

3/8




TecTupoBaHue

MpoBepka CMHTaKcuca KoHpurypaumoHHoro cgdanna

exim -bV

[JocTynHOCTb apeca

exim -bt ALPEC

TecTupoBaHue MakpocoB
exim -be

Bbixoa no Ctrl+D

Pabota c Dovecot

Ons paboTbl B nape ¢ IMAP cepsepom Dovecot

MNanka: conf.d/transport/

01 dovecot

dovecot:

debug print = "T: dovecot for $local part@$domain"
driver = pipe

command = /usr/lib/dovecot/dovecot-1lda -f $sender address
message prefix =

message suffix =

log output

delivery date add

envelope to_ add

return_path _add

group = mail

user = vmail

temp_errors =64 : 69 : 70: 71 : 72 : 73 : 74 : 75 : 78

C:)3Haqume nepemMeHHon home_directory AoJKHO ObITb COrnacoBaHo nepemeHHoM mail location cepBepa Dovecot

PaboTta c LDAP

Manka:conf.d/main/

99 Idap
.ifndef LDAP_ROOT DN

LDAP_ROOT DN = ldap:///ALPEC U NYTb K CEPBEPY LDAP
.endif

Manka: conf.d/router/
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101 |dap_user

ldap_user:
driver = redirect
allow fail

allow defer
# MNouck maildrop B nonsx mail obvekToB objectclass=mailUser
data = ${lookup ldapm {LDAP_ROOT DN?maildrop?sub?\.
(&(mail=${quote ldap:$local part@${domain}}) (objectclass=mailUser))}}

cannot _route message = Heu3BecTHbIl Nnonb3oBaTens (Unknown user)

file transport = dovecot

102_Idap_groups

ldap_groups:
driver = redirect
allow fail
allow defer
# Mounck 4yneHoB rpynn objectclass=mailGroup, [A15 KaXKAOro YieHa rpynnbl nomck maildrop.
data = ${sg{${map {<\n \.
${sg{${lookup ldapm { \.
LDAP_ROOT DN?member?sub?\.
(&\.
(objectClass=mailGroup)\.
(mail=${quote ldap:${local part}@${domain}})\.
N\
FYH\N, \N}{\n}}} \.
{${lookup ldap{ \.
ldap:///${quote_ldapdn:$item}?maildrop?base?}} \.
FRFOANANANR{, } \.
}

cannot route message = HeusBecTHbIN nosib3oBaTens/rpynna (Unknown user/group)

ClamAV

ClamAV

Manka: conf.d/main/

02_exim4-config_options

av_scanner = clamd:/var/run/clamav/clamd.ctl

Manka: conf.d/acl/

40_exim4-config_check data

acl _check data:
deny
malware = *
demime = *
hosts = *
message = 3T0 NUCbMO coaepXxuT Bupyc ! ($malware name)
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Mepecbis1IKa KONUKA BCEHX NOYTHI

Manka: conf.d/router/

103_message_all_copy

message _all copy:
driver = redirect

unseen
domains = *
data = AIPEC

(D 37107 pOyTEep AO/KEH BbiTh ONNCaH B CAMOM Ha4ase poyTepos >

YpaneHue nosien U3 3aroJioBKa coodouieHus

YBegoMeHnsl 0 JOCTaBKe

report-type=disposition-notification;

1. YBepomneHusi o poctaBke (Delivery Status Notification, DSN). [MoyToBbIN
KJIMEHT MOXKET M03BOJIATh MOJIb30BATENO YCTAHOBUTL TpeboBaHMe yBeaOMIEHMS O
LOCTaBKe Co0bLlEeHNS B MOYTOBLIN ALWMK NosilydaTens. B cnyyae, ecnm cepaep,

Ha KOTOPOM PaCMOJIOXKEH MOYTOBLIN AWK, MOALEPKMBAET PYHKLMIO FeHEpaLn

TaKuX YBEOMJIEHWIA, TO OTNPaBMTENb coobLieHns byneT MHGOPMUPOBaH O hakTe
[OCTaBKMU.

2. YBepoM/IeHNs 0 LeiCTBUSAX C COObLLEeHEeM, KOTOPbIE COBEPLUW MOJyYaTesb
(Message Disposition Notification, MDN). PAn mo4TOBbIX KJIMEHTOB
No3BOJIAIOT YKa3blBaTb HEOOXOAMMOCTb YBELOMJIEHNSA OTNPaBMTENS O TEX
LeNnCcTBUSIX, KOTOpPble COBEPLUMA NoJyYaTeb coobLLeHUs. TeXHUYeCKn 3TOo
peanun3yeTcsa nyTeM nomeLLleHnst ONOAHUTENbHON MHEOPMALIMK B 3ar0/10BOK
coobuieHmns (Mone "Disposition-Notification-To").

Moxanyi, caMbiM N3BECTHLIM TUMOM TaKMX YBELOMEHWI SBNAETCS "yBeLOMIEHNE
0 MpoYTeHMKN", reHepupyemoe nocsie oTobpaxkeHnsa coobLeHNs Ha 3KpaHe
NMOYTOBbLIM KIMEHTOM NoJiyyaTens. Kpome TOro, 0TNpaBMTe/lb MOXXET

YBEOOMAATLCS 0 NevyaTn coobuieHuns, 06 yaaneHumn 6e3 npoyteHnsa un T.M.
KOHKpPETHBIA COCTaB BO3MOXKHbIX YBEAOMJIEHNA ONPEeAENIeTCs MOYTOBbLIM KJIMEHTOM.

YBeOM/IEHUS TEHEPUPYIOTCSA KAVEHTOM MNoayvaTens (B cayyvae, ecnm KINeHT
noAepXXunBaeT 3Ty yHKLMIO) Npu 06HapyXeHMU COOTBETCTBYOLWEro TpeboBaHMs B
3arosioBke noJsiy4eHHoro coobuieHmns. Hanbonee pasBuTbie KIMEHTLI MO3BONAOT
BblbpaTh pexum o0bpaboTku ysegomneHmin. O6bIYHO B Ka4eCTBe ajibTEPHATUB
BblOOpa MCNOMIb3YIOTCA TPU BapuaHTa:

aBTOMaTW4YeCKasa OTnpaBKa YBEJJ,OMJ'IEHI/IVI,'

aBTOMATUYeCKOe UrHOPUPOBaHME TpeboBaHWiA, MPU 3TOM YBELOM/IEHUS He
OTMPABNAOTCS;

npenocTaB/iEHNE B KaXXA0OM KOHKPETHOM C/ly4ae noJib30BaTe 10 BO3MOXHOCTHU
Bbl60pa Mexay OTI'IpaBKOIZ yBeOoOMJIEHNA N UTHOPUPOBaHNEM TpeﬁOBaHVIFI.
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MpvMepbl yAaneHus noaen 3arosioBka
http://www.lissyara.su/articles/freebsd/mail/exim+exchange/

AyTeHTUdMKauuna

(#~Fix Me! ;

CrncoK JOCTYMHBIX (NPY KOMMNUAALMM) ayTEHTU(NKATOPOB CpeacTBamMu dovecot

exim -bV | grep Authenticators

CcbinIKM

Specification of the Exim Mail Transfer Agent ver. 4.70 russian
Split configuration into small files

Mwurpauusa ¢ MDaemon Ha Exim+Dovecot

Exim4 and base mail method

Exim4+Dovecot2 and alternative email mailbox

AyTeHTU(UKaLmMs cpeacTeamu dovecot

1)

PasgenibHas KOH(Urypauus B MaseHbKux annax
2)

KoHurypauus B 04HOM hane
3)

9TO AOCTUraeTCsa NU3MEHEHNEM UMEHU q3a|7|na
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http://www.lissyara.su/doc/exim/4.70/
http://wiki.debian.org/Exim
http://habrahabr.ru/post/154281/
http://habrahabr.ru/post/154281/
http://habrahabr.ru/post/154281/
http://habrahabr.ru/post/154281/
http://documentation.fusiondirectory.org/en/documentation_howto/exim4_base_mail_method
http://documentation.fusiondirectory.org/en/documentation_howto/alternative_email_addresses
http://wiki.lissyara.su/wiki/Аутентификация_средствами_dovecot
http://wiki.lissyara.su/wiki/Аутентификация_средствами_dovecot
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