NMopaknwyeHue K becnpoBogHou cetu B Windows Oes
BONOJIHUTENbHbIX (hansoB U cepTupukaToBs

':D MopknoyeHne K 6ecnpoBogHON ceTy BPYUHYO 6e3 fononHnTenbHbIX Pannios n cepTudukaTa. PaboTaeT ona cnegyrowmx
Bepcuir: Windows Vista, Windows 7, Windows 8

YcTaHoBKa npoduns 6ecnposogHon ceTu

a) HaXXumaem 3KpaHe KHOMKY Myck U NueM YnpaeneHue 6ecnpoBofHbIMK CeTAMU, 3aMYyCKaeM HaNLEeHHbIN 3N1eMeHT

Manenb ynpasnedus (1)

s
@I‘IPHEHEHHE ﬁE[I‘IFIEIEEI,.'J,HbIMH CETAMHK

- O3HAKOMWTECA € ApYTHMKA PESYNETaTaMK

|}'nEaEnEHL-1E BECNPOBOAHbBIMIN CETAMY X | | 3apepweHne pabotel | F |

6) B OTKPLIBLUEMCS OKHE Ha)KUMaeM KHOMKY [o6asuThb:
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@thﬂﬂ « CeTb.. » ¥npaen.. - | +4 | | Mouck: ¥npaanenue Becnposod... P |

Ynpaenexne OecnpoBoAHbIMK CETAMM, MCMOAB3YHOLLMMM
(becnpoBoAHOE CETEBOE COEAMHEHME)

Windows neraerca noaKno4aTeCcd K 3TUM CETAM B NOQPAJKE WX NEpEYMCNEHWA B
CMUCKE HUXE,

NoBaewTe) CeolcTea agantepa  Twnel npodwneld @

CeTw, JOCTYNHBIE ANA NPOCMOTPE, W3MEHEHWA W NEPEYNOPAZCYMEIHNA (2] ~
!-"h- net BezonacHo... WPAZ-Personal

_q
!-"h- cool_net BezonacHo... WPAZ-Personal

INeMeEHTORB: 2

L

B) 3aTeM BbIbUpaeMm 3n1eMeHT Co3aaTh NPOGUsb CETU BPYUHYIO

r A
—_ !

u 2! Mogknouenne k BECNpoBOAHOR CETH BRYUHYH

Kak nobaBuTe ceTh?

d _O3faTbh NpoQib C
"= Mpw 3T0M CO3A3ETCA HOBBIA NPOGKIL CETH MK 0BHAPYXWEAETCA CYLLIECTEYHLLEA |
: CETh, M NpogrIE CETH COXPAHAETCA HA KoMNboTepe, HeoBxoanmo 3HaTE MMA CETH |
(55107 w kntouy GesonacHoOCTW (ECM OH ECTR).

A (C03AaTh CETh "KOMMNBHTEP-KOMMNBHOTER"

Mpw 3TOM co3paETCR BpEMEHHARA CeTb ANA oblyero gocTyna K dainam nin gna
nogniodeHnA K MHTepHety
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r) cnepytouiee OKHO 3amnoJiHAeM B COOTBETCTBUN C V|306pa)KEHVIEM N HaXXKNMaeM KHOMKY ,D,anee:
. N
R

@ 2 Mogknrouenne k BECNPOBOAHOR CETH BRYUYHYH

BeeawTe nHdopmaLmio o BecnpoBoAHON CeTH, KOTOPYHO Bbl XOTUTe A006aBUTE

Flrag cetm e

Twun BesonacHooTi: ’WPM-Enterprise vl

Tun wndpoeanua: ’F\.ES vl

Knrou BesonacHooTw: CEpbITE CHMBONLI

EEH}"CKETI: ITO NOQKNHYEHWE GETOMATUHECKHA

[C] Doaknrouatecn, 4aske £CAW CETh HE NPOM3BOANT LUNPOKOBELLATENRHYK NEpEAAYY

Mpegynpesxgedwne, MNpn epbope 3Toro napameTpa Be30NacHOCTE KOMMNBHITEDE MOMET
BbITe Nog yrpo3o.

e

[l) B CNefyloLLeM OKHE HaXKMMaeM KHOMKY W3MeHUTb napaMeTpbl MoAKI0YEHMS:
F B
R

& 2! Mogentodenne k BecnpoBoaHOR CETH BpYYHYHD

YenewHoe gobasneHwe

G’TKFI'I:IIE-EET OKHO CBOWCTB nodnYeHda 4na KsMeHeHnAa NagaMeTpoEe.
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€) nanbuwe BbibpaeM BKNaAKy be3onacHoCTb

-

Ceoiictea BecnposoaHoi ceTw T ﬁ1
o ol
Hma:
S5ID: il
Tun ceTi: Todka gocTyna

ﬂDCI'YI'IHDCI'b CETHI ONnA BCEX NoNE30EaTENEN

[V]{loaknoyaTECA SBTOMATHYECKM, SCTM CETE B PAOMYCE ASHCTEWS;

[ NoaknoyaTECA K Bones NOAXOAAWENR CETH, ECTM DHE ECTE

[ NoaknrouaTECR, Aake ECAM CETE HE BEAET BELLEHWE CBOErD
MMEHK (S5I0)

Ok ] [ OTHMEHE

€) ybe)xlaeMcs YTO HaCTPOMKM Ha BKJafKe COOTBETCTBYIOT HAaCTPOMKaM Ha n300pa>keHNn U HaXXKUMaeM KHOMKY MapameTpsi
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Ceoiictea BecnpoeogHoi ceTw T ﬁ

MogrnioyeHWe | be3onacHocTb

Tun BesonacHoCTI: [WPAZ-EnterpriSE "]

Tun WhdpoBaHMA; [AES v]

BrIfpaTE METOO NPOBEDKK NOOMMHHOCTIA CETH:

[Micmsnﬂ:: SawmweHHEe EAP (PEAR) - 1'

EEI'IDHHHETI: MOK YHETHBIE A&HHBIE ANA 3TOro
NOAKNEDYEHHMA NP KEXA0M BEX0AE B CUCTEMY

OononHUTENEHEIE NEPEMETDE

[ Ok ] [ OTMeHa

)K) B OTKPbIBLLEMCS OKHE CHMMAeM ranoyKy C MpoBepsaTb cepTUdhUKaT cepeepa U HAXKMMaEM KHOMKY HacTpouTs
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CeolcTea sawmwenHoro EAP u

Mp NoAKAKHEHMIA:

[ |NpoeepaTe cepTudukaT cepeepa;

MookNOUETECA K CEPEEPEM;

A0EEpEHHEIE KODHEERIE LEHTPRI CEPTHHIEELLMAH:
0
[] Baltimore CyberTrust Root
[ certum ca

[7] class 2 Primary CA

[ clage 3 Public Primary Certification Authority
[ clags 3 Public Primary Certification Authority
[] Deutsche Telekom Root CA 2

a4 | m

[ »

He ZanpalMEaTE NoNE30BaTENA SETOPME0EATE HOBRIE
CEPBEEPEl UMW A0BEPEHHEIE LEHTPEI CePTHBMKALIAM,

BrIfEpMTE METOO NPOBEDKK NOAMMHHOCTI:

[BEUJ.HU.LEHthﬁ naponk (EAP-MSCHAP v2) T] ll

BmouMTE BEICTPOE NEpenoaKMHYEHHE

[ BrAouMTE 3EWMTY AOCTYNE K CETH
[7] OTknrouaTECA, ECnK CEPBED HE MOLAEMKMBAET MPUESASKY C

WWHPOBSHWEN YEDES MEXAHKMIM TLY
[ BratommTe

YAOCTOEEPEHNE

KOHDMA EHLMENEHOCT

[ 0K ] [ OTMeHa

3) Ybupaem ranoyky c lcnonb3o08aTe aBTOMaTMYECKM UMS BXOAa W Naponb U3 Windows (v uMs gomeHa, ecin cywectsyeT). Haxxmmaem
KHOMKY OK. W B NpeablayLLeM OKHe TakXe HaXXMMaeM KHoMKy OK:
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CeolcTea sawmwenHoro EAP ﬁ

r B
Ceoitcrea EAP MSCHAPYZ e

[pi oAk NHOYEHAN:

Menonk30EaTE BETOMETUYECKI MMA EX00E W
[C|napone us Windows {1 wma aomMeHa, ecnu
CywecTsyeT).

| T Class 2 Primary CA

[ clage 3 Public Primary Certification Authority

[ clags 3 Public Primary Certification Authority

[] Deutsche Telekom Root CA 2 -
a4 | m b

He 3anpawkEaTe NoNL30EaTENA S5 TOPM30EaTE HOBbLIE
CEPEEPEl MNKM A0BEPEHHBIE LEHTPEI CEI:ITI-1¢II-1KHLI.I-1I-1.

BrIfEpMTE METOO NPOBEDKK NOAMMHHOCTI:

[BEUJ.HU.LEHHblﬁ naponk (EAP-MSCHAP v2) T] [ HacTpouTe...

BmouMTE BEICTPOE NEpenoaKMHYEHHE
[ BrAouMTE 3EWMTY AOCTYNE K CETH

|:| DTKMOYETECA, BCNK CEPBED HE NOAAEHMBAET NMPHBASKY
WWHPOBSHWEN YEDES MEXAHKMIM TLY

[ BratommTe
YAOCTOEEPEHNE

KOHDMA EHLMENEHOCTH
| I OTHMEHS

1) Ha BKJ1lafgKe besonacHocTb HAaXXUMAEM KHOMKY [onosHUTENbHbIE NapaMeTpbl:
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Ceoiictea BecnposogHoil ceTi M ﬁ

MogrnioyeHWe | be3onacHocTb

Tun BesonacHoCTI: [WPAZ-EnterpriSE "]

Tun WhdpoBaHMA; [AES v]

BriSpaTe METOA NPOBEPKM NOANMHHOCTIA CETH:
[Micmsnﬂ:: SawmweHHEe EAP (PEAR) v] [ MNapaMeTpbl

EEI'IDMMHETI: MOK YHETHBIE A&HHBIE ANA 3TOro
NOAKNEDYEHHMA NP KEXA0M BEX0AE B CUCTEMY

€] [ononHUTEnbHEIE NapaMeTpel |3

[ 0K J [ OTtmeHa

b

) B OKHe [lononHuTeNbHble NapameTpsl YCTAHABJIMBAEM FaJIOYKy YKaXuTe pexxum NpoBepKu MOAJMHHOCTM, @ HUXKE U3 CMUCKa
BblbMpaeM Mposepka NOAAMHHOCTM MOJIb30BATENS UM KOMMbOTEPA U HAXKMMAeM KHOMKY OK 34eCb U B NpeablayLeM OKHe:
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F B
,ﬂﬂnDﬂHHTEﬂI:HI:IE napamMeTphl u

MapameTpel 802. 1% | NapameTpe 802, 11|

[V]i¥KamuTe pEXM NDOBEDEM NOATMHHOCTH

[I'lpoﬁema NoAnMHHOCTH "] |Z|:|>:|:uaHL1Tb YYETHbLIE AAHHBIE

[] ¥aanuTe y4eTHelE AEHHEIE BCEX NoMbIoBaTENEN

BrOMYNTE EANHYHD PETMCTPAELIAKD ANA CETK

(@ BeINoAHATE HENOCDEACTEEHHO NEPEA EX0A0M
nonL30EaTENA

BeINonHATE Cpasy Nocne BXoAa Nonb30EaTens

MaKCHMaNEHIA Sa4Epuica (CeKyHAR:

[/] PaspewmTes oTobpameHe AONONHUTENEHEX
AWENoroBeIX OKOH NpW EAMHOM BX00E

[ |B 5Toit ceTH Mcnons3ykoTCA oTASNEHEIS
BMPTYansHEIE NOKANBHEIE CETW ANA NPOBEPKK
NOGAMHHOCTM KOMIBKOTEPE M NONB30EaTENA

K) La/iblle HaXXMMaEeM KHOMKY 3aKpbiTh
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— =)
u 2! Mogknouenne k BECNpoBOAHOR CETH BRYUHYH
YenewHoe gobasnedve
* L =il = AR aivie | D LAL R A IP ST LA
OTKpbIBAET OKHO CBORCTE NOAKNHOYEHWA ANA MIMEHEHWA NAPaMETPOE.
G )
T

1) BUAMM, 4YTO B OKHE YnpasfieHune 6ecrpoBoiHbIMY ceTaMU MOABUCSA CO3AaHHbIA NPOodnIib
il B
(= | E

@thﬂﬂ « CeTb.. » ¥npaen.. - | +4 | | Mouck: ¥npaanenue Becnposod... P |

Ynpaenexne OecnpoBoAHbIMK CETAMM, MCMOAB3YHOLLMMM
(becnpoBoAHOE CETEBOE COEAMHEHME)

Windows neraerca noaKno4aTeCcd K 3TUM CETAM B NOQPAJKE WX NEpEYMCNEHWA B
CMUCKE HUXE,

JoGaewte  CeolicTea agantepa  Tunel npodgwned  » @

CeTw, JOCTYNHBIE ANA NPOCMOTPE, W3MEHEHWA W NEPEYNOPASCYMEIHNA (3] ~

l-“ W™ BesonacHo... WPA2-Enterprise
l-“ ret BezonacHo... WPAZ-Personal

—— - WD AT =
“. el BesonacHo... WPAZ-Personal

INeMEHTOE: 3

L
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MopknioyeHue K ceTu
[0ns BbIMOJIHEHUSA 3TOrO MYHKTa eCTb NpefBapuTeNbHble TpeboBaHMA:

e 6ecrnpoBoAHO afanTep NPaBUIIbHO YCTAHOBJIEH U BKJ/IOYEH
® Bbl HAXOAWUTECH B 30HE JOCTYMA K CETU

a) BEposiTHee BCero ceTb OyleT HallleHa aBTOMATUYECKM U Bbl YBULAMTE cheayiollee coobuleHne, No KOTOpoMy cneayet
LENKHYTb MbILLbIO (€CAN TAKOr0 HET, TO MEePEXoAnUM K NMyHKTY r):

Ak [na nogkntoueHns K | TpebyroTca AONOAHWTENbHbIE CBEAEHMA. ? X
= WlenkHuTe gns NoAYHEHNA AONCAHWTENBHBIX CEBESEHNA,

3 e

6) B OTKpPbLIBLLEMCS OKHE BBOAMM YYEHbIE AaHHbIE, B NepPBOE noJsie - UMA_MOJIb30BATENS, a BO BTOpoe - NMAPOJIb.
. -
BesonacHocTe Windows I&

npDBE‘pKa NOAMAMHAOCT CETH
BeeanTe yueTHbIE AaHHEBIE NONLICEATENA

| ok || Omena

b

B) eC/nn MOAK/OYEHNE BLINOJIHEHO, TO LWEJSKHYB MO 3Ha4yKy CETU B NMPaBOM HUXKHEM Yy, MOXXHO yBMWAETb Balle
NOAKJII0YEHNE (BbILENEHO KPACHbIM):
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TekyLLME NoAKNHIYEHNA:

Do o
Bez goctyna k ViHTepHETy

Yﬂ,EJ'IEHHbIﬁ ACOCTYN M BUPTYaNbHbIE YACTHBIE CETH ¥

EE[I‘IFIEIEEI,EI,HDE CETEEBOE COEJWHEHWE ]
— Moaxnoueno !!!!!
WiFi- 1 =
WiFi-S -5 M

LleHTp ynpaenedms ceTAMN W oBLLIAM J0CTYNOM

r) ecnvm NOAKAYEHNS He NPON30LNI0 NN MYHKT @ HE BbIMOJIHAETCA, TO B MPAaBOM HUXXHEM Yrjly HaXXUMaeM 3HA4Y0K CeTH,
Bbl6|/1paeM ceTb UMA_CETU N HaXKMMaeM KHOMKY MoaknoyeHve:

HeT nogkntodeHuna
ﬂ EcTe ADCTYMHEIE MOAKAMIYEHMA

yﬂ,EJ'IEHHbIﬁ A0CTYN 1 BUPTyanbHbIE YaCTHBIE CETH b

EECI‘IFIDED,{I,HDE CETEEQE COEAMHEHHME -

— 1!!!!
€ Tomoussne D

- -,!ﬁ]
|
- M

uﬂj] m
' I T

LleHTp ynpaeneHns cETAMN W CBLLIAM J0CTYNOM

L) NpoJoKaem € nyHkTa 6
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