ObecneyeHue napametpamm (Provisioning)

S Fix Me!

SIP ycTponctea Grandstream MOXHO HaCcTpanBaTb Yepe3 BCTPOEHHbIN Beb cepeep mam vyepes KoHDUTrypaLMOHHbIA (hann
3arpy>kaembiin no npotokonam TFTP nnn HTTP/HTTPS.

Bce SIP ycTponctsa Grandstream nopgepxuBaloT nponpueTapHbii 6uHapHbIn hopMaT KOHDUIrypaLMoOHHOro danna.
YctponcTea cepum GXP21xx/14xx/11xx, GXV31xx, HT50x, HT70x, GXW40xx n DP71x gonofHUTeNbHO noaaepxueatoT XML
hopMaT KOHUrypaLMOHHOro hanna.

Korpa yCTpoWCTBO 3arpy>KaeTcst Npu BKAYEHUN WAU NpU Nepe3arpy3ke, OHO 3anpallimBaeT KOHMUIYPaUMOHHbIA ain
opmaTa cfgMAC, rae MAC 3To MAC afpec 3TOro ycTpolcTea, Hanpumep cfgd00b820102ab. UMa daina foMKHO 6bITh B
HUXKHEM perncTpe.

®ainn dopmaTta cfgMAC 3TO NPONPUITapPHbLIA BUHAPHLIA (hOpMaT KOHMUIYPaALMOHHOTrO (aiia MoXeT BbiTb Co3AaH npu
nomown Grandstream configuration tools.

YcTponcTtea, KoTopble nogaepxmeaioT XML cdopmaT KoHpUrypaunoHHoro gamnna 6yayT BbINOAHATL 3anpoc daina
cfgMAC. xml.

CxeMa npouecca

cfgMAC.x
Hayvano 3ar|vpoc Pa3bop taitna u npymeHeHne o ml
anna . 3anpoc tanna cfgMAC.xml HeTt
npowecca HOBOW KOHUIypaLum 3arpy>xeH
cfgMAC
ycnewHo ?
Oa
Kone Pa3bop thaiina n npyuMeHeHne Pa3bop tanna n npumeHeHune
H HOBOW KOHUrypaumm HOBOW KOHUIrypaumm
3anpoc
XML
tanna
cfg.xml

ObpaTnTe BHUMaAHWE, YTO HACTPOWKK ByayT NMPUMeEHEHbI Mocsie 3arpyskn gaina cfgMAC. ODTO 03HayYyaeT, YTo CepBep
HaCTPOWKK NoAroToBky K paboTe (Provisioning) MoXxeT nepeHanpaBuTb yCTPoNcTBO Ha XML cepeep 6e3 nepesarpy3ku. 310
MOXKeT BbITb NCNOJIb30BaHO 411 NepeAayn 3awndpoBaHHbIX Napoaen XML.

Ecnn 3arpy3ka cfgMAC.xml He NpoLuJia yCreLlHo, NPoLEecc HacTPorKKu ByaeT 3arpyxaTb ain cfg.xml. DTOT NOAX0A MOXET
6bITb MCNOMBL30BaH ANA peann3aunn AByxda3Horo Mpouecca NoaroTosky K pabote (Provisioning).

MapaMmeTpbl HACTPOUKM

MapameTpbl HACTPONKK CBA3aHbI C NOASMU Ha Beb CTpaHuuax ycTponcTea. IMa napameTpa HavumHaeTcs ¢ 6ykBbl P 1 OT 2 10
3 (Bo3MoXxHO Ao 4 B byayuiem) undgp. Hanpumep, P2 310 Admin Password Ha cTpaHuue Advanced Page. CNUCOK NapaMeTpoB
KOHKPETHOro yCTPOMCTBa CBA3aH C Bepcuen npowmskuy (firmware).

LLabioHbI HacTpoek

Ina cospaHne dannos Grandstream npepnaraet free Configuration File generator software in both Linux/Unix and Windows
platform. Both Configuration File Generators can be downloaded from Grandstream official web site at
http://www.grandstream.com/support/tools .

TpaZnLMOHHO AN1S 3arpy3Ku (haitioB KoHUrypauum ncnonb3osanca TFTP. OgHako, nonynspHelin cerdac HTTP/HTTPS 6onee
HafexeH n He nmeeT npobniem ¢ NAT.

Grandstream Configuration Generator no3sonseTt wWucpoBaTb hailsl HaCTPoOeK Mno anropuTmy AES 128. Windows Bepcus
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http://www.grandstream.com/tools/GAPSLITE/config-template.zip
http://www.grandstream.com/support/tools

nporpaMMbl MO3BOJISIET HE UCMOJIb30BaTb LIMMPOBAHUE, HO 3TO HE PEKOMeHAyeTCs.

Mpedukc un cycppukc B uMeHax pannos

MapameTpbl P232 1 P233 3T0 NpeduKkc n cyddukc ana npowmnsok (Firmware), cooTBeTcTBEHHO. [MapameTpbl P234 and P235
3T0 NpedurKkc 1 cyhdukc ons dansia HaCTPOEK, COOTBETCTBEHHO.

MpeduKCc 1 CyderUKe B MEHaX (haiioB NpOoLLNBOK Pa3peLlatoT YCTPONCTBY 3arpy>KaTh COOTBETCTBYIOLLYIO NMPOLIMBKY.

B pononHeHne napameTp P238 ([poBepsATb HOBYIO NpownBKY (Firmware) ToAbKO ecan U3MeHWACa npedukc n cypdukc)
YyCTaHOBUTL B 1, yCTPONCTBO ByaeT 06HOBAATEL NPOLUNBKY €C/I M3MEHWUIICA Npedukc n cydhdukc danna.

Kpome 6a30Bbix MMeH CBAi3aHHbIX ¢ BT100: boot.bin, bt-110.bin, html110.bin, vocbt.bin, vp.bin. MOXHO NCNOMbL30BaTb
gs_ KaK npedukc, n _1.0.7.5 Kak cydpdukc: gs_boot.bin 1.0.7.5, gs_bt-110.bin 1.0.7.5, gs_html110.bin_1.0.7.5,
gs _vocbt.bin 1.0.7.5,gs vp.bin 1.0.7.5

Llenb 3T0ro B TOM, 4T06bI BCE MPOLUMBKIW C Pa3HbIX BEPCUW MOTJIM BbITb COXPaHEHbI B OHOM KaTanore, a Aas Toro, 4Tobbl nx
OT/INYNTb MOXXHO UCMOJIb30BaTb NpedunKc n cyhhuke daina, To ecTb, BCce anibl ¢ Cydhdukcom 1.0.7.5 npuHagnexaTt
npowumeke sepcun 1.0.7.5.

To e npaBuio NpUMeHAeTCa U K alinaM HacTpoek, TO ecTb, ain cfgdoeb82000001, MoxeT BbITb B 3 Bepcusx:
gs_cfgb00b82000001 cfg00l, gs cfgbBOb82000001 cfgbo2 U gs cfgdBOb82000001 cfgh03. 3mech, 6azoBoe UM taina
cfg000b82000001, HO 3 pa3/iMyHbIe BEPCUN OTINYAITCS NPEMUKCOM 1 CYyPHUKCOM.

CepBep npowwinBoOK U hannoB HacCTpoek

B nononHeHune K npedukcy n cyhdrkcy MOXXHO MCNOb30BaTb pa3Hble nMeHa cepepoB (FQDN).

Hanpumep:
MapameTp | OnucaHue Mpumep
P192 MyTb K cepBepy nNpowwmsok | firmware.grandstream.com/HT502/1.0.7.6
P237 MyTb K cepBepy HacTpoek | provisioning.grandstream.com/HT502

YnpaBneHue 3aKa4ykon (pannoB HAaCTPoOeK U OOHOBJNIEHUA

Ecan napameTp P194 (ABTOMaTM4yeCcKoe 0OHOBNEHMNE) YCTAaHOBJIEH B 1, MOXXHO UCMOJIb30BaTh NapamMeTp P193 (UHTepBan
aBTOMaTu4yeckoro obHoBNEHNS).

PRE-CONFIGURATION AND CONFIGURATION REDIRECTION

For mass deployment, Grandstream provides TFTP/HTTP redirection service. This service is free. Here is how redirection
works. By default all Grandstream products point to our provisioning system. When a unit is powered up, it will automatically
contact our provisioning server. Our provisioning server will then redirect the unit to customer’s TFTP/HTTP/HTTPS server. The
unit will reboot and send further provisioning request asking for configuration file (or firmware file) from customer’s
TFTP/HTTP/HTTPS server.

Below is the information we need from service providers for TFTP/HTTP redirection:

1. MAC address range, this should be printed on the carton box 2. Your TFTP/HTTP server IP address 3. Your company name
and address

Here is what service providers should do:

1. Create configuration files for all the devices and put them on your TFTP/HTTP server 2. Download the latest official release
from http://www.grandstream.com/support/firmware and put them on your TFTP/HTTP server (same directory as above) 3.
After we inform you that the devices have been entered into our central provisioning database, please take out a few devices
to test. Upon powering up, they should contact our provisioning server fm.grandstream.com/gs first, and then get redirected
to your TFTP/HTTP server and pull out the firmware files and the configuration files. They will be upgraded to the latest
firmware with your configurations.
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http://www.grandstream.com/support/firmware

Grandstream also offers pre-configuration of our devices in factory, but this will incur an extra cost to the product ordered.

ABTOMaTH4YecKasa NoaroTtoBka K pabore (Provisioning)

YcTponcTsa nogaepxusatotr DHCP onummn 66 nan 43 for automatic provisioning within a Local
Area Network. The provisioning server URL is embedded inside standard option 66 or 43 of
DHCP responses. All Grandstream product families support DHCP Option 66 while the new
product series GXP21xx/14xx/11xx

support both DHCP Option 66 and 43.
Grandstream SIP devices send out DHCP DISCOVER with the following information:

DHCP Server can be configured to send the following information in its DHCP OFFER. Please
notice that in this example, an HTTP://URL is provided in the Option 66 “TFTP Server Name”
field. Device will then issue HTTP requests instead of the traditional TFTP requests to the
server.

This design allows more flexibility in device provisioning. While all Grandstream SIP devices
support DHCP Option 66, only new product series GXP21xx/1l4xx, GXV31lxx, HT50x and

GXW40xx support this additional flexibility.

XML PROVISIONING SCHEMA AND EXAMPLE FILE

The general XML syntax consists of a list of name-value pairs. P-Value is the element and the
value of the element is represents the value for that particular configuration that the
corresponding P-Value represents. For the complete P-value list, please refer to the Tlegacy
configuration templates at

http://www.grandstream.com/support/tools

Example XML configuration file (cfgxxxxXxxxxxxxx.xml) :

<code>
<?xml version="1.0" encoding="UTF-8" ?>
<gs_provision version="1">
<mac>000b82123456</mac>
<config version="1">
<P271>0</P271>
<P270>Account name</P270>
</config>
Grandstream Networks, Inc. SIP Device Provisioning Guide Page 8 of 9
www.grandstream.com Last Updated: 9/2012
</gs_provision>

The mac element is not mandatory. It is designed this way because not all provision systems
support MAC address. If it is present, the provision program will validate the mac element with
the actual MAC address on the device.

XML FILE ENCRYPTION

The XML configuration file may be encrypted using AES-256-CBC algorithm. The encryption
password is defined in P1359 (XML Config File Password) of the configuration file. The
encryption may use salt to enhance security. The algorithm to derive the key and IV from a

password is the same as the one used by OpenSSL:

The OpenSSL command-line to encrypt the file is as follows:
Openssl enc —e —aes-256-cbc —k password —in config.xml —out CTgXXXXXXXXXXXX.XmL

Alternatively, users can also set the XML Config File Password in the web UI of the phone.
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Figure 2: Using web UI to define the XML Configuration File Password

When the XML configuration file is encrypted using this method, the phone would only be able
to decrypt and parse the file if user set the XML Config File Password in P1349 of binary
configuration file or in the web UI.

SECURE PROVISIONING

Although the XML configuration file can be encrypted and the encryption algorithm itself is
regarded as safe and strong by using AES with 256-bit key length, it remains a question on how
to bootstrap and provision the initial XML encryption password. There are several methods to
provide solutions to this:

1. Use legacy binary configuration file to set the initial XML encryption password. The
legacy binary file is encrypted and it generally regarded safe.

2. Use HTTPS and use client side authentication. This is the industry standard approach and
has the strongest safety.

BuHapHbin paun (.cfg)

McTOYHUK nHpopmMauunn

OnucaHue copmaTta

CTpykTypa hanna

3arosioBoK (16 6anT)

MapameTpbl yCTPONCTBA
&gnkey=0b82

If the length of this parameter string is not even, a zero byte is added to the string,(Padding byte if length is not even)

3arosioBoK

00 00 00 44 58 1b 00 Ob 82 00 00 00 0d 6a Od 0a | [pMMep 3aronoOBKa B LUECTHAALATUPUYHOM BULE

00 00 00 44 58 1b 00 Ob 82 00 60 00 0d 0Oa Od Oa | BoloesieH MAC afpec: 000b82000000

00 00 00 44 58 1b 00 Ob 82 00 00 00 0d 6a 0d 0a | BoineneHbl ABa CRLF

00 00 00 44 58 1b 00 Ob 82 00 00 00 Od Ga 0d Ga | CaMoe MHTEPECHOE 3TO MNepBble 6 BaNT...

BauT | 3HauyeHue
0x00 | 0x00
0x01 | Ox00

0x02 | high of (length of parameter string) divided by 2

0x03 | low of (length of parameter string) divided by 2

0x04 | 0x00 (replaced by high of checksum)

0x05 | 0x00 (replaced by low bytes of checksum)

0x06 | 1-bin OKTET MAC agpeca

0x07 | 2-bln OKTET MAC agpeca

0x08 | 3-bIn OKTET MAC agpeca

0x09 | 4-blit OKTET MAC afipeca

0x0A | 5-blif OKTET MAC afipeca

0x0B | 6-blii OKTET MAC afipeca

0x0C | CMmBON «BO3BpaT KapeTkm» (0x0C)
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http://www.voip-info.org/wiki/view/Grandstream+Configuration+Tool

BanT | 3Ha4yeHue

0x0D | CuMBOJ «MepeBos CTPOKM» (Ox0A)

0x0E | CumBOJN «BO3BPAT KapeTKu» (0x0C)

0x0F | CMMBON «MepeBod CTPOKM» (Ox0A)

You then compute a 16 bit checksum (initial value 0x0000 - adding the value of each individual byte) of the entire
confguration string. This value is the subtracted from 0x10000 and placed in bytes 4 and 5 of the header, then the header
and parameter strings are written to a binary file.

This format has been tested and confirmed with firmware versions ip to 1.0.6.0 of the grandstream and BudgeTon and
HandyTone devices.

MapameTpbl YCTPOUCTBA

MapameTpbl Npeobpa3sytoTcs B hopMaT URL-encode.

Mpumep
[o npeobpa3oBaHus Mocne npeobpasoBaHus
P30=time.nist.gov
P63=1 P30=time.nist.gov&P63=1&P31=1
P31=1

CranpapTHoe wudpoBaHue cfg

MepeBon:

CaM KJII04 reHepupyeTCs N3 HECKOJIbKMX KYCKOB MHopMaLmen: AnHa 3amndpoBaHHbIX daHHbIX, MAC-agpec yCTpPOMCTBa,
cnyvaliHoe 2-6aiTOBOE YMCNO, U, HAKOHEL, KOHTPOJIbHYI0 CYMMY AaHHbIMW. [1ns yCTPOWCTBaA, pacliMgpoBKa AaHHbIX 6e3
sToro MHgopmaumsa bbina 66l HeBO3MOXXHaA. Takum obpa3om, BCA 3Ta nHgopmaumsa (MmHyc MAC-agpec) npeaBapseTcs Kak 16
6anT 3arosioBka K 3awngpoBaHHOMY KOHUIYpaunoHHoro ganna! O4esmaHo, 4To MAC-afpec He fosKeH BbiTb NepefaeTcs
Ha YCTPOMCTBO, KakK 3TO YXXe 3HaeT, (He MeHee, uMA hana KoHpurypaumm obolyHo conepxnt MAC anpecom). Takum
06pa3om, C MOMOLLbIO 3aro/0BKa (haisia KOH(UrypaLmm MOXXHO JIerko reHepmpoBaTb KoY, KOTOPbIA Bbl1 MCNOJIb30BaH A
WNGHPOBKN JaHHbIX, U C MOMOLWbI0O CUMMETPUYHOIO aaropuTMa WHU@PPOBAHNA UCMOJIb3YeTCa OH TakXe MoXeT ObiTb
NCMNOJIb30BaH NS paclunppPOBKN SAHHBIX.

[VOIPSEC] Security Vulnerability in the Grandstream HandyTone devices. Anon Anon yetanother at earthling.net Wed Mar 25
17:31:00 GMT 2009

The device can be configured in different ways this discussion will focus on how its generally used in large scale
deployments. When the HandyTone is turned on, it sends an HTTP (or HTTPS) request to the manufacturers configuration
server asking for a configuration file (cfg000B82XXXXXX) based on the MAC address. This configuration file changes the
default configuration server from that of the manufacturer (fm.grandstream.com/gs) to that of the provider. Once again, the
HandyTone requests a config file, but this time from the provider. The VolP configuration file, among other things, contains
the SIP account credentials. The only information provided to both of the configuration servers is the MAC address of the
device.

Grandstream provides a small java application which can be used to generate configuration files. It takes a input config file,
strips out the comments, and converts the ASCII text into ISO-8859-1. The application then enciphers the data with AES-128-
CBC with an auto-generated key. The key itself is generated from several pieces of information: the length of the encrypted
data, the MAC address of the device, a random 2-byte number, and finally a checksum of the data. For the device,
deciphering the data without this information would be impossible. So, all of this information (minus the MAC address) is
prepended as a 16 byte header to the encrypted configuration file! Obviously, the MAC address does not have to be
transmitted to the device as it already knows it, (non-the less, the name of the configuration file usually contains the MAC
address.) So, by using the header of the onfiguration file one can easily generate the key that was used to encipher the data.
And since a symmetric encryption algorithm is used it can also be used to decrypt the data.

The configuration files, or more accurately the SIP credentials within can be obtained by preforming a man-in-the-middle
attack on a device. That is, an attacker can monitor the communication channel of the device as it requests the configuration
file (assuming HTTP and not HTTPS is used). This attack is not very interesting because intercepting traffic on a large scale is
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not feasible. The more interesting approach is for the attacker to pretend to be the device and do request the configuration
file directly from the server (via HTTP or HTTPS). All the information one needs to preform this attack is the MAC address of
the device, which can be obtained from network broadcasts or by simply guessing MAC addresses. If the MAC addresses are
assigned in a linear fashion by Grandstream, then it makes this attack very easy to preform. If not, there are only ~17 million
possible Grandstream MAC addresses. An exhaustive search for MAC addresses would not be infeasible. Although
Grandstream and VolP providers could implement some code to prevent exhaustive searches on their database it would not
be very effective, since an attacker could simply use a botnet or even TOR.

In a few words, the consequences of this blatantly insecure authentication system allows anyone with little ambition to
extract thousands of SIP credentials. Affected users are those who subscribe to VoIP providers which make use of this auto-
configuration system, and there are plenty of providers out there, some of which have a very large subscriber base.

The quick fix to this problem is to shut down the auto-configuration servers both those of the providers and those of
Grandstream. Unfortunately as a result of this, the users will have to configure the devices manually. A better fix would be to
use asymmetric cryptography scheme, pre-load a unique private key onto the device and make a database of the public
ones. The problem is that the key would have to be stored permanently on the device which, depending on the hardware,
might not be feasible.

Attached is a utility for decrypting the encrypted config files.
PS.

I have contacted grandstream about this issue, unfortunately they did not appear to be overly concerned.

[VOIPSEC] Security Vulnerability in the Grandstream HandyTone devices.

CcbinikMn

TR-069 Information
O6Lee onucaHne TexHonorum Provisioning (Ha aHrIMACKOM SA3bIKE)

ObLee onucaHne TexHonorum Provisioning (Ha aHrIMACKOM SA3bIKE)
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http://voipsa.org/pipermail/voipsec_voipsa.org/2009-March/002939.html
http://sysadminmosaic.ru/_media/grandstream/tr69_doc.pdf
http://www.grandstream.com/general/gs_provisioning_guide_public.pdf
http://www.grandstream.com/general/gs_provisioning_guide_public.pdf
http://www.grandstream.com/general/gs_provisioning_guide_public.pdf
http://sysadminmosaic.ru/_media/grandstream/gs_provisioning_guide_public.pdf
http://sysadminmosaic.ru/_media/grandstream/gs_provisioning_guide_public.pdf
http://sysadminmosaic.ru/_media/grandstream/gs_provisioning_guide_public.pdf

=)
=
=
=)
i
>
o
1
o
~
£
[
[}
}
whed
[02]
-
=
[
b
o
~
S
L
=
[
(2]
o
£
=
£
-
T
n
>
("
=
o
ol
el
2=

2020-11-12 16:08

7/7


http://sysadminmosaic.ru/grandstream/provisioning

	Обеспечение параметрами (Provisioning)
	Схема процесса
	Параметры настройки
	Префикс и суффикс в именах файлов
	Сервер прошивок и файлов настроек
	Управление закачкой файлов настроек и обновления
	Автоматическая подготовка к работе (Provisioning)

	Бинарный файл (.cfg)
	Описание формата
	Структура файла
	Заголовок
	Параметры устройства

	Стандартное шифрование cfg

	Ссылки

