libvrt — TLS

CTaHpapTHLIN BapuaHT CO34aHNA KoYen n cepTudukatos gnsa pabotsl libvrt no TLS

Hy>XHO yCTaHOBUTL MaKeT:

apt install gnutls-bin

Tunosblie o encTBuUA

e Co3faHue HOBOro LeHTpa cepTudmkauum
e Co3faHue cepTudukaTta LLeHTpa cepTudunkaumnm

Co3paHue HOBOro cepBepa

Co3paHue KtoYa cepBepa
Co3paHue cepTudumkaTta cepsepa
HacTponka cepBepa

HacTtpoika libvirtd gnsa TLS

Co3paHue HOBOIro KJIMeHTa

o Co3JaHune KJto4a KaneHTa
e Co3faHue cepTuuKaTta KameHTa
e HacTpolika KneHTa

Co3pnaHue HOBOIO LeHTpa cepTudukauum

certtool --generate-privkey cakey.pem

Co3zpaHue cepTudmkaTa LeHTpa cepTudUKaumm

®ann ¢ nHopmauuen

ca.info

cn Organozation
ca
cert _signing_key

certtool --generate-self-signed --load-privkey cakey.pem \
--template ca.info --outfile cacert.pem

Co3paHue KJlo4ya cepBepa

certtool --generate-privkey serverkey.pem
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http://sysadminmosaic.ru/libvirt/libvirt
http://sysadminmosaic.ru/libvirt/libvirt#tlsserver
http://sysadminmosaic.ru/libvirt/libvirt#tlslibvirtd
http://sysadminmosaic.ru/libvirt/libvirt#tlslibvirtd
http://sysadminmosaic.ru/libvirt/libvirt#tlslibvirtd
http://sysadminmosaic.ru/libvirt/libvirt#tlslibvirtd
http://sysadminmosaic.ru/libvirt/libvirt#tlsclient
http://sysadminmosaic.ru/_export/code/libvirt/tls?codeblock=2

Co3pnaHue cepTuduKaTa cepsepa

®ann ¢ nHopmauuen

server.info

organization = test organization
cn = server

dns_name = server

dns_name = server.domain.ru
ip_address 10.10.1.100
ip_address 192.168.1.100

tls www server

encryption_key

signing_key

certtool --generate-certificate --load-privkey serverkey.pem \
--load-ca-certificate cacert.pem --load-ca-privkey cakey.pem \
--template server.info --outfile servercert.pem

Co3paHue KJilo4Ya KJIMeHTa

certtool --generate-privkey clientkey.pem

Co3paHue cepTuuKaTa KJIMeHTa

®ann c nHhopmaumen

client.info

country RU

state

locality

organization = Organization
cn = user

tls www client
encryption_key

signing key

certtool --generate-certificate --load-privkey clientkey.pem \
--load-ca-certificate cacert.pem --load-ca-privkey cakey.pem \
--template client.info --outfile clientcert.pem

CcbinIkM

libvirt: Remote support
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http://sysadminmosaic.ru/_export/code/libvirt/tls?codeblock=5
http://sysadminmosaic.ru/_export/code/libvirt/tls?codeblock=8
https://libvirt.org/remote.html

http://sysadminmosaic.ru/libvirt/tls
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http://sysadminmosaic.ru/libvirt/tls
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