Nextcloud

Nextcloud — Habop KIMEHT-CepBEpPHbIX MPOrpaMM Aas CO3[4aHWsA U UCMNONb30BaHUSA o6nayHoro xpaHuauwa. Mo
yHKLMOHaNy noxox Ha Dropbox, Takxxe Nextcloud MoXXHO yCTaHOBUTb Ha U3NYECKNI CEpPBEP.

B oTanyme oT nponpueTapHbIX CEpBMCOB, Taknx Kak Dropbox, oTkpbiTas apxutekTypa Nextcloud no3sonset pobaenstb
(DYHKLMOHaNbHOCTb Ha CepBep B BUAE NPWUIOXKEHUA U NO3BONIAET MOJIb30BaTENAM MONHOCTbIO KOHTPOANPOBATL CBOU
JaHHble.

PaspaboTunk ®paHk KapanTwek nocne yxofa u3 ownCloud, Inc. co3gan ¢opk nof Ha3saHmeM NextCloud n npogosxaeT ero
pa3BUTUE COBMECTHO C Apyrumm paspabotymkamm ownCloud.

https://nextcloud.com/

OcobeHHOCTH

Ecnn ynanuTb aiin 3 nokansHoro xpaHuiuwa (Nanka Apyroro noJjib3oBaTens), oH byaeT nepeMeLLéH B Kop3uHy Nosb30BaTeNs
KOTOPLIN ero yaanun

YcTaHOBKa

(~Fix Me! )

YcTaHoBka PHP 7.1 Ha Debian 8 (jessie) YcTaHOBKa He0BX0AMMbIX NaKeTOB
apt install\
apache2 mariadb-server libapache2-mod-php7.2\
php7.2-gd php7.2-json php7.2-mysql php7.2-curl php7.2-mbstring\
php7.2-intl php-imagick php7.2-xml php7.2-zip
YcTaHOBKa Heob6X0AMMbIX MaKeToB
apt install\
apache2 mariadb-server libapache2-mod-php\
php-gd php-json php-mysql php-curl php-mbstring\
php-intl php-imagick php-xml php-zip

HacTtponka Apache:

a2enmod rewrite headers env dir mime
service apache2 restart

3arpyska
cd /opt
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wget https://download.nextcloud.com/server/releases/nextcloud-16.0.3.zip

PacnakoBka guctpubytuBa
PacnakoBka ANCTpnbOYyTMBa B HY>KHYIO Nanky:

unzip nextcloud-16.0.3.zip -d /opt

HacTtpo#ka npaB poctyna K nankam u pannam

nextcloud_permissions.sh

#!/bin/bash
ncpath="'/opt/nextcloud’
htuser="'www-data'
htgroup="'www-data'
rootuser="'root'

printf "Creating possible missing Directories\n"
mkdir -p $ncpath/data

mkdir -p $ncpath/assets

mkdir -p $ncpath/updater

printf "chmod Files and Directories\n"
find ${ncpath}/ -type f -print® | xargs -0 chmod 0640
find ${ncpath}/ -type d -print® | xargs -0 chmod 0750

printf "chown Directories\n"

chown -R ${rootuser}:${htgroup} ${ncpath}

chown -R ${htuser}:${htgroup} ${ncpath}/apps
chown -R ${htuser}:${htgroup} ${ncpath}/assets
chown -R ${htuser}:${htgroup} ${ncpath}/config
chown -R ${htuser}:${htgroup} ${ncpath}/data
chown -R ${htuser}:${htgroup} ${ncpath}/themes
chown -R ${htuser}:${htgroup} ${ncpath}/updater

chmod +x ${ncpath}/occ

printf "chmod/chown .htaccess\n"
-f ${ncpath}/.htaccess

chmod 0644 ${ncpath}/.htaccess
chown ${rootuser}:${htgroup} ${ncpath}/.htaccess

-f ${ncpath}/data/.htaccess

chmod 0644 ${ncpath}/data/.htaccess
chown ${rootuser}:${htgroup} ${ncpath}/data/.htaccess

Co3paHue HoBoM B[]

1. CospaTb chann:

nextcloud-mysql_init.sq

nextcloud;
PRIVILEGES nextcloud nextcloud
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'TIAPOJIb';


http://sysadminmosaic.ru/_export/code/nextcloud/nextcloud?codeblock=5
http://sysadminmosaic.ru/_export/code/nextcloud/nextcloud?codeblock=6

PRIVILEGES;

2. BbINONHUTS:
mysql -uroot -p < nextcloud-mysql init.sql

BeecTun naposib nonb3oBaTens root

HacTtpouka HTTP cepBepa
Hactponika HTTP cepsepa Apache:

1. HyxHo co3paTb hann:

/etc/apache?2/sites-available/nextcloud.conf
Alias /nextcloud "/opt/nextcloud/"

<Directory /opt/nextcloud/>
Require all granted
Options FollowSymlinks MultiViews
AllowOverride All

<IfModule mod dav.c>
Dav off
</IfModule>

SetEnv HOME /opt/nextcloud
SetEnv HTTP_HOME /opt/nextcloud

</Directory>

2. BbimonHuTb Cnepylowine oencTems:

nextcloud apache.sh

#!/bin/bash

# Pa3peluaem canT
a2ensite nextcloud

# [Nepe3anyck

service apache2 reload

MepBbIX 3anycK

http://CEPBEP/nextcloud

Installation Wizard — Nextcloud 9 Server Administration Manual 9 documentation — Setting Strong Directory Permissions

Installation on Linux — Nextcloud latest Administration Manual latest documentation
HacTpouka
Ckenert
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http://sysadminmosaic.ru/apache/apache
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Habop tannos, Nnanok KOTopble KOMUPYIOTCA KaXX40My HOBOMY MOJIb30BaTEO NMPU €ro NepBoM BX0OJe HaxoAATCsA B Manke:
nextcloud/core/skeleton

O6HoBNeHue nHpopmauum o pannax

O6HoBneHMe uHdopmMaumm o cannax B bI.

nextCloud_files.sh
#!/bin/bash

sudo -u www-data /opt/nextcloud/occ files:scan --all

MpoBepka 6e3onacHOCTM U NapaMeTpPoB

MeHI0 HacTpoitku/AoMMHUCTprpoBaHne/ObLme cBeaeHNs

memcache

He HacTpoeHa cucTeMa KewupoBaHus. [Ons yBenM4yeHns nNpoun3BoAMTENLHOCTU cepBepa, Mo BO3MOXHOCTU, HAacTponTe
memcache. bonee noapobHas NHpopMaLMs LOCTYMNHA B LOKYMEHTaLUN.

1. YCTaHOBUTb:
apt install memcached php-memcached php-memcache php-apcu
2. [obaBuTb B haiin nextcloud/config/config.php

'‘memcache.local' "\O0C\Memcache\APCu'
'memcached servers' ‘localhost'

BkntoveHme kawmposaHusa Ha ownCloud/NextCloud | Bnor

Memory caching — Nextcloud latest Administration Manual latest documentation

YBenuuyeHue pasMmepa 3arpyxaembix ¢paunos

B oTBeT Ha npenynpexpeHuve:
PaspewéHHoe PHP MakcuMManbHoOe 3HaYeHue UCMOoAb30BaHUS NaMATU HUXKE PEKOMEHAYEMOro 3Ha4yeHns B 512 MB,
Hy>Ho:

1. BHecTu ucnpasneHus:

Jetc/php/7.3/apache2/php.ini

upload max filesize = 512M
memory limit = 512M

2. BbINOMHUTb:

service apache2 reload
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Strict-Transport-Security

B oTBeT Ha npeaynpexaeHue:
3aronoBok HTTP «Strict-Transport-Security» nOosmkeH BbiTb HACTPOEH Kak MUHUMYM Ha «15552000» cekyHa

Hy>Ho:

1. BHecCTu ncnpaeneHna B onncaHme xocTta:

<VirtualHost *:443>
ServerName cloud.nextcloud.ru
<IfModule mod headers.c>
Header always set Strict-Transport-Security "max-age=15552000; includeSubDomains"
</IfModule>
</VirtualHost>

2. BbINOJHUTb:

service apache2 reload

Hardening and security guidance — Nextcloud latest Administration Manual latest documentation

MpunoxxeHus

Group folders

Quota warning

Impersonate

Activities for shared file downloads, visible to all admins
Files From Mail

Antivirus for files

External sites

OTnpaBKa COOGLI.I,eHVIﬁ noJib3oBaTteJsiaMm

CnpaBka 0 NnapameTpax:

sudo -u www-data /opt/nextcloud/occ notification:generate --help
MpumMep oTnpaBkn coobLLEHNA MNOSIb30BaTeNO test:

sudo -u www-data /opt/nextcloud/occ notification:generate \
test "TecTtoBoe coobuieHme" \
-1 "3T0 TecToBoe coobLieHne"

S Fix Me!

Cnucok nosib3oBaTenen:

sudo -u www-data /opt/nextcloud/occ user:list

https://github.com/nextcloud/notifications/blob/master/docs/admin-notifications.md

OTkniouyeHue cbpoca napons
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https://apps.nextcloud.com/apps/groupfolders
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Hy>xHo gobaBunTb B hainn nextcloud/config/config.php

‘lost password link' ‘disabled’

JS Loader

JavaScript loader app for Nextcloud
https://github.com/nextcloud/jsloader/

YT106bI CKPBITE «KOHTaKTbI» HY>XXHO B HAaCTPOMKe JS Loader BCTaBUTb CTPOKY:

$('.icon-contacts.menutoggle').remove()

Hide contact icon when contacts app is disabled - Issue #5096 - nextcloud/server
OtknioueHue Co3paiTe CBOIO BecnnaTHylo YY4ETHYIO 3aNUCh

OTK04YeHre ccbiikn Ha https://nextcloud.com/signup/

Hy>xHo po6aBunTb B thainn nextcloud/config/config.php

'simpleSignUpLink.shown' false

Remove link "Get your own free account" - support - Nextcloud community

authz_core:error

Ecnn B /var/log/apache2/error.log ownbka:
authz core:error client denied by server configuration: nextcloud/data/.ocdata

Hy>xxHO f06aBWTb B (haiin nextcloud/data/.htaccess CNefyOLWYO0 KOHCTPYKLMIO:

nextcloud/data/.htaccess

<FilesMatch ".ocdata">
<IfModule mod authz core.c>
Require all granted
</IfModule>
</FilesMatch>

Client denied by server configuration:.ocdata - support - Nextcloud community

CcbinIkKM

Jlorotun
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https://github.com/nextcloud/jsloader/
https://github.com/nextcloud/server/issues/5096#issuecomment-515250600
https://nextcloud.com/signup/
https://help.nextcloud.com/t/remove-link-get-your-own-free-account/41131/5
http://sysadminmosaic.ru/_export/code/nextcloud/nextcloud?codeblock=23
https://help.nextcloud.com/t/client-denied-by-server-configuration-ocdata/13250/12
https://nextcloud.com/media/screenshot-150x150.png?x22777

%W Nextcloud

JocTyn K hannam Nextcloud 4yepes SMB

Collabora Online in Nextcloud
MepcoHanbHoe obnako / Xabp

Yem 3arpy3nTtb VPS: cBoé «obnako» Nextcloud / Xabp

WcTopus co3paHus fomawHero obnaka. YacTb 3. Co3gaHne nepcoHanbHoro obiaka — ycTaHOBKa M HacTpoiika Nextcloud /
Xabp

O6HoBneHme Nextcloud — kurazhov's blog
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