OpenSSH

OpenSSH (oTkpbiTas 6esonacHasa obonoyka) — Habop mporpamm, NPefoCTaBAAOWMNX WNHPOBaHNE CEaHCOB CBA3W MO
KOMMbIOTEPHBLIM CETAM C NCMOb30BaHWEM NPOTOKOMAa SSH.

HacTpouka

OTKnlo4YeHue pgoctyna nosb3oBaTtento root no SSH
®ann /etc/ssh/sshd_config

B pa3gene Authentication Hy>XHO MOCTaBUTb:

PermitRootLogin no

YckopeHue Bxopa

[etc/ssh/sshd_config

UseDNS no

ABTOMaTH4YecKoe .D,OﬁaBJ'IEHMe KJ1l04a B known_hosts
®ann /etc/ssh/ssh_config

StrictHostKeyChecking no

PaboTa pa3Hbix uHTepchencoB Ha pa3HbIX NOpTax
®ann /etc/ssh/ssh_config
Mpumep:

ListenAddress 1.2.3.4:2222
ListenAddress 192.168.1.1:22

Mepe3anyck nemoHa:
service ssh restart
lpoBepka

sockstat |grep ssh
unu

netstat -tulpn |grep ssh

SFTP n orpaHunyeHue Bxona B CUCTEMY

Ina npn ncnonb3oBaHum Restricted shell MoXxHO pa3pelwnTb Bxoa no SSH:
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http://sysadminmosaic.ru/ssh/ssh
http://sysadminmosaic.ru/_export/code/openssh/openssh?codeblock=1

1)

/etc/passwd

user:x: : ::/home/user:/bin/false

2)

/etc/ssh/sshd_config

Subsystem sftp internal-sftp

3)

service ssh restart

Pabota OpenSSH B Windows
(FFix Me! )

':D OnwncaHve BepHO ANs setupssh381-20040709.zip
http://sshwindows.sourceforge.net/

1. Ans npocToThl paboThbl HY>XHO NCMPaBUTb 3Ha4YeHue B hanne sshd config
UsePrivilegeSeparation yes
2.BbIN0ofHWTL 13 Nanku bin

mkgroup -1 > ..\etc\group
mkpasswd -1 > ..\etc\passwd

3. MNepe3anycTuTb cepsep

net stop opensshd
net start opensshd

PeweHune npobnem

Owunbka fatal: no matching cipher found

Ecnn npu noaknoveHnn B aiine /var/log/auth. log nosiBnseTcs owmnbka:

fatal: no matching <cipher found: <client aes256-cbc,rijndael256-cbc,rijndael-
cbc@lysator.liu.se,aes192-cbc,rijndaell92-cbc,aesl128-cbc,rijndaell28-cbc,blowfish-cbhc,3des-
cbc,des-cbc,des-cbc@ssh.com server aesl28-ctr,aesl92-ctr,aes256-ctr,aesl28-

gcm@openssh.com,aes256-gcm@openssh. com, chacha20-polyl1305@openssh.com [preauth]

Hy>xHo gobaBuTb B chann:

Jetc/ssh/sshd_config

Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr,aesl28-gcm@openssh.com,aes256-
gcm@openssh.com, chacha20-polyl305@openssh.com,blowfish-cbc,aes128-cbc,3des-cbc,cast128-
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http://sysadminmosaic.ru/_export/code/openssh/openssh?codeblock=7
http://sysadminmosaic.ru/_export/code/openssh/openssh?codeblock=8
http://sshwindows.sourceforge.net/
http://sysadminmosaic.ru/_export/code/openssh/openssh?codeblock=14

cbc,arcfour,aes192-cbc,aes256-cbc

sshd He 3anyCKaeTcCa C NepBoro pa3sa nocjzie nepesarpysku
Hy>XHO yCTaHOBUTb:

apt install haveged

sshd He 3anyckaeTca C MepBOro pasa nocse nepesarpyskm — Admin — ®opym

Ccbinku

https://ru.wikipedia.org/wiki/OpenSSH

Getting SSH to listen to different ports on different interfaces

MamaTKa nonb3oBaTensam ssh

Fixing SSH login long delay

Steronius' Programmatically Tolerable Repository of Technical Goodies : SSH - no matching cipher found

Kak yckopuTb Bxog no SSH. YTo genaTb ecnm mepneHHo pabotaeT SSH
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https://www.linux.org.ru/forum/admin/15139413
https://www.linux.org.ru/forum/admin/15139413
https://www.linux.org.ru/forum/admin/15139413
https://www.linux.org.ru/forum/admin/15139413
https://ru.wikipedia.org/wiki/OpenSSH
http://fatphil.org/linux/ssh_ports.html
http://habrahabr.ru/post/122445/
http://habrahabr.ru/post/122445/
http://injustfiveminutes.com/2013/03/13/fixing-ssh-login-long-delay/
http://steronius.blogspot.ru/2014/10/ssh-no-matching-cipher-found.html
https://www.dmosk.ru/miniinstruktions.php?mini=ssh-slow
https://www.dmosk.ru/miniinstruktions.php?mini=ssh-slow
https://www.dmosk.ru/miniinstruktions.php?mini=ssh-slow
https://www.dmosk.ru/miniinstruktions.php?mini=ssh-slow
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