OpenVPN — easy-rsa

S Fix Me!

CTaHpapTHbIA BapuaHT HacTponkn OpenVPN 3To ncnonb3oBaHMe easy-rsa

@ AQMUHUCTPATOPY CUCTEMbBI LOSKHbI 6bITb LOOCTYNHbI BCE (pal7lflb|, B TOM 4ucne n KNMeHTCKue - 3TO HY>XHO A9 0T3bIBa

KJINEHTCKOro cepTudurKkaTta

HayanbHaa HacTpouka cepBepa

mkdir /etc/openvpn/easy-rsa/

cp -r /usr/share/easy-rsa/* /etc/openvpn/easy-rsa/

/etc/openvpn/easy-rsa/vars

export KEY COUNTRY="RU"

export KEY PROVINCE="Province"

export KEY CITY="City"
export KEY ORG="Firma"

export KEY EMAIL="info@domain.ru"

chmod +x vars

/etc/openvpn/easy-rsa/openvpn.cnf

ca
default ca

CA_default
dir
crl dir
database
new certs dir
certificate
serial
crl
private key
RANDFILE
default days
default crl days
default md
unique subject
policy
x509 extensions

policy any
organizationName
organizationalUnitName
commonName

req
default bits
default keyfile
distinguished name
x509 extensions

req _distinguished name
organizationName
organizationName default
organizationalUnitName
commonName

CA default

/etc/openvpn/easy-rsa/keys
$dir/crl
$dir/index. txt
$dir/certs
$dir/ca.crt
$dir/serial
$dir/crl.pem
$dir/ca.key
$dir/.rand

3650

30

md5

yes

policy any
user_extensions

match
optional
supplied

2048

privkey.pem

req _distinguished name
CA_extensions
Organization Name (must match CA
Company

Location Name

Common User or Org Name

1/4


https://sysadminmosaic.ru/openvpn/openvpn
https://sysadminmosaic.ru/_export/code/openvpn/easy-rsa?codeblock=1
https://sysadminmosaic.ru/_export/code/openvpn/easy-rsa?codeblock=3

commonName_max 64
user_extensions

basicConstraints CA: FALSE
CA extensions

basicConstraints CA:TRUE

default days 3650
server

basicConstraints CA:FALSE

nsCertType server

Cosp.al-me cepTucbuKaTa cepBepa
cd /etc/openvpn/easy-rsa
source ./vars

./clean-all
./build-ca

Cosp,al-me KJ/1l0o4a cepBepa
cd /etc/openvpn/easy-rsa

source ./vars
./build-key-server server

Co3paHue knwoua Audhpu — XennmaHa
cd /etc/openvpn/easy-rsa

source ./vars
./build-dh

Co3paHue kKnwoua ang tis-aytupukauum

openvpn --genkey --secret keys/ta.key

Co3paHue NycToro CNUcKa oTo3BaHHbIX CepTUPUKaToB

/etc/openvpn/easy-rsa/Create_ Empty crl-pem.sh
#!/bin/sh
cd /etc/openvpn/easy-rsa

source ./vars
openssl ca -config openvpn.cnf -gencrl -out keys/crl.pem

KonupoBaHue cepBepHbIX KJIIOYEH B Nanky cepeepa

mkdir /etc/openvpn/keys
cd /etc/openvpn/easy-rsa/keys
cp server.crt server.key ca.crt dhl024.pem dh2048.pem crl.pem ta.key /etc/openvpn/keys

Co3paHuM KJlova KJIMeHTa
(#Fix Me! )
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create_user.sh
#!/bin/bash
cd /etc/openvpn/easy-rsa

source ./vars
./build-key UMA_KINEHTA

npOCMOTp CNMUCKa OTO3BaHHbIX KJINMEHTCKUX CepTMd:WIKaTOB

/etc/openvpn/easy-rsa/List_crl-pem.sh
#!/bin/sh
cd /etc/openvpn/easy-rsa

source ./vars
./list-crl

OT3bIB KJIMEHTCKOro cepTucbuKaTa
OT3bIB (@aHHY/IMPOBaHME) KINMEHTCKOrO cepTudmkaTa, cosgaHme CRL danna

Ons 0T3bIBa BbLINOJIHAEM:

cd /usr/share/doc/openvpn/examples/easy-rsa/2.0
./vars

./revoke-full UMA_KINEHTA

Konupyem crl.pem Ha cepBep 1 gobaensem B thaitn openvpn.conf Cpoky crl-verify crl.pem

':D Ecnn hainn crl.pem OTCYTCTBYET, a ANPEKTUBA crl-verify crl.pem B openvpn.conf NPpUCYTCTBYET, TO CEPBEP HE NYCTUT
HW OQHOrO KJiMeHTa !

CcbinIkKM
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