AMaViSd-new

NHTepdenc mexay MTA 1 CKaHepoM BUPYCOB/(PUNbTPOM COLEPXKaHUS

AMaViSd-new — cueHapuii, oCyLecTBASIOWNIA B3aUMOAENCTBNE areHTa nepecobiiki noyTsl (MTA) co CKaHepamu BUPYCOB U
SpamAssassin.

OH nogaepXXnBaeT BCe pacnpocTpaHéHHble CKaHepbl BUpPYycoB (bonee 20), B TOM 4MC/ie Ha YPOBHE MPSMOro B3auMoLencTens
co cnyx6amu aHTuBupycos ClamAV, OpenAntiVirus, Trophie, AVG, f-prot n Sophos.

AMaViSd-new noppepxusaet Bce MTA no cpeactsam punbTpoBaHus SMTP/LMTP. icnonb3oBaHne pexnMa (GuibTpoBaHUSA
SMTP/LMTP 6bicTpee 1 6e3onacHee, YeM UCNOJIb30BaHNE Nepenayn Yepes KaHas B kKineHTe AMaVis.

https://www.ijs.si/software/amavisd/

YcTaHOBKa

apt-get install amavisd-new

HacTpouka
®dannbl HACTPOUKHM | /etc/amavis/conf.d
[JoKyMeHTauus /usr/share/doc/amavisd-new
KapaHTuH /var/lib/amavis/virusmails
YnpasneHue:

service amavis

Hactponka Postfix

05-node _id

Hy>XHO yKa3aTb npaBuibHoe ums cepeepa B hopmaTe FQDN (BMecTe ¢ LOMEHOM) B MEPEMEHHON $myhostname
15-content_filter_mode
AHTUBUPYCBHI

Ons paboTbl C aHTUBMPYCaMM HY>XHO YbpaTb KOMMeHTapwu B haine /etc/amavis/conf.d/15-content filter mode C CTPOK:

@bypass virus checks maps = (
%bypass_virus checks, \@bypass virus checks acl, \$bypass virus checks re);

ClamAvV

Ons pabotbl ¢ ClamAV Hy>XHo:

1. o6aBnTb Nonb3oBaTeNs clamav B FPynmny amavis:

gpasswd -a clamav amavis

1/5
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2. YbpaTb KOMMeHTapun B (haline /etc/amavis/conf.d/15-av_scanners C CTPOK OTHocAWMXCs K ClamAV

3. NobaBuThb B thann:

/etc/clamav/clamd.conf

AllowSupplementaryGroups true

AHTUCNnaM

Ona paboTbl C aHTUCNaAMoOM, HanpuMep ¢ SpamAssassin Hy>KHO ybpaTb KOMMeHTapuun B haline /etc/amavis/conf.d/15-
content filter mode C CTPOK:

@bypass_spam_checks maps = (
%sbypass_spam_checks, \@bypass spam checks acl, \$bypass spam checks re);

20-debian_defaults

[na nepeMeHHsbIX:

$final virus destiny
$final banned destiny
$final spam destiny
$final bad header destiny

MpefycMOTpeHbl Clefylolie 3HaYeHUs:

D_DISCARD | 6710K/POBaTh, HUKAKUX YBEAOMIEHWA HE OTCbIIaTh

D_BOUNCE | 6/10K/pOBaTh, OTMPaBUTb YBELOM/IEHME OTMNPABUTESIO NMUCbMA

D_REJECT | moyTa He MPOXOAMUT K NosyyaTensm, OTApaBuTeNb AOSHKEH MNOAYYNTb reject

D_PASS NponycTUTb MUCbMO

HacTpoika nanku kapaHTuHa:

Co3paHue CTPYKTypbl 13 62 nanok (0-9, A-Z, a-z)
$quarantine subdir levels | 0= HeT
1=[a

20-debian_defaults

$quarantine subdir levels = 0

JoctaBka SPAM c u3aMeHéHHOW TeMOoM NUCbMa

S Fix Me!

Ons Toro, 4Tobbl 4OCTaBNATb SPAM C U3MEHEHHON TEMOW NUCbMa HYXHO:

/etc/amavis/conf.d/20-debian_defaults

$sa_spam_subject tag IS PN
$final spam destiny D PASS;
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/etc/amavis/conf.d/50-user

@local_domains_acl "domain.ru", "domain2.ru" );

[ocTaBKka BUPYCOB C U3MEHEHHOM TEMOW NUCbMa

Onsa Toro, 4Tobbl OCTAaBAATL 3apa)KEHHbIE NNCbMA C N3MEHEHHOW TEMOW MNCbMa HY>XHO:

/etc/amavis/conf.d/20-debian_defaults

$final virus destiny D PASS; ***INFECTED***

Benblh cNUcok

/etc/amavis/conf.d/20-debian_defaults

read hash(\%whitelist sender, '/etc/amavis/whitelist');
@whitelist sender maps swhitelist sender);

SpamAssassin

HacTponkun ona paboTtsl ¢ SpamAssassin.

MicnpaBneHve NpaB Ha Manky C NpaBuiaMu:

amavis_spamassassin_rights.sh

#!/bin/bash
path=/var/lib/amavis/.spamassassin
chmod -R $path

chgrp -R amavis $path

chown -R amavis $path
chmod $path

N3BneyeHue U3 KapaHTUHA

OTﬂpaBKa NMNCbMa U3 KapaHTWHa nojay4yaTento.

amavis_reslease.sh
#!/bin/sh
VIRUSMAILS DIR="/var/lib/amavis/virusmails"
-d $VIRUSMAILS DIR |;

cd $VIRUSMAILS DIR
amavisd-release $1
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MpnMep MCnosib30BaHus:

amavis reslease.sh spam-xNYUd-gWtwDk.gz

OuyucTKa KapaHTUHa

015 Neprmoamyeckoin OYUCTKU KapaHTUHA MOXHO CO3[aTb 3adaHue A8 Nepuoanuyeckoro BbiMOJSIHEHMS C nomollbio Cron
cefyloLWwero ckpunTa:

amavis_clean_virusmails.sh
#!/bin/bash
VIRUSMAILS DIR="/var/lib/amavis/virusmails"
-d $VIRUSMAILS DIR |;
cd $VIRUSMAILS DIR

find $VIRUSMAILS DIR -type d -mtime +30 -exec rm -r \;
find $VIRUSMAILS DIR -type f -mtime +30 -exec rm -r \;

OThnapka

/etc/init.d/amavis debug

CcbinIkM

https://help.ubuntu.com/community/PostfixAmavisNew
PykosogcTteo no Ubuntu Server » Mo4yTosble cepBucChbi: PunbTpauus noyTol
iRedMail - iRedMail Support - [SOLVED] How to bypass amavisd for some senders?

How to fix amvavis reporting “permission denied” for clamav
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