NMpuMep NOYTOBOro cepBepa C HECKOJIbLKUMMU BHYTPEHHUMMHU
AOMEéHaMu

WUnTepHeT I
Cepsep SMTP o
Postfix Bxop | CuctemHbin | Boixop || Mepekniovyatens
Cepeep IMAP Konuu nucem
Dovecot

JlokanbHan ceTb

Postfix

OcHoBHas cTaTbs 0 Postfix

B naHHOM npumepe nCnosb3oBaHa pa60Ta C HECKOJIbKMMU 3K3eMnaapamMun Postfix, panee npmeeneHbl KOMaHAObl, KOTOPbIE
HY>XHO BbINOJIHUTL A4 pa6OTbI B 3TOM peXxunme:

postmulti -e init

postmulti -I postfix-i -G in -e create
postmulti -i postfix-i -e enable

postmulti -I postfix-o -G out -e create
postmulti -i postfix-o -e enable

postmulti -I postfix-s -G switch -e create
postmulti -i postfix-s -e enable

Hy>XHO co3aaTb CUMBOMNYECKUE CCbISIKU Ha /etc/postfix/dynamicmaps.cf:
In -s /etc/postfix/dynamicmaps.cf /etc/postfix-i

ln -s /etc/postfix/dynamicmaps.cf /etc/postfix-o
ln -s /etc/postfix/dynamicmaps.cf /etc/postfix-s

virtual_alias_maps
(FFix Mel )

Jetc/postfix/main.cf
virtual alias maps hash:/etc/postfix-i/virtual 1ldap:/etc/postfix/ldap-users-1.cf

ldap:/etc/postfix/ldap-groups-1.cf ldap:/etc/postfix/ldap-users-2.cf
ldap:/etc/postfix/ldap-groups-2.cf

[etc/postfix/ldap-users-1.cf

server _host = localhost

bind yes

version 3

# query filter &( ! (1l=disabled | (mail=%s) (maildrop=5%s objectclass=mailUser
search_base ou=users,dc=subl,dc=domain

query filter &( ] (mail=%s) (maildrop=%s objectclass=mailUser

result attribute = maildrop
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/etc/postfix/Idap-groups-1.cf

server_host = localhost

search_base = ou=groups,dc=subl,dc=domain

query filter = (&(](mail=%s) (mailRoutingAddress=%s)) (objectclass=mailGroup))
special result attribute = member

result attribute = maildrop

Jetc/postfix/Idap-users-2.cf

server _host = localhost

bind = yes

version = 3

search_base = ou=users,dc=sub2,dc=domain

# query filter = (&(!(l=disabled)) (|(mail=%s) (maildrop=%s)) (objectclass=mailUser))
query filter = (&(]|(mail=%s) (maildrop=%s)) (objectclass=mailUser))

result attribute = maildrop

Jetc/postfix/Idap-groups-2.cf

server_host = localhost

search base = ou=groups,dc=subl,dc=domain

query filter = (&(](mail=%s)(mailRoutingAddress=%s)) (objectclass=mailGroup))
special result attribute = member

result attribute = maildrop

CucteMHbINA cepBep
MNanka: /etc/postfix

CepBep pellaeT 3aflayn f0CTaBKM MOYTbI JIOKaJbHbIX (CUCTEMHbIN) MONb30BaTENEN, N KOMUIA MNCEM BCEX MOb30BaTENEN C
nomoLubto Dovecot.

main.cf

Jetc/postfix/main.cf

smtpd banner = $myhostname ESMTP $mail name

biff = no

append dot _mydomain = no

readme_directory = no

myorigin = localhost

myhostname = localhost.localdomain

mydestination = localhost

alias maps = hash:/etc/aliases

alias database = hash:/etc/aliases

mynetworks = 127.0.0.0/8 [::ffff:127.0.0.0]/104 [::1]/128
relayhost =

mailbox command = procmail -a "$EXTENSION"

mailbox size limit = 0

recipient delimiter = +

inet interfaces = 127.0.0.1

default transport = error

relay transport = error

multi instance enable = yes

multi instance wrapper = ${command directory}/postmulti -p --
multi instance directories = /etc/postfix-i /etc/postfix-o /etc/postfix-s
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virtual mailbox domains = localhost.localdomain
virtual transport Imtp:unix:private/dovecot-lmtp

transport

OnucaHne TPaHCMOPTOB.

3TOT (haiin UCMONb3YIOTCSA BO BCEX IK3eMMaspax cepeepa

[etc/postfix/transport

localhost.localdomain :127.0.0.1
.localhost.localdomain :127.0.0.1
subl.domain.ru smtp:smtp.subl.domain.ru
sub2.domain.ru smtp:smtp.sub2.domain.ru

Komnunauus:

postmap /etc/postfix/transport

BxopnHou cepBep
Ons npoBepKy No4Tbl ucnonb3yetca AMaViSd-new, HacTporika taina master.cf onucaHa B pasgene AMaViSd-new
bonee nofpobHo napameTpbl 6€30MacHOCTH ONMUCaHbl B raBe besonacHoCTb

MNanka: /etc/postfix/postfix-i

main.cf

[etc/postfix/postfix-i/main.cf

unknown_ local recipient reject code = 550
readme_directory = no

inet protocols ipv4

recipient delimiter = +

multi instance enable = yes
multi instance group = in
multi_instance name postfix-i
data directory=/var/lib/postfix-1i
queue directory = /var/spool/postfix-i
mynetworks 127.0.0.0/8
myhostname = MA_XOCTA
smtpd proxy ehlo = /M$A_CEPBEPA
smtpd _banner = $myhostname ESMTP
inet interfaces = BHELUHWA ALPEC BHYTPEHHWI ALIPEC
mydestination = MOYTOBbIA_JOMEH 1 NMOYTOBLIA_JOMEH 2
content filter=smtp-amavis:[127.0.0.1]:10024
virtual_alias_maps = hash:/etc/postfix-i/virtual
relayhost
disable vrfy command = yes
show _user unknown table name = no
smtpd helo required yes
smtpd helo restrictions
permit_mynetworks,
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permit sasl authenticated,
reject invalid hostname,
reject non fqdn hostname,
reject invalid helo hostname,
reject unknown helo hostname
smtpd _sender restrictions
reject non_fqdn_sender,
reject unknown sender domain,
reject unlisted sender,
permit_mynetworks,
permit sasl authenticated
smtpd recipient restrictions
reject non_fqdn recipient,
reject unknown recipient domain,
reject unlisted recipient,
permit_mynetworks,
permit _sasl authenticated,
reject unauth_destination
reject _invalid hostname
smtpd data restrictions
reject unauth pipelining,
reject multi_recipient bounce
smtpd etrn _restrictions
permit _mynetworks,
permit sasl authenticated,
reject

message size limit = 30720000

virtual alias maps hash:/etc/postfix-i/virtual ldap:/etc/postfix/ldap-users-1.cf
ldap:/etc/postfix/ldap-groups-1.cf ldap:/etc/postfix/ldap-users-2.cf
ldap:/etc/postfix/ldap-groups-2.cf

always bcc bcc@localhost.localdomain
receive override options no_address_mappings
transport _maps hash:/etc/postfix/transport

) Yms 3afaHHoe B smtpd_proxy ehlo 4O/KHO pa3pellaTbcs BHewHUMI DNS cepepamu

C:}B CTpOKe inet_interfaces = BHELIHWA _AQPEC BHYTPEHHUA_AOPEC HY>XHO yKa3aTb CreuunabHblil BHYTPEHHWUIA_ALPEC C
KOTOpPOro Bxoaswas noyta 6yaeT oTNpaBATCSA B JIOKaJbHYO CeTb. Hanprumep MOXXHO MCNO/b30BaTh aApec 127.0.0.2, BOT
npumep ero onncaHua gna /etc/network/interfaces

auto lo:0
iface 1o0:0 inet static
address 127.0.0.2
NlobaBneHne NceBAOHMMA «Ha XOLy»:

ifconfig lo:0 127.0.0.2 up

B nepemeHolt virtual alias maps onpefesieH CMUCOK WCTOYHUKOB A/ pa3pelieHure NoYTOBLIX afipecos (T.e. ANs
MoJly4eHUs COOTBETCTBUS afpeca Nosb30BaTesis BO BHELIHMX [JOMEHaX C aflpeCcoM BO BHYTPEHHMX)

C:)B kayectse LDAP cepsepa cneunasibHO yKa3aH localhost, T.K. XOpOLWO MMeTb Ha OOHOM KOMMblOTEPE C MOYTOBLIM
cepeepoM 1 LDAP cepBep, Ha KOTOPOM HaxoAATCA Pernvku BHYTPeHHUX cepBepoB. CaenaHo 370 Ans Toro, 4Tobbl npu
BPEMEHHOM OTCYTCTBWM CBA3M pa3peLleHmne NoYTOBbLIX afpecoB NPonUCXoanao NpasuibHO.

Mpumep HacTponkK: NMogYNHEHHbIN cepBep 419 HECKOIbKUX LOMEHOB
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virtual

Cnuncok COOTBETCTBMUSA MOJIb30BaTENEN

MocKoNbKy CyllecTByeT ABa BHYTPEHHWX LOMEHa, No4Ta BHELIHEero nosb30BaTens A0S KHa LOCTaBAATLCA MO/b30BaTeNO B
HY>XHbIW BHYTPEHHWUI [JOMEH.

/etc/postfix/postfix-i/virtual

test: test@domain.ru
testl: testl@subl.domain.ru
test2: test2@sub2.domain.ru

Komnunauwns:

postalias /etc/postfix-i/virtual

BbixopHOM cepBep
Mackapag ooMeHa

MNanka: /etc/postfix/postfix-o

main.cf

/etc/postfix/postfix-o/main.cf

unknown local recipient reject code = 550
smtpd banner = $myhostname ESMTP

readme directory = no

inet protocols ipvé4

recipient delimiter = +

multi instance enable = yes

multi instance group = out

multi instance name = postfix-o

queue directory = /var/spool/postfix-o

data directory = /var/lib/postfix-o

relayhost

mydestination =MOYTOBbIA_JOMEH_1 MOYTOBLIA_JOMEH 2
myhostname = AMA_CEPBEPA

mynetworks = BHYTPEHHAS CETb_1, BHYTPEHHAA CETb 2
inet interfaces = BHYTPEHHWU_ALPEC

smtp bind address = BHELUHWW ALPEC

smtp _helo name = $myhostname

smtp_generic_maps hash:/etc/postfix-o/generic
receive override options no_address mappings
always bcc bcc@localhost.localdomain
transport _maps hash:/etc/postfix/transport
receive override options

delay warning time = 4h

master.cf

MeHsieM CTaHLAPTHbIA NOPT smtp Ha 587
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/etc/postfix/postfix-o/master.cf

587 inet n - - - - smtpd

generic

Mackapag ajapecos

/etc/postfix/postfix-o/generic

@sub2.domain.ru @domain.ru
@sub2.domain.ru @domain.ru

Komnunaunsa

postmap /etc/postfix-o/generic

MepeknioyawoLwwun cepeep

MpuHUMaeT NoYTy OT U3 BHYTPEHHEN CeTW 1 NnepeHanpasiiseT ee Ha Apyrve BHyTPEeHHMe cepBepbl Wi OTpaB/iseT Ha
BHeLUHWe cepBepbl Yepe3 BbixogHow cepsep, hakTuyecku 3o pexunm Smart host

Manka: /etc/postfix/postfix-s

main.cf

etc/postfix/postfix-s/main.cf

unknown_local recipient reject code = 550
smtpd _banner = $myhostname ESMTP (s
readme_directory = no

inet protocols ipv4

recipient delimiter = +

multi instance enable = yes

multi instance group = switch

multi instance name = postfix-s
queue_directory = /var/spool/postfix-s
data_directory = /var/lib/postfix-s

relayhost = BHYTPEHHUI ALIPEC:587

mydestination = MOYTOBbLIN OOMEH 1 MOYTOBbIA JOMEH 2
myhostname = VMA_CEPBEPA

mynetworks = BHYTPEHHAA CETb_1, BHYTPEHHAA CETb_2
inet interfaces = BHYTPEHHWI AOPEC

smtp _helo name = $myhostname

receive override options no_address mappings
transport _maps hash:/etc/postfix/transport
receive override options

Dovecot

(#~Fix Me! ;
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OcHoBHas cTaTbs 0 Dovecot

AWKNK ang XpaHeHUs KON nuceMm
B npumepe ncnonblyetcs agpec: bcc@localhost.localdomain

Postfix: KonmpoBaHue Bcen noyTb

dovecot.conf

/etc/dovecot/dovecot.conf

linclude try /usr/share/dovecot/protocols.d/*.protocol
linclude conf.d/*.conf
linclude try local.conf

protocols imap pop3 lmtp

users

®daln C onucaHMeM nNonb3oBaTenen

Co3paHue napons

Jetc/dovecot/users

bcc: {PLAIN}PASSWORD. . : : ::/home/dovecot/BCC: :userdb mail=maildir:~/

10-auth.conf

/etc/dovecot/conf.d/10-auth.conf
disable plaintext auth = no
auth username format = %Ln

auth _mechanisms plain
linclude auth-passwdfile.conf.ext

10-director.conf

Jetc/dovecot/conf.d/10-director.conf

service director
unix_ listener login/director

fifo listener login/proxy-notify
unix_ listener director-userdb

inet listener
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service imap-login

service pop3-login

protocol lmtp

10-master.conf

Jetc/dovecot/conf.d/10-master.conf

service imap-login
service count = 1
inet listener imap
port 143

service pop3-login
service count 1
inet listener pop3
port 110

service lmtp
unix_listener /var/spool/postfix/private/dovecot-lmtp
group postfix
mode = 0666
user = postfix

service imap
process limit = 10

service pop3
process limit 10

service auth
unix_listener auth-master
mode = 0666

unix_ listener auth-userdb
mode = 0666
user vmail
group = mail

unix_listener /var/spool/postfix/private/auth
mode = 0666

service auth-worker
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service dict
unix listener dict

15-lda.conf

/etc/dovecot/conf.d/15-da.conf

postmaster address root@localhost.localdomain
hostname mail.domain.ru

protocol lda

15-mailboxes.conf

/etc/dovecot/conf.d/15-mailboxes.conf
namespace inbox

mailbox Drafts
special use = \Drafts
auto create

mailbox Junk
special use = \Junk
auto create

mailbox Trash

special use = \Trash
auto create

mailbox Sent
special use = \Sent
auto = create

mailbox "Sent Messages"
special use = \Sent

20-Imtp.conf

/etc/dovecot/conf.d/20-Imtp.conf

protocol lmtp
mail plugins $mail plugins sieve
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auth-passwdfile.conf.ext

/etc/dovecot/conf.d/auth-passwdfile.conf.ext
passdb

driver passwd-file
args = scheme=CRYPT username format=%u /etc/dovecot/users

userdb
driver passwd-file
args = username format=%u /etc/dovecot/users

CcbinIkM

Postfix Standard Configuration Examples
Managing multiple Postfix instances on a single host

CucTeMHoe 1 ceTeBoe aIMUHUCTPUpPOBaHKMe: postfix - nosbilaem 6e30MacHOCTb
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