Postfix, Dovecot BHyTpeHHMHM U BHELWIHUA AOMEH Ha OAHOM
¢punsnyeckom cepsepe

(#~Fix Me! ;

WUuTepHeT I |

Cepsep SMTP
Postfix

Cepsep IMAP
Dovecot

Bxopn I CUCTEeMHbIN I Boixopn I JloKanbHbIN

JlokanbHasa ceTb

10.1.0.1 - BHyTpeHHuI IP agpec
10.1.0.0 - BHyTpeHHUI CceTb

203.0.113.13 BHewHwui IP agpec
domain.local - noKasibHbIN fOMeH
domain.ru, domain2.ru - BHELWHNE [OMEHBI

Postfix

OcHOBHas cTaTbs 0 Postfix.
BHYTPEHHUIA 1 BHELUHWIA JOMEH HAaX0AATCS Ha O4HOM (PU3NYECKOM CEPBEpE.

B naHHOM npumepe ncnosib3oBaHa paboTa € HeckonbkuMK 3k3emnnspamu Postfix, fLanee npuBefeHbl KOMaHAbl, KOTOpbIE
HY>KHO BbIMOJIHUTL ANt paboThl B 3TOM pexunme:

postmulti -e init

mkdir /etc/postfix-i

postmulti -I postfix-i -G local -e create
postmulti -i postfix-i -e enable

mkdir /etc/postfix-1

postmulti -I postfix-1 -G local -e create
postmulti -i postfix-1 -e enable

mkdir /etc/postfix-o

postmulti -I postfix-o -G local -e create
postmulti -i postfix-o -e enable

Hy)KHO C034aTb CMMBOJINYECKNE CCbIJIKW Ha /etc/postfix/dynamicmaps. cf:

ln -s /etc/postfix/dynamicmaps.cf /etc/postfix-i
ln -s /etc/postfix/dynamicmaps.cf /etc/postfix-1
ln -s /etc/postfix/dynamicmaps.cf /etc/postfix-o

CucrteMHbIN cepBep

Jetc/postfix

Jetc/postfix/dynamicmaps.cf

tcp /usr/lib/postfix/dict tcp.so dict tcp open
sqlite /usr/lib/postfix/dict_sqlite.so dict_sqlite open
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ldap /usr/lib/postfix/dict ldap.so dict ldap_open

/etc/postfix/main.cf

smtpd _banner = $myhostname ESMTP $mail name

biff = no

append dot mydomain = no

readme directory = no

myorigin = localhost

myhostname = localhost.localdomain

mydestination = localhost

alias maps = hash:/etc/aliases

alias database = hash:/etc/aliases

mynetworks = 127.0.0.0/8

relayhost =

mailbox_command = procmail -a "$EXTENSION"

mailbox size limit = 0

recipient delimiter = +

inet interfaces = 127.0.0.1

multi instance enable = yes

multi instance wrapper = ${command directory}/postmulti -p --

multi instance directories = /etc/postfix-i /etc/postfix-o /etc/postfix-1
virtual transport = Umtp:unix:private/dovecot-1lmtp

virtual alias maps = ldap:/etc/postfix/ldap-users.cf ldap:/etc/postfix/ldap-groups.cf

/etc/postfix/transport

localhost.localdomain :127.0.0.1
.localhost.localdomain :127.0.0.1
domain.local smtp:smtp.domain.local
domain.ru smtp:smtp.domain.local
domain2.ru smtp:smtp.domain.local

[etc/postfix/transport.sh

postmap /etc/postfix/transport

LDAP

[etc/postfix/ldap-users.cf

server_host = ldap

bind = yes

version = 3

search _base = ou=users,dc=domain

# query filter = (&(!(l=disabled)) (]|(mail=%s)(maildrop=%s)) (objectclass=mailUser))
query filter = (&(!(l=disabled)) (|(mail=%s) (maildrop=%s))(objectclass=mailUser))
result attribute = maildrop

Jetc/postfix/Idap-groups.cf

server_host = ldap

search_base = ou=groups,dc=domain

query filter = (&(](mail=%s) (mailRoutingAddress=%s)) (objectclass=mailGroup))
special result attribute = member
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result attribute = maildrop

BxopHou cepBep

[etc/postfix/postfix-

[etc/postfix/postfix-i/helo_restrictions

helo restrictions.domainl 0K
helo restrictions.domain2 0K

[etc/postfix/postfix-i/helo_restrictions.sh

postmap /etc/postfix-i/helo restrictions

Jetc/postfix/postfix-i/main.cf

alias maps = hash:/etc/aliases
unknown local recipient reject code = 550
readme_directory = no
inet protocols ipv4
recipient delimiter = +
multi instance enable = yes
multi instance group = in
multi instance name = postfix-i
data directory=/var/lib/postfix-i
queue_directory = /var/spool/postfix-i
mynetworks 127.0.0.0/8
myhostname = mail.domain.ru
smtpd proxy ehlo = mail.domain.ru
smtpd banner = $myhostname ESMTP
inet_interfaces = 203.0.113.13 127.0.0.2
mydestination domain.ru
content filter=smtp-amavis:[127.0.0.1]:10024
virtual alias maps = hash:/etc/postfix-i/virtual
relayhost
disable vrfy command = yes
show user unknown table name = no
smtpd _helo required yes
smtpd helo restrictions
permit mynetworks,
permit sasl authenticated,
reject invalid hostname,
reject non_fqgdn_hostname,
reject _invalid helo_hostname,
reject _unknown _helo hostname
smtpd sender restrictions
reject non fqdn_ sender,
reject unknown sender domain,
reject unlisted sender,
permit_mynetworks,
permit sasl authenticated
smtpd recipient restrictions
reject non fqdn recipient,
reject unknown recipient domain,
reject unlisted recipient,
permit_mynetworks,
permit sasl authenticated,
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reject unauth _destination

reject invalid hostname
smtpd data restrictions

reject unauth pipelining,

reject multi recipient bounce
smtpd etrn _restrictions

permit mynetworks,

permit sasl authenticated,

reject
message size limit = 30720000
receive override options no_address _mappings
transport_maps hash:/etc/postfix/transport
virtual alias maps = ldap:/etc/postfix/ldap-users.cf ldap:/etc/postfix/ldap-groups.cf

B dann /etc/postfix/postfix-i/master.cf> Hy)xHO 006aBUTbL CTPoKK Ana paboTbl ¢ AMaViSd-new no onucaHuio B Postfix:
AMaViSd-new

Jetc/postfix/postfix-i/virtual

test: test@domain.ru
testl: testl@domain.ru
test2: test2@domain.ru

Jetc/postfix/postfix-i/virtual.sh

postalias /etc/postfix-i/virtual

JloKanbHbIX CcepBep

[etc/postfix/postfix-

/etc/postfix/postfix-l/main.cf

mydomain domain. local

myhostname = mail.domain.local
mydestination localhost $mydomain $myhostname
myorigin $mydomain

smtpd proxy ehlo = $mydomain

smtp_helo name $mydomain

smtpd_banner = $myhostname ESMTP (s

biff = no

multi instance enable = yes

multi instance group = local

multi instance name = postfix-1l

queue directory = /var/spool/postfix-1
data directory = /var/lib/postfix-1
append _dot mydomain no
readme_directory = no

delay warning time = 4h
message size limit = 30720000

alias maps = hash:/etc/aliases

alias database = hash:/etc/aliases
relayhost 10.1.0.1:587

mynetworks 10.1.0.0/24

mailbox command procmail -a "$EXTENSION"
mailbox size limit = 0

recipient delimiter = +

inet _interfaces 10.1.0.1 203.0.113.13
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mailbox_ transport Imtp:unix:private/dovecot-1lmtp

virtual transport Imtp:unix:private/dovecot-lmtp

virtual alias maps ldap:/etc/postfix/ldap-users.cf ldap:/etc/postfix/ldap-groups.cf
#TLS

smtpd _use tls = yes

smtpd tls cert file = /etc/ssl/certs/mail.domain.ru.crt

smtpd tls key file = /etc/ssl/private/mail.domain.ru.key

smtpd tls CApath = /etc/ssl/certs/domain rootCA.crt

smtpd tls loglevel = 0

smtpd tls received header = yes

/etc/postfix/postfix-l/master.cf

10.1.0.1:smtp inet n - - - - smtpd
203.0.113.13:smtps inet n - - - - smtpd

-0 syslog name=postfix-o/smtps

-0 smtpd tls wrappermode=yes

-0 smtpd sasl auth enable=yes

-0 smtpd sasl type=dovecot

-0 smtpd_sasl path=private/auth

-0 smtpd_client restrictions=permit sasl authenticated,reject

-0 mynetworks=0.0.0.0/0

BbixopHOM cepBep

fetc/postfix/postfix-0

[etc/postfix/postfix-o/generic

@domain.local @domain.ru
@domain.ru @domain.ru
@domain2.ru @domain.ru

Jetc/postfix/postfix-o/generic.sh

postmap /etc/postfix-o/generic

etc/postfix/postfix-o/main.cf

alias maps = hash:/etc/aliases

unknown local recipient reject code = 550
smtpd banner $myhostname ESMTP
readme _directory = no

inet protocols ipvé4

recipient delimiter = +

multi instance enable = yes

multi instance group = out

multi instance name = postfix-o

queue _directory = /var/spool/postfix-o
data directory = /var/lib/postfix-o
relayhost

mydestination domain.ru

myhostname = mail.domain.ru

mynetworks 10.1.0.0/24

inet _interfaces = 203.0.113.13

smtp bind address = 203.0.113.13

smtp _helo name = $myhostname
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smtp_generic_maps hash:/etc/postfix-o/generic
receive override options no_address mappings
transport _maps = hash:/etc/postfix/transport
receive override options

delay warning time = 4h

#DKIM

milter default action = accept

milter protocol = 2

smtpd milters = inet:localhost:8891

non_smtpd milters = inet:localhost:8891

etc/postfix/postfix-o/master.cf

10.1.0.1:587 inet n - - - - smtpd
Dovecot
(Fix Me! )
OcHoBHas cTaTbs: Dovecot
/srv/mail/vmail
e dovecot.conf
e 10-auth.conf
o Co3HaHue nanku aas rnosib3oBaTesnein noMeHa
e Sieve
o KBOTHI
e MacTep-noJsib30BaTenu
e |LDAP
e Ob6LWKe nanku
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