MikroTik: HotSpot
(FFix Me!)

Co3pnaHue pByX ceteu (Ana coTpyaHUKoB n hotspot) ucnonbsys
CAPsMAN

MpepBapuTesbHble HACTPONKKY

HacTpolka cetn

Co3piaHune ceTv AN COTPYAHUKOB

Co3paHue ceTtun ona hotspot n HacTponka hotspot
HacTtpoinka CAPsMAN Ha KOHTposanepe

RARE ol o

NMpepnBapuTenbHble HACTPOUKHU

B npumepe B KavecTse cepsepa mcnosbsyetca RB951Ui-2HnD, B kayecTBe ToYku gocTyna bynet BeicTynaTb RB941-2nD-TC
(hAP lite) 1 RBmAPL-2nD (mAP lite).

PacnpegneneHne nopTos.:

[1]2]3]4]5]

1 - WAN (Ons Bbixoaa B IHTepHeT ¢ 6enbim IP agpecom)

2 - LAN (Ona aAMUHUCTPUPOBAHMA Yepes NIoKaJIbHYI0 CeTb opraHu3auun)
3,4 - LAN-WiFi (BkntoyaeT 2 vlan: vlan_hotspot, vlan_work)

5-0nalTS

CnepBa Heobxoaumo npoussecTn cbpoc Bcero obopyaoBaHMS K 3aBOLACKMM HacCTPOWKaM. YCTaHOBUTb OOHOBAEHHYIO
NpoLNBKY, B NpuMepe ucrnosb3lyetca Bepcms RouterOS 6.37.1 Ha oboux yCcTponcTBax. 3aTeM BbINOJHAETCA HACTPOMKa
JIOKaJIbHOW CeTU Ha cepBepe. BbiNOHUTbL 3TO MOXXHO C MOMOLLbIO QuickSet nan B MeHio IP/Addresses.

HacTpouka ceTu

e Ha3Hayem ceTb Ha WAN nopT - B MeHI0 IP/Addresses yka3blBaeM IP-agpec: 192.168.22.2. W cpa3y e Ha3HavaeM
6enbiin IP agpec Ha 3TOT e MopT.

e N1ns HacTponkmn agpeca LAN nopTa B pasgene IP/DHCP Client CTaBMM aBTOMaTM4YeCKOe MOJlyYyeHue agpeca.
Ha)kmmaeM Ha KHOMKy ﬂ B MeHio 1 Bbibpaem B NyHKTe Interface BTOPOW ceTeBOn NopT Ether2. CHUMaeM ranoyky
v CO CTPOKU Use peer DNS, 1 B CTpoKe Add defaul route ycTaHaB/IMBaeM 3Ha4yeHue no. [locsie 3TOro Ha Bklagke
Status MOXXHO NMOCMOTPETb KaKoW afpec yCTPONCTBO MOAYHUo.

e Hactponka LAN-WiFi

e [1n4 HacTponKkmM Ether5 Ha3Ha4YaeM agpec B MeHI0 IP/Addresses: 192.168.99.1.

B MeHto IP/DHCP Server Heob6X04MMO yKa3aThb:

DHCP Server Interface Ether5

DHCP Address Space 192.168.99.0/24

Gateway for DHCP Network | 192.168.99.1

Address to Give Out 192.168.99.2-192.168.99.254
DNS Servers 192.168.99.1

@ Ons paboTbl B kayecTBe DNS cepBepa Heob6x0AMMO YCTAHOBUTL rafiodky v Allow Remote Requests B pa3fesie HaCTpoOek
IP/DNS. Tak e MOXXHO B MeHto IP/DHCP Server Ha BKNafke Networks yka3aTb DNS cepsep npoBanfepa v anbTepHaTUBHbIN
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8.8.8.8.

@ [nsa Toro 4Tobbl KOMMNbIOTEPLI MOJYYann AOCTYN B MHTEPHeT, Heobxoaumo HacTpouTh Firewall n NAT Ha poyTepe
MikroTik.

Hactpoika NAT

add action=netmap chain=srcnat out-interface-etherl to-addresses=BE/Ibli/l IP
add action=netmap chain=dstnat dst-address=BE/IblA IP to-addresses=192.168.22.2

HacTtpouka LAN-WiFi

B pa3pene Bridge Heo6xoaMMo cO34aTh MOCT C UMeHeM bridge lan v o6aBuTb B Hero 3 1 4 ceTeBble NOPThI.
B mMeHio IP/Addresses yKa3biBaeM IP-agpec Ha bpunax - 192.168.111.1/24.

B MeHio IP/DHCP Server HeobxoAMMO yKa3aTb:

DHCP Server Interface bridge lan

DHCP Address Space 192.168.111.0/24

Gateway for DHCP Network | 192.168.111.1

Address to Give Out 192.168.111.2-192.168.111.254
DNS Servers 192.168.111.1

Heobxonumo co3paTtb VLAN, 4Tobbl 06beANHNTL BCE CETU C IOKAJIbHOMN.

B meHto Interface Ha Bknagke VLAN co3pnaém HoBbiln VLAN ¢ Homepom 10 Ha ceTeBOM MHTepdeice bridge lan, Ha3Ha4Yaem
emy nmga vlian 10 hotspot.

Co3paém ewwé ogunH VLAN ¢ HomepoMm 11 Ha ceTeBOM nHTepdeiice bridge lan, Ha3Ha4yaeM eMy ums vlan 11 work.

HacTpouka otpenoHou cetnu WIFI pna coTpyaHUKOB

* B paspgene Bridge Heobxoanmo co3paTb Bridge ¢ umeHem bridge_work, pobasnsem nHtepgenc vian 11 work B
bridge work.
e B MeHIo IP/Addresses yKa3blBaeM |P-afpec Ha MOCT: 192.168.11.1/24

B paspene IP/DHCP Server HaXXMaeM KHOMKY DHCPSetup| 1 yKa3blBaeM crieflytolime aaHHble:

DHCP Server Interface bridge work

DHCP Address Space 192.168.11.0/24

Gateway for DHCP Network | 192.168.11.1

Address to Give Out 192.168.11.2-192.168.11.254
DNS Servers 192.168.11.1

Lease Time 2d 00:00:00

1 yac, HO Tak Kak 3TO BCe Xe pa6oqaﬂ CeTb, TO YaCTad CME€Ha afpeCoB He

6 Bpems apeH[bl MOXHO yKa3aTb U MeHbLLIe, HanpuMep 1 aeHb, unu BoobLie
XenaTesbHa.
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HacTpouka HotSpot

e B pa3pene Bridge HY>XHO CO3LaTb HOBbI/ MOCT, yKa3biBaeM nMA bridge hotspot. OH HyXeH A4fa nocaeayroLero
noakodeHns becnpoBogHoOro agantepa u apyrux 6ecnpoBofHbIX To4ek. Tak e Ha Hero byaeT npussasaH IP-agpec
X0TCMoTa.

e B meHio Bridge nobasnsem nHtepdenc vian 10 hotspot B bridge hotspot.

e B mMeHl0o IP/Address pobaBnsem agpec Ha 6pmax, yka3sbiBaem 192.168.10.1/24 n Bbibnpaem uHTepdenc
bridge_hotspot.

HacTpowka hotspot BbinonHseTcs B MeHio IP - Hotspot - Hotspot Setup. B nowaroBoin HacTpoiike hotspot Heobxoaumo
yKa3aTb:

NHTepdenc hotspot (B Hawwem ciyyvae 310 bridge hotspot.)

CeTb, B kKoTOpOW 6yneT paboTaTb HotSpot (Hanpumep: 192.168.10.1/24)

Myn appecos, KoTopkIn ByaeT BbiAaBaTbCA A1 YCTPONCTB, NOAKIIIOYEHHBIX K HotSpot.

SSL cepTudmkaT (Npyn Hann4mm)

Appec SMTP-cepBepa, HeobxoanMo yka3zaTh ero IP, ecnm nnaHupyeTe MCNOAb30BaTb BHYTPeHHWUIN SMTP-cepBep.
Appec DNS cepsepa n ums.

Nma/naponb agMUHUCTpaTopa.

B cnyyae ycnewHon HaCTPOMKKM, CUCTEMA BblAACT CoobLIeHE O 3aBEPLUEHNIN HACTPONKK, U B CIIMCKE CEPBEPOB MOABUTCA
hotspotl.

[anee npéT npouecc HacTporkn cepsepa hotspot!

e B MeHI0 IP/Hotspot/Server Profiles MOXXHO BbINONHUTE 6ofee TOHKYI0 HAaCTPONKY aBTOPU3aLIMN USIN XKe BKIOYUTb
ncnonb3oBaHue Radius cepsepa.

e B MeHio IP/Hotspot/User Profiles BbINOAHAETCA HACTPOWKa Npoduas ana nosb3osaTesen. (Hanpumep napameTp
shared users OrpaHU4MBaeT KOJIMYECTBO aBTOPM3aLMN C OLHON CBA3KM UMS/MAaposib HAa HECKOJIbKUX YCTPOMCTBA
0[HOBPEMEHHO).

e Co3faHWe HOBbIX MONAb30BaTeNel NPOU3BOAUTCA B MeHI0 IP/Hotspot/User. MOXXHO BbINOJHUTL AeTasbHYI0
HaCTPONKY A5 KaXXA0ro noJjib3oBatens (MMs,naposb, Npouab U MHOroe apyroe).

Open Status Page Bbibupaem HTTP Login, 4T0Obl Mosb30BaTeNEN
nepebpackiBano Ha CTPaHMULY aBTOpU3aLum.

MimeeTcs BO3MOXHOCTb 3aMeHUTb CTaHOAPTHYO popMy aBTOpM3aLuMmM Ha

e HeobxoAuMytlo BaM, NpeaBapuTenbHO He0OX0AMMO 3arpy3nTb anbl B
namsTb YCTPOMCTBA U YKa3aTb NyTb K Beb-UHTepdency HotSpot, napametp
HTML directory B MeHI0 IP/Hotspot/Server Profiles

NS coxpaHeHMsa CBSA3KW MONb30BaTesIEN JIOrMH/Mapoib Heobxoammo B
MeHI0 IP/Hotspot/Server Profiles B pa3gese Login by moctaButhb
raJlodyku Mac cookie. Cookie

CoxpaHeHue naponeun Ha Android

[Ons Toro 4To6bl COXPaHWTL Ball Maposib aBTopuU3aLun B HotSpot, HEO6X0AMMO BKAOYUTL (YHKLUIO coxpaHeHns naponei B
HaCTpoMKax Ballero MobunsHoro 6paysepa.
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XpaHeHue HTML Cookie Lifetime

0ns yBennyeHns sBpemMeHn xpaHeHna HTML Cookie Lifetime HeobX04MMO 3aTK B MEHIO IP/Hotspot/Server Profiles 1 Ha
BKNlaflKe BbICTaBUTb HYy)XHOE BpeMs.

KoHdurypauunoHHbin pann

hotspot.conf

/caps-man channel
add band=2ghz-b/g/n extension-channel=Ce frequency=2412 name=channell width=20
add band=2ghz-b/g/n extension-channel=Ce frequency=2417 name=channel2 width=20
/interface bridge
add name=bridge hotspot
add name=bridge its
add name=bridge lan
add name=bridge work
/interface ethernet
set find default-name=etherl comment=WAN
set find default-name=ether2 comment=LAN
/ip neighbor discovery
set etherl comment=WAN
set ether2 comment=LAN
/interface vlan
add interface=bridge lan loop-protect-disable-time=0s Tloop-protect-send-interval=0s
name=vlan 66 hotspot vlan-id=66
add interface=bridge lan Tloop-protect-disable-time=0s Tloop-protect-send-interval=0s
name=vlan 77 work vlan-id=77
/caps-man datapath
add bridge=bridge hotspot client-to-client-forwarding=yes local-forwarding=yes name=/Mf
add bridge=bridge work client-to-client-forwarding=yes local-forwarding=yes name=/M#2
/caps-man security
add name=/M4
add authentication-types=wpa2-psk encryption=aes-ccm,tkip group-encryption=aes-ccm
name=MA2 passphrase=KJIlOY4
/caps-man configuration
add channel=channell datapath=MM$ datapath.vlan-id=66 datapath.vlan-mode=use-tag mode=ap
name=MMfA rx-chains=0,1,2 security=/M{A ssid=NM4\
tx-chains=0,1,2

add channel=channell datapath=MMfA2 datapath.vlan-id=77 datapath.vlan-mode=use-tag mode=ap
name=MM#A2 rx-chains=0,1,2 security=MMA2 ssid=\

NMA2 tx-chains=0,1,2
/interface wireless security-profiles
set find default=yes supplicant-identity=MikroTik
/ip hotspot profile
set find default=yes html-directory=flash/hotspot
add hotspot-address=192.168.22.1 html-directory=flash/hotspot http-cookie-lifetime=1w3d
name=hsprofl
/ip hotspot user profile
set find default=yes keepalive-timeout=1h rate-limit=5m/5m
add keepalive-timeout=1h name=more devices rate-limit=5m/5m shared-users=unlimited
add keepalive-timeout=30m mac-cookie-timeout=1d name=guest rate-limit=5m/5m shared-
users=3
/ip pool
add name=hs-pool-6 ranges=192.168.22.2-192.168.22.254
add name=dhcp pooll ranges=192.168.33.2-192.168.33.254
add name=dhcp pool2 ranges=192.168.11.2-192.168.11.254
add name=dhcp pool3 ranges=192.168.0.1-192.168.0.4,192.168.0.6-192.168.0.254
add name=dhcp pool4 ranges=192.168.44.2-192.168.44.254
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add name=dhcp pool5 ranges=192.168.44.2-192.168.44.254

/ip dhcp-server

add address-pool=hs-pool-6 disabled=no interface=bridge hotspot lease-time=1h name=dhcpl
add address-pool=dhcp pooll disabled=no interface=bridge work lease-time=1d10m name=dhcp2
add address-pool=dhcp pool2 disabled=no interface=bridge lan name=dhcp3

add address-pool=dhcp pool5 disabled=no interface=bridge its lease-time=3d name=dhcp4

/ip hotspot

add address-pool=hs-pool-6 disabled=no interface=bridge hotspot name=hotspotl
profile=hsprofl

/caps-man access-list

add action=accept disabled=yes interface=all signal-range=-77..120 ssid-regexp=""
/caps-man manager

set enabled=yes

/caps-man provisioning

add action=create-dynamic-enabled master-configuration=/M$ name-format=identity
/interface bridge filter

add action=drop chain=forward in-bridge=bridge hotspot out-bridge=bridge hotspot
/interface bridge port

add bridge=bridge lan interface=ether4

add bridge=bridge lan interface=ether3

add bridge=bridge hotspot interface=vlan 66 hotspot

add bridge=bridge work interface=vlan 77 work

add bridge=bridge its interface=ether5

/ip address

add address=192.168.22.1/24 interface=bridge hotspot network=192.168.22.0

add address=192.168.33.1/24 interface=bridge work network=192.168.33.0

add address=192.168.11.1/24 interface=bridge lan network=192.168.11.0

add address=192.168.0.3/24 interface=etherl network=192.168.0.0

add address=BHELLUHWI IP interface=etherl network=BHELUHWAA IP

add address=192.168.44.1/24 interface=bridge its network=192.168.44.0

/ip dhcp-client

add add-default-route=no dhcp-options=hostname,clientid disabled=no interface=ether2 use-
peer-dns=no

/ip dhcp-server network

add address=192.168.0.3/32 gateway=192.168.0.1

add address=192.168.11.0/24 dns-server=+ AJPEC MMPOBAIJEPA 8.8.8.8 gateway=192.168.11.1

add address=192.168.22.0/24 comment="hotspot network" dns-server=+ AJPEC MPOBANIEPA
8.8.8.8 gateway=192.168.22.1

add address=192.168.33.0/24 dns-server=+ ALPEC NMPOBANIEPA 8.
add address=192.168.44.0/24 dns-server=+ ALPEC MPOBAWIEPA 8.
/ip dns

set allow-remote-requests=yes servers=8.8.8.8 + AJPEC MPOBAIJEPA

/ip firewall filter

add action=drop chain=forward dst-address=agpec cetn src-address=agpec ceTu //MpoxXoaAL i
Tpaduk Yyepes LAN nopTt

add action=drop chain=forward dst-address=192.168.22.0/24 src-address=192.168.44.0/24

add action=drop chain=forward dst-address=192.168.33.0/24 src-address=192.168.44.0/24

add action=passthrough chain=unused-hs-chain comment="place hotspot rules here"
disabled=yes

add action=accept chain=input protocol=icmp

add action=accept chain=input connection-state=established in-interface=etherl

add action=accept chain=input connection-state=established in-interface=etherl

add action=drop chain=input in-interface=etherl

add action=jump chain=forward in-interface=etherl jump-target=customer

add action=accept chain=customer connection-state=established

add action=accept chain=customer connection-state=related

add action=drop chain=customer

/ip firewall nat

add action=passthrough chain=unused-hs-chain comment="place hotspot rules here"
disabled=yes

add action=masquerade chain=srcnat src-address=BHyTpeHUIn afpec CETU OpraHM3aLun

add action=netmap chain=srcnat out-interface=etherl to-addresses=BHELUHWA IP ampec

add action=netmap chain=dstnat dst-address=BHELIHWA IP agpec to-addresses=agpec WAN nopTa
add action=masquerade chain=srcnat comment="masquerade hotspot network" disabled=yes out-

gateway=192.168.33.1
gateway=192.168.44.1

o 0o

8.8.8
8.8.8
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interface=etherl src-address=192.168.22.0/24 to-addresses=anpec WAN nopTta
add action=masquerade chain=srcnat disabled=yes src-address=192.168.11.0/24
add action=masquerade chain=srcnat disabled=yes out-interface=etherl src-address=agpec WAN
nopta

/ip hotspot ip-binding

add address=192.168.22.234 mac-address=F6:D0:25:15:19:22 server=hotspotl to-
address=192.168.22.234

/ip hotspot user

add comment=Admin disabled=yes name=admin password=[l1APOJIb server=hotspotl
add comment=Test disabled=yes name=test password=MAPOJIb profile=more devices
server=hotspotl

/ip route

add distance=1 gateway=Agpec [enTa

add disabled=yes distance=1 dst-address=AL0PEC WAN nopta gateway=bridge lan
add disabled=yes distance=1 dst-address=192.168.11.1/32 gateway=etherl

add disabled=yes distance=1 dst-address=192.168.22.1/32 gateway=bridge lan
/ip service

set telnet disabled=yes

set ftp disabled=yes

set www disabled=yes

set ssh address=Appec cetn opraHm3saumm disabled=yes

set api disabled=yes

set winbox address=Apgpec ceTu opraHusaumm

set api-ssl disabled=yes

/ip upnp interfaces

add interface=etherl type=external

add interface=ether2 type=internal

add interface=ether3 type=internal

add interface=ether4 type=internal

add interface=ether5 type=internal

add interface=bridge lan type=internal

add interface=bridge work type=internal

add interface=bridge hotspot type=internal

/system clock

set time-zone-name=Europe/Moscow

/system identity

set name=Controller

/system routerboard settings

set memory-frequency=1200DDR protected-routerboot=disabled silent-boot=yes

CcbinikMn

HacTtpoika Wi-Fi xorcnota Ha Mikrotik c nepeHanpaBneHneM Ha calT npoBaWaepa U OTAENbHOW CeTbIO ANsA
cnyxxebHoro gocryna. Yactsb 1.

Hactpoika Wi-Fi xorcnota Ha Mikrotik c nepeHanpaBneHneM Ha calT npoBaWgepa U OTAENbHOW CeTblo AN
cnyxebHoro poctyna. Yactb 2 - HacTpolka pacnpegesneHHoOW 6ecnpoBOAHON CETU C POYMUHIOM.

Co3paHue n HacTporka HotSpot Ha obopynoBaHum Mikrotik noa ynpasneHuem
Hactponka Wi-Fi poymuHra 8 MikroTik CAPSMAN

Hactpoiika CAPsSMAN, yaaneHHoe KoHUrypupoBaHue Toyek goctyna Wi-Fi
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