MikroTik — SSL

3peck onuncaHa pabota ¢ HTTPS/SSL cepTudmkaTtamm Ha ycTponcTsax MikroTik.
B npuBeaéHHbIX NpuMepax nokasaHa paboTa c cepTudukaTamum oT Let's Encrypt.
Ons paboTbl HYXXHbI Ciegyowme gannbl:

1. cert.pem
2. chain.pem
3. privkey.pem

PY4YHOW peXxum

1. CkonupoBaTb thainnbl Ha Mikrotik
2. NmnopTupoBaTh cepTUMKaThI:

/certificate import file-name=cert.pem
/0certificate import file-name=chain.pem
/certificate import file-name=privkey.pem

3. TMpoBepuTb NPaBUILHOCTb MMMOPTa CETUPUKATOB:
/certificate print

4. BKAYUTb www-ssl:

/ip service set www-ssl certificate=cert.pem
/ip service set www-ssl disabled=no

5. MNpoBepuTb www-ssl
/ip service print
6. YT06bI paspewnTb UCNOb30BaTh CepTUdUKAT B HotSpot HY)KHO BbIMOAHUTD:

/ip hotspot profile set hsprofl login-by=https ssl-certificate=cert.pem

Ecnn B XypHane ycTponcTBa nosasnsetrcsa owunbka «got CRL with bad
signature, issued by DST root CA X3 ::: Digital signature Trust Co. ::: »
Heobxoaumo gobaBuTb ceptudukat ldenTrust DST kopHeBoro CA X3,
3arpy>XeHHbIN Mo afpecy, B XpaHWuLLe cepTUMKaToB MapLpyTU3aTopa.
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Let's Encrypt RouterOS

Mcnonb3oBaHne CKpUNTa NpoekTa OLet's Encrypt RouterOS / Mikrotik pna aBTomaTm3auum npouecca paboTsl C
cepTugmkaTamm ot Let's Encrypt.

letsencrypt-routeros.sh
ABTOpU3aLMA Ha YCTPOMNCTBE NPOM3BOANTCS Kto4Yom SSH
loToBbIN CKpUNT letsencrypt-routeros.sh, OH 0TAKYaETCA OT OPUrMHANBHOIO CeAYOLWNM:

1. [obaBneHo KONMpoBaHME LIENOYKN CepTuduKaToB chain.pem (Ccbifika Ha 3anaaTky )
2. [OobaBneHbl KOMaHAbl ANA YCTAHOBKM cepTudukaTa www-ssl n ykasaHune ceptudukaTta B npodune HotSpot. B
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http://sysadminmosaic.ru/letsencrypt/letsencrypt
http://sysadminmosaic.ru/mikrotik/hotspot/hotspot
https://www.identrust.com/certificates/trustid/root-download-x3.html
https://github.com/gitpel/letsencrypt-routeros
https://github.com/gitpel/letsencrypt-routeros
http://sysadminmosaic.ru/letsencrypt/letsencrypt
http://sysadminmosaic.ru/ssh/ssh#keys
http://sysadminmosaic.ru/_media/mikrotik/ssl/letsencrypt-routeros.sh
https://github.com/mr-GreyWolf/letsencrypt-routeros/blob/patch-1/letsencrypt-routeros.sh

JaHHOM MnpuMepe uMs HotSpot Npoduns hsprofl

letsencrypt-routeros.sh

$routeros /ip service www-ssl certificate=$DOMAIN.pem 0
$routeros /ip hotspot profile hsprofl login-by=https ssl-certificate=$DOMAIN.pem 0O
exit

MpvMep BbINOSHEHUS . /letsencrypt-routeros.sh

uptime: 6w6d22h11ml5s
version: 6.44 (stable)
build-time: Feb/25/2019 14:11:04
factory-software: 6.36.1
free-memory: 202.0MiB
total-memory: 256.0MiB
cpu: MIPS 1004Kc V2.15
cpu-count: 4
cpu-frequency: 880MHz
cpu-load: 6%
free-hdd-space: 4848.0KiB
total-hdd-space: 16.3MiB
write-sect-since-reboot: 19348
write-sect-total: 41673
bad-blocks: 0%
architecture-name: mmips
board-name: hEX
platform: MikroTik

Connection to Router0S Successful!

certificates-imported:
private-keys-imported:
files-imported:
decryption-failures:
keys-with-no-certificate:
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certificates-imported:
private-keys-imported:
files-imported:
decryption-failures:
keys-with-no-certificate:
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certificates-imported:
private-keys-imported:
files-imported:
decryption-failures:
keys-with-no-certificate:
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letsencrypt-routeros.settings

MyTb K hatnam cepTudmkara: /etc/letsencrypt/live/$DOMAIN/

letsencrypt-routeros.settings

ROUTEROS USER=admin
ROUTEROS_HOST=10.0.254.254
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http://sysadminmosaic.ru/_export/code/mikrotik/ssl/ssl?codeblock=5
http://sysadminmosaic.ru/_export/code/mikrotik/ssl/ssl?codeblock=7

ROUTEROS SSH PORT=22
ROUTEROS PRIVATE KEY=/opt/letsencrypt-routeros/id dsa
DOMAIN=vpnserver.yourdomain.com

CcbinIKM
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http://sysadminmosaic.ru/mikrotik/ssl/ssl
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http://sysadminmosaic.ru/mikrotik/ssl/ssl
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