MS Windows

Microsoft Windows — cemencTBO nponpuveTapHbIX onepaunoHHbIX CUCTeM Koprnopauuu Microsoft, opueHTUpoBaHHbLIX Ha
npuMeHeHue rpauyeckoro uHTepdeinca npu ynpasneHun. NsHavanbHo Windows 6bina BCero nuwb rpaduyeckoi
HagacTporikon ana MS-DOS.

http://windows.com/

[ obaBneHue KopHeBoro ceptucgpukarta YL,

1. B KOMaHAHOW CTPOKE BbINOJIHUTb:
certmgr.msc

2. B cTpyKType AepeBa BblbpaTh: [loBepeHHbIe KOPHEBbIE LIeHTPbI cepTUdMKaummCepTudmuKaThbl
3. MeHto [eiicTene\Bce 3agaqum\Mnopr...

4. OTKpoeTca MacTep nMnopTa CepTUHNKATOB, B HEM BbINONHUTbL AENCTBUSA, ONWCaHHbIe A8 B COOTBETCTBYIOLLEN riaBe:
MacTep umnopTa cepTUdPUKaToB

MacTtep umnopTa ceptucdukaToB
MponTu BCe Warn n BbibpaTb BapuaHT:

MoMecTuTb BCe CEPTUMMKATLI B CIeAytoLLee XpaHuuLLE:
* JloBepeHHbIe KOPHEBLIE LIEHTPLI CEPTURUKALNM

KHomMkKa Llanee|
KHonka rOTOBol

ObHoBNEeHue KOpHeBbIX cepTUPUKaToOB

rootsupd.zip

ApxuB C cofiepXXnMbIM rootsupd.exe

Kak 06HOBMTb KOpPHEBbIE cepTUdUKaThl BpyYHYyto ana Kaspersky Embedded Systems Security 2.x
OpurunHan rootsupd.zip

O6HoBneHMe KopHeBbIX cepTudukaTos B Windows B odnaiiH pexxume | Windows 18 CUCTEMHbIX aBMUHUCTPATOPOB

Internet Explorer 8 B Windows XP

O6HoBneHne gns Internet Explorer 8 8 Windows XP (KB976749)

CeTeBas oyepenb nevyatu

HacTpoiika o4yepenmn neyatu no cxeme: CeTeBas ouepelb neyaTu.
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http://windows.com/
https://sysadminmosaic.ru/_media/ms_windows/rootsupd.zip
https://sysadminmosaic.ru/_media/ms_windows/rootsupd_unpac.zip
https://sysadminmosaic.ru/_media/ms_windows/rootsupd_unpac.zip
https://support.kaspersky.ru/13727
https://support.kaspersky.ru/13727
http://media.kaspersky.com/utilities/CorporateUtilities/rootsupd.zip
http://media.kaspersky.com/utilities/CorporateUtilities/rootsupd.zip
http://winitpro.ru/index.php/2017/03/20/obnovlenie-kornevyx-sertifikatov-v-windows/
http://winitpro.ru/index.php/2017/03/20/obnovlenie-kornevyx-sertifikatov-v-windows/
http://winitpro.ru/index.php/2017/03/20/obnovlenie-kornevyx-sertifikatov-v-windows/
http://winitpro.ru/index.php/2017/03/20/obnovlenie-kornevyx-sertifikatov-v-windows/
http://winitpro.ru/index.php/2017/03/20/obnovlenie-kornevyx-sertifikatov-v-windows/
https://www.microsoft.com/ru-RU/download/details.aspx?id=24488
https://www.microsoft.com/ru-RU/download/details.aspx?id=24488
https://www.microsoft.com/ru-RU/download/details.aspx?id=24488
https://www.microsoft.com/ru-RU/download/details.aspx?id=24488
https://sysadminmosaic.ru/network_print_queue/network_print_queue

Bknapka Obwue

MMA_OYEPELN
Pasmelenne: HASBAHWE NOMELLEHNA (KOJ MOMELLEHNSA)

KommeHTapuin: HASBAHME MOMELLEHWA

Bknapka Joctyn

CeTteBoe nmsa: UMA_OYEPEON

Bknapgka MNopTtsl

v Pa3pewnTb ABYXCTOPOHHUA 06MEH faHHbIMU

Bknapka [lOonoONIHUTENbHO

Opansep: Ha3zBaHvne Mogenn npuHTepa

v icnonb3oBaTb 04epedb nevyaTun (yckopeHme paboTbl NpUIoXKeHNI)
v HayuHaTb nevaTaTb HEMELJIEHHO

v TNepBbIMU NeYaTaTb LOKYMEHTbI U3 04epeam

v BKNOYUTE SONONHMTENIbHbIE BO3SMOXHOCTM NeYaTun

Bknapka be3onacHOCTb

VMA_OYEPE[N Pa3pewnTb: MNevaTsb
AapgMuHMUCTpaTopbl Pa3pewnTb: MeYaTb, YNpaBneHne npuHTepamu, YnpasieHne gokymeHtamu, Ocobele paspelueHuns

Co3paTens-snageneL Pa3spewwuTb: YnpasneHne foKyMeHTaMu

MopT

Twn nopTa: Standart TCP/IP Port

Mms nopta: gprn001

Mma npuHTepa: qprn001

Mcnonb3yembiii NpoToKo: NpoTokon LPR
MapameTpbl LPR: nms ovepenn: Ipr2

v PaspelweH nogcyet 6anT B LPR

MS Windows XP TermService

Ha3sBaHue cny»x0bl: Cnyx6bl TEPMUHaN0B

Mpobnema: Mocne BKAOYEHUS/Nepe3arpy3km HyXXKHO cMcTeMa He JocTynHa no RDP.
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https://sysadminmosaic.ru/rdp/rdp

PelweHune: Hy>KHO N3MeHNTb 3HaYeHMEe NapaMeTpa 3anycka cNy»bbl (Start) ¢ BpyuHyio (3) Ha AsTo (2)

TermService.reg

REGEDIT4

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\TermService
“Start"=dword:00000002

Reduce remote desktop first time login delays on windows XP embedded

MS Windows XP Shutdown Without Warning Dialog

Ecnun ecTb OTKpbITana RDP ceccusa nonb3osaTesb TO Nnpun 3aBepLUEHNN pa60TbI CNCTEMBI 6YJJ,ET BblAaH Ananor:

[laHHbI KOMMNbIOTEP NCMOb3YeTCA APYrMMM MoJib30BaTeNsaMU. 3aBeplueHne paboTel Windows MoXeT npuBecTu K notepe
LaHHBbIX.

MpoLoMmKnTbL 3aBepLueHne paboTol?

0ns oTKNI0YeHNs 3TOro Anasora UCrnosb3ynTe cneayowmne HacTPonKm

Shutdown_Without_Warning_Dialog.reg

REGEDIT4

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\policies\system
"shutdownwithoutlogon"=dword:00000001

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows
"ShutdownWarningDialogTimeout"=dword:00000001

HKEY_ LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Error Message Instrument
"EnableDefaultReply"=dword: 00000001

Ubuntu B 3anuckax: BeikntoveHne Windows 2003/2008 yepe3 virsh shutdown

AutoEnroliment, ounbka 15

Mpobnema

B XypHane cobblTuin NpUIoKEHNA KaXkable 8 HaCOB pPerncTpupyeTca cieaytowee coobuieHne o6 owmnbke ¢ kogom 15.

Tun cobbiTus: Ownbka

NcToYHUK cobbiTusi: AutoEnrollment
KaTeropus cobbitus: OTcyTcTBYeT

Kon cobbiTus: 15

[aTa: nata

Bpems: Bpems

Monb3oBaTens: H/L

KomnbioTep: nMsA_KoMnbloTepa

OnucaHune: ABTOMaTU4YeCcKas nojaya 3afBKU Ha cepTUdMKaT JIOKaJbHOr0 KOMMbOTEPa: He yAanoCh CBA3aTbCA CO Cyxboi
kaTanoros Active Directory (0x8007054b). YKa3aHHbLI LOMEH He CYWeCTBYeT WAM K HEMY HEBO3MOXHO
noAKIIo4MTbCA. NoAaya 3asaBKM BbINOJIHEHa He By aeT.

PewweHue
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https://sysadminmosaic.ru/_export/code/ms_windows/ms_windows?codeblock=2
https://superuser.com/questions/461642/reduce-remote-desktop-first-time-login-delays-on-windows-xp-embedded
https://sysadminmosaic.ru/rdp/rdp
https://sysadminmosaic.ru/_export/code/ms_windows/ms_windows?codeblock=3
http://warlomak.blogspot.com/2011/03/windows-20032008-virsh-shutdown.html
http://warlomak.blogspot.com/2011/03/windows-20032008-virsh-shutdown.html
http://warlomak.blogspot.com/2011/03/windows-20032008-virsh-shutdown.html
http://warlomak.blogspot.com/2011/03/windows-20032008-virsh-shutdown.html
http://warlomak.blogspot.com/2011/03/windows-20032008-virsh-shutdown.html

Ha komnbtloTepax nog ynpasneHunem Microsoft Windows XP nnun Microsoft Windows Server 2003, Bxoaswux B gomeH Windows
NT 4.0, He06X0AMMO C NOMOLLbIO JIOKANbHON FPYMMNOBOA MNOANTUKW OTK/OYMTL aBTOMATUYECKYIO Noaady 3asBoK. [as 3Toro
BbINOJIHUTE CnefyoLlne oencTens:

1.
2.

ouUhkWw

7.

B MeHio Myck BbibepuTe NYHKT BINOAHNTL, BBEANTE KOMaHAY gpedit.msc M HAXKMUTE KNaBuULLy M.

B neBow 4aCTu OKHa Nocie0BaTENbHO PACKPOMTE y3/bl KoHdurypaums koMnbioTepa, KoHgpurypauns Windows, MapameTtpsi
6e3onacHOCTU U MONUTUKK OTKPbITOro Kjto4a.

[BaXKabl WENKHNUTE 3JIEMEHT MapameTpbl aBTOMATUYECKOM No4aYM 3asiBOK.

BbibepuTe napameTp He nogasaTh 3asiBKN Ha CEPTUMUKATLI aBTOMATUYECKN.

HaxmuTe KHOMKy OK|.

MoBTopuTe wWarun 2-5, HO Ha wWware 2 NoCNefo0BaTeNIbHO PACKPOMTE y3Jibl KoHdurypauus nonb3osaTtens, KoHgpurypaums
Windows, [MTapameTpbl 6€30MacHOCTM 1 MOANTUKN OTKPLITOrO KJlloYa.

3akpounTe OKHO «[pynnoBas nosamMTuKa»

KOMMOHEHT aBTOMaTU4eCKON NOoAa4M 3a9BOK He MOXET MOAK/IYNTLCA K KOHTPOJIepy foMeHa cnybbl kaTanoros Active
Directory n pernctpupyet coobuieHmne 06 ownbke

Windows 9X

KiXtart

CkpunT gnsa KiXtart, ncnonb3yeTcs B pelueHnn BoinonHeHne nporpammbl BXxofa B AomeH (Logon Script)

startup.bat

@ECHO OFF
net use n: \\PDC\NETLOGON
n:\users\kix32.exe

Kak ybpaTb BBOA nokanbHoro napons Windows 9X knueHTaMu npu Bxoge B
AOMEH

Ons 3TOr0 BOoCNosb3ynTech yTuanton admincfg.exe ANnd OTKAOYEHUS KILWMPOBAHUS Naposen.

OTKponTe pefakTop peectpa (regedit.exe)
HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Network

B meHio Edit Bbibepute New - DWORD Value
Beegute umsi DisablePwdCaching w HaxxmuTe Enter
HabnKkNMKHWTE Ha HOBOM KJI0YE U YCTAaHOBUTE 3HayeHMe B 1.

0K

3aKponTe pefakTop peectpa U nepesarpysmTech
Mocne nepesarpyskun nonb3oBaTesb 6yaeT BBOAUTbL TOJIbKO JOMEHHbI (CETeBOI) Naposib.

http://old.windowsfaq.ru/winnt/413.html

Kak yckoputb Bxon Windows 9X MaLuuH B jOMeH

Wcnonb3ys Policy Editor, co3maiTe HOBbIN UM OTpeOaKTUPYMTe CYLLECTBYOWMIA Npoduib

HabnknukHute Ha Default Computer
Ecnu pepakTupyete npodunb, ncnonbsdys NT Profile Editor,
nepengute B Windows 95 Network; ecnm ncnonb3yete 95 Policy Editor,
nepengnte B Network directory
Mepenpute B pasgen Logon u Bbibepute "Require validation by Network for Windows access"
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https://support.microsoft.com/ru-ru/help/310461
https://support.microsoft.com/ru-ru/help/310461
https://support.microsoft.com/ru-ru/help/310461
https://support.microsoft.com/ru-ru/help/310461
https://sysadminmosaic.ru/kixtart/kixtart
https://sysadminmosaic.ru/logon_script_kixtart/logon_script_kixtart
https://sysadminmosaic.ru/logon_script_kixtart/logon_script_kixtart
https://sysadminmosaic.ru/_export/code/ms_windows/ms_windows?codeblock=5
http://old.windowsfaq.ru/winnt/413.html

Takxxe, ecniu XoTuTe, MoXeTe fobaBuTbL Npeaynpexaatoliee coobLleHve.
CoxpaHute nonmcn B %systemroots\system32\repl\import\scripts, kak CONFIG.POL

http://old.windowsfaq.ru/winnt/408.html

Kak BkniouuTtb Load Balancing Ha Windows 95 mawumHax

BbIMosHUTE NPUBEAEHHYIO HUXE Mpouenypy:

OTkponTe Policy Editor

B Network (unum Windows 95 Network ecnu ncrnonb3yete NT malwuHy) Bbibepute Logon, validation
Buibepnte Remote Update mLoad Balance

370 [acT BO3MOXHOCTL Windows 95 MaluvHe UCKaTb CLieHapuid BXOLA B CUCTEMY Ha CEPBEpE.

http://old.windowsfaq.ru/winnt/410.html

RAM Disk

S Fix Me!

e http://www.softpedia.com/get/System/System-Miscellaneous/AR-Soft-RAM-Disk.shtml

e https://support.microsoft.com/ru-ru/kb/257405

e http://winramtech.hostei.com/RAMDriv/ramdriv.htm

e http://www.codeguru.com/cpp/w-p/system/devicedriverdevelopment/article.php/c5789/RAMDISK-Version-10-for-Windo
ws-2000Windows-XP.htm

NTPWEdit

NTPWEdit - Reset Windows 7 password

AKTUBaUuA

Windows activation

Configure a Firewall for Software Updates

CcbinikM

https://ru.wikipedia.org/wiki/Windows

Microsoft packpbliia nctopmnyeckme acnekTobl paspaboTku Windows
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http://old.windowsfaq.ru/winnt/408.html
http://old.windowsfaq.ru/winnt/410.html
http://www.softpedia.com/get/System/System-Miscellaneous/AR-Soft-RAM-Disk.shtml
https://support.microsoft.com/ru-ru/kb/257405
http://winramtech.hostei.com/RAMDriv/ramdriv.htm
http://www.codeguru.com/cpp/w-p/system/devicedriverdevelopment/article.php/c5789/RAMDISK-Version-10-for-Windows-2000Windows-XP.htm
http://www.codeguru.com/cpp/w-p/system/devicedriverdevelopment/article.php/c5789/RAMDISK-Version-10-for-Windows-2000Windows-XP.htm
https://4sysops.com/archives/free-ntpwedit-reset-windows-password/
https://support.microsoft.com/en-us/help/921471/windows-activation-or-validation-fails-with-error-code-0x8004fe33
https://docs.microsoft.com/en-us/previous-versions/system-center/configuration-manager-2007/bb693717(v=technet.10)?redirectedfrom=MSDN
https://ru.wikipedia.org/wiki/Windows
https://habrahabr.ru/company/eset/blog/281855/
https://habrahabr.ru/company/eset/blog/281855/
https://habrahabr.ru/company/eset/blog/281855/

https://sysadminmosaic.ru/ms_windows/ms_windows?rev=1569820708
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