opurvHan

Mpokcu (KewmpyoLwumin) cepseep.

http://www.squid-cache.org

OUNLTP COLEPXKMMOTO

Pexxunk

A,ElMI/IHVICTpVI poBaHKE O0CTYyMNa non b30BaTenen

SQUID Account Management System

FeHepaTop OTHETOB

SARG

YcTaHOBKa
apt install squid
HacTtpouka

(#~“Fix Me! ;

MecTa nn1a BCTaBKun COOTBETCTBYOLIMX NAPaMETPOB BblAeJIEHbl CNEAYIOLWLUMN CUMBOJIAMIN ###

/etc/squid/squid.conf
#debug options ALL,1 28,9

http port 10.0.0.1:3128
http port 10.0.0.11:3128
tcp outgoing address 10.0.0.1

maximum object size 131072 KB
# minimum_object size 0 KB

maximum_object size in memory 32 KB

#cache _dir null /null

#cache dir ufs /usr/local/squid/cache 8192 16 256

#cache _log /dev/null

cache dir null /tmp
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cache log /var/log/squid/cache.log
cache replacement policy heap LFUDA

### NpoTokon ###

# BkNounTh

#access log /var/log/squid/access.log
#cache store log /var/log/squid/store.log
# OTKJIIOYUTD

access _log none

cache_store_log none

# OTknoyeHne /var/log/squid/netdb.state
netdb filename none

ftp_user anonymous@domain.ru
visible hostname HTTP Proxy

cache_mgr webmaster@domain.ru

##4# lcnonb3oBaHMe aBToOpu3aLmMm basic ###

refresh pattern ~ftp: 1440 20% 10080
refresh pattern ~gopher: 1440 0% 1440
refresh pattern -i (/cgi-bin/|\?) © 0% 0

refresh _pattern . 0 20% 4320

### OUNbTP CcopepXumoro ###
#redirect program /opt/rejik/redirector /opt/rejik/redirector.conf

# 3anpeT 60bLWKX haloB
#request body max size 1 MB
#reply body max size 1 MB

acl NOQl urlpath regex cgi-bin \?
no_cache deny NOQ1l

# ACL: ALL
acl ALL src 0.0.0.0/0.0.0.0

# Not cache!
no_cache deny all

### Cnuckn poctyna no URL/IP ###
include /usr/local/etc/squid/urls-lists.conf

acl ftp proto FTP
#always direct allow FTP
http_access allow ftp

#acl manager proto cache object
acl SSL ports port 443 563

acl Safe ports port 80 # http

acl Safe ports port 81 # http

acl Safe ports port 21 # ftp

acl Safe ports port 443 563 # https, snews
acl Safe ports port 70 # gopher

acl Safe ports port 210 # wais

acl Safe ports port 1025-65535 # unregistered ports
acl Safe ports port 280 # http-mgmt

acl Safe ports port 488 # gss-http

acl Safe ports port 591 # filemaker

acl Safe ports port 777 # multiling http

acl CONNECT method CONNECT
http access allow manager localhost

# ACL: Deny ALL

2/8



http _access deny manager

http access deny !Safe ports

http access deny CONNECT !SSL ports
http_access deny ALL

http reply access deny ALL
icp_access deny ALL

cache effective user proxy
cache _effective group proxy

logfile rotate 7
# minimum retry timeout 5 seconds
# maximum single addr tries 3

#coredump_dir /usr/local/squid/cache
coredump dir /var/log/squid

# CKpblBaTb BHYTPeHHMI IP appec KaneHTa
forwarded for off
via off

#header_access X-Forwarded-For deny all
#header_access Via deny all

### Bbinyck Tpadmka € pasHelx IP-agpecoB ###

Ncnonb3oBaHue aBTopusauum basic
JlobaBneHne nonb3oBaTens 4aa aBTopusaLuu:
htpasswd /etc/squid/passwd NOJIb3OBATEJ1b
MapameTpbl gns anna squid. conf

auth param basic program /usr/lib/squid3/basic ncsa auth /etc/squid/passwd
auth param basic children 3

auth _param basic realm proxy

authenticate ttl 600 seconds

authenticate ip ttl 10 seconds

auth param basic credentialsttl 2 hours

MpoTtokon (Log)
,D,J'IFI BKJIIOYEHUA/OTKIIIOYEHNS NPOTOKO/1Ia HY)KHO BHECTW COOTBETCTBYHOLLNE N3MEHEHUA B (pa|7u1 squid.conf:

e OTKNOUYUTL
access _log none
cache store log none
cache_log /dev/null
® BkO4YNTL:

access log /var/log/squid/access.log
cache store log /var/log/squid/store.log
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Boinyck Tpaduka c pasHbix IP-agpecos
Mpumep BbiNycka Tpaduka U3 pasHbiX ceTen/afapecos C pa3HblX BHeWHWX IP-agpecos:

e [115 ceTu netl ucnonb3oBaTh BHEWHWUA IP 1

e [115 ceTn net2 MCMONb30BaTh BHELLHUA IP 2

e [ins agpeca net3 NCnonb3oBaTh BHELWHWA IP 3
o [1ns oCTaNbHbIX MCMO/b30BaTh BHELWHWA IP 4

squid.conf

acl netl src 10.1.1.0/24

acl net2 src 10.1.2.0/24

acl net3 src 10.1.3.1/32
tcp_outgoing address BHELUHWA IP 1 netl
tcp outgoing address BHELUHWA IP 2 net2
tcp outgoing address BHELUHWA IP 3 net3
tcp_outgoing address BHELIHWA IP 4

OrpaHuyeHue poctyna no IP/URL
(g~Fix Me! )

Wcnonb3yetcs ona:

Debian

MS Windows
ClamAvV
SpamAssassin
Discord
Telegram

®annbl ¢ paclwimpeHnem .allow 1 .deny COAEPXXaAT CANCOK IP-appecoB n/mnam nx macok, 0gHa CTPOKa — OAMH agpec/macka.
Mpumepst:
1. Pa3pewmnTb JocTyn K 06HOBNEHMIO SpamAssassin:

Jusr/local/etc/squid/SpamAssassin.allow

10.1.10.11
10.1.10.12
10.1.10.13

2. 3anpeTuTb AOCTYN Aas cneayiowmx IP:

Jusr/local/etc/squid/Deny.deny

10.1.10.0/24

k URL no cnucky

windowsupdate.com
detectportal.firefox.com

MpumMep rotosoro dana urls-lists.conf:
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Jusr/local/etc/squid/urls-lists.conf

### MS Windows ###

acl MS Windows.urls url regex "/usr/local/etc/squid/MS Windows.urls"
acl MS Windows.allow src "/usr/local/etc/squid/MS Windows.allow"
http access allow MS Windows.allow MS Windows.urls

http _reply access allow MS Windows.allow MS Windows.urls

#i# Deny #it#

acl Deny.urls url regex "/usr/local/etc/squid/Deny.urls"
acl Deny.deny src "/usr/local/etc/squid/Deny.deny"
http_access deny Deny.deny Deny.urls

# ACL: ExtlRerorts

acl ExtRerorts.urls url regex "/usr/local/etc/squid/ExtRerorts.urls"
acl ExtRerorts.allow src "/usr/local/etc/squid/ExtRerorts.allow"
http access allow ExtRerorts.allow ExtRerorts.urls

http _reply access allow ExtRerorts.allow ExtRerorts.urls

### ClamAV ###

acl ClamAV.urls url regex "/usr/local/etc/squid/ClamAV.urls"
acl ClamAV.allow src "/usr/local/etc/squid/ClamAV.allow"
http _access allow ClamAV.allow ClamAV.urls

http reply access allow ClamAV.allow ClamAV.urls

### SpamAssassin #i##

acl SpamAssassin.urls url regex "/usr/local/etc/squid/SpamAssassin.urls"
acl SpamAssassin.allow src "/usr/local/etc/squid/SpamAssassin.allow"
http access allow SpamAssassin.allow SpamAssassin.urls

http _reply access allow SpamAssassin.allow SpamAssassin.urls

# ACL: SBIS

acl SBIS.urls url regex "/usr/local/etc/squid/SBIS.urls"
acl SBIS.allow src "/usr/local/etc/squid/SBIS.allow"

acl SBIS.ports port 80 443 8585

http access allow SBIS.allow SBIS.urls SBIS.ports
http_reply access allow SBIS.allow SBIS.urls SBIS.ports

# ACL: SBIS-online

acl SBIS-online.urls url regex "/usr/local/etc/squid/SBIS-online.urls"

acl SBIS-online.allow src "/usr/local/etc/squid/SBIS-online.allow"

acl SBIS-online.ports port 80 443 53 3478

http access allow SBIS-online.allow SBIS-online.urls SBIS-online.ports
http_reply access allow SBIS-online.allow SBIS-online.urls SBIS-online.ports

# ACL: Maps

acl Maps.urls url regex "/usr/local/etc/squid/Maps.urls"
acl Maps.allow src "/usr/local/etc/squid/Maps.allow"
http_access allow Maps.allow Maps.urls

http_reply access allow Maps.allow Maps.urls

### Debian ###

acl Debian.urls url regex "/usr/local/etc/squid/Debian.urls"
acl Debian.allow src "/usr/local/etc/squid/Debian.allow"
http access allow Debian.allow Debian.urls

http _reply access allow Debian.allow Debian.urls

# ACL: iBank2

acl iBank2.ports port 33333 9091 80 443

#acl CONNECT method CONNECT

acl iBank2.allow src "/usr/local/etc/squid/iBank2.allow"

acl iBank2.urls url regex url regex "/usr/local/etc/squid/iBank2.urls"
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http _access allow iBank2.allow iBank2.urls iBank2.ports
http reply access allow iBank2.allow iBank2.urls iBank2.ports

# ACL: C6epbaHk

acl SberBank.ports port 80 443 9443 444

acl SberBank.allow src "/usr/local/etc/squid/SberBank.allow"

acl SberBank.urls url regex url regex "/usr/local/etc/squid/SberBank.urls"
http access allow SberBank.allow SberBank.urls SberBank.ports

http reply access allow SberBank.allow SberBank.urls SberBank.ports

# ACL: BHewHwue OTYETHI

#acl ExternalRerorts.urls url regex "/usr/local/etc/squid/ExternalRerorts.urls"
#acl ExternalRerorts.allow src "/usr/local/etc/squid/ExternalRerorts.allow"
#http access allow ExternalRerorts.allow ExternalRerorts.urls

#http reply access allow ExternalRerorts.allow ExternalRerorts.urls

# ACL: All

acl All.urls url _regex "/usr/local/etc/squid/All.urls"
acl All.allow src "/usr/local/etc/squid/All.allow"
http access allow All.allow All.urls

http reply access allow All.allow All.urls

# ACL: 1C

acl 1C.urls url regex "/usr/local/etc/squid/1C.urls"
acl 1C.allow src "/usr/local/etc/squid/1C.allow"
http access allow 1C.allow 1C.urls

http reply access allow 1C.allow 1C.urls

### Discord ###

acl Discord.urls url regex "/usr/local/etc/squid/Discord.urls"
acl Discord.allow src "/usr/local/etc/squid/Discord.allow"

http access allow Discord.allow Discord.urls

http reply access allow Discord.allow Discord.urls

### ACL: Telegram ###

acl Telegram.urls url regex "/usr/local/etc/squid/Telegram.urls"
acl Telegram.allow src "/usr/local/etc/squid/Telegram.allow"

http access allow Telegram.allow Telegram.urls
http reply access allow Telegram.allow Telegram.urls

Mepe3anyck

service squid reload

TecTupoBaHue

BugumocTs B ceTu:
netstat -tulpn |grep

Ons TecTupoBaHus ynobHo ncnonb3oBath bpay3ep Links.

Npeobpa3oBaHue wWTamMna partbl BpeMeHu u3 cpauna access.log

Mpumepsi:
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cat access.log perl -p -e 's/~([0-9]*)/"[".localtime($1)."]"/e"
nnn

echo 1464578711.398 | perl -p -e 's/~([0-9]*)/"[".localtime($1)."]"/e"'

logrotate

(#~“Fix Me! ;

HacTpoika poTaumm NpoToKoa ¢ NoMoLLbio logrotate:

/etc/logrotate.d/squid3

#
# Logrotate fragment for squid3.
#
/

var/log/squid3/*.log {

monthly

compress

delaycompress

rotate 2

missingok

nocreate

sharedscripts

prerotate
test ! -x /usr/sbin/sarg-reports || /usr/sbin/sarg-reports monthly
endscript

postrotate
test ! -e /var/run/squid3.pid || /usr/sbin/squid3 -k rotate

endscript

CcbinIkM

Squid Log Files

Can | make Squid proxy only, without caching anything?

Sonar — Web Interface for Squid

wiki.rsu.edu.ru: Hactponka proxy-cepsepa

Convert squid timestamps

Squid configuration directive tcp_outgoing_address

Squid Ha npakTyKe. icnonb30BaHNe HECKONbKUX MHTeP(EeNCcoB ANs BbIxoaa B IHTepHeT

OupekTnebl(TAG) Squid. tcp_outgoing_address
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