XCA

(X Certificate and Key management) 3To nporpamMMa, npefgoctasisiowas nHTepdenc ans ynpasieHNs acMMeTPUYHbIMU
kno4amu RSA/DSA. MporpaMmMa MOXET MCMOAb30BaTbCsA OJ1S CO34aHUA M NOANUCBIBAHUA CEepTUPUKATOB B paMKax
HebonbLoro LC(CA) 1 co3naTb COBCTBEHHYO MHPPACTPYKTYPY OTKPLIThIX kKtoyen (PKI).

Ona wugpoBaHus ncnonbsyetcs bubnmoreka OpenSSL.
OCHOBHbIE BO3MO)XHOCTMW:

e [lporpamMMa No3BO/SET CO3AaBaTb COBCTBEHHbIE CEPTUGDMKATLI, 3aNpPOoChkl 1 CNUCKK 0T3biBa (CRL)
e IMMOPT 1 3KCMOPT KAtoyeln B hopMaTax:

o PEM

© DER

o PKCS#7

O PKCS#12
MoXxHO ynpaenaTe Smart-kapTamu Yyepes uHTepdenc PKCS#11
JKCMopTUPOBaTh CepTUdMKaTbl U 3anpockl B haina HacTpoek OpenSSL
ECTb BO3MOXHOCTb C034aBaTh WabnoHbl AN CO3AaHNA CepTUhNKaTOB
LLIabnoH MOXXHO co34aTb Ha OCHOBE FOTOBOr0 CepTUdUKaTa
EcTb nopfep>xka paclumpeHunin x509v3
MO>XHO M3MEHSTb WMpUHy cTonbLos

M0>XHO MCMO/b30BaTh A5 PaboThl C

IPsec
OpenVPN
SSH
libvrt

CraHpapThbl:

PKCS#1 unencrypted RSA key storage format.

PKCS#7 Collection of public certificates.

PKCS#8 Encrypted private key format for RSA DSA EC keys.
PKCS#10 Certificate signing request.

PKCS#11 Security token / Smart card / HSM access.
PKCS#12 Certificate, Private key and probably a CA chain.

®opmaTbl hannos:

e DER (Distinguished Encoding Rules) — 6uHapHbIin dhoopmaT
e PEM Privacy Enhanced Mail — TekcToBbIN hopmaT
e SSH2 — My6anyHble kmo4m SSH

Yn0o6CcTBO MCNOb30BaHMUSA:

Templates for common subjects and extensions.

All subject entries, x509v3 extensions, and other properties can be displayed in separate columns.
Customizable subject entries

Drag & Drop support

Many certificate setting sanity checks

Easy association and transformation between keys, certificates and requests

http://hohnstaedt.de/xca/

http://hohnstaedt.de/xca/index.php/download
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https://sysadminmosaic.ru/_detail/xca/bigkey.png?id=xca%3Axca
https://sysadminmosaic.ru/openssl/openssl
https://sysadminmosaic.ru/openssl/openssl
https://sysadminmosaic.ru/ipsec/ipsec
https://sysadminmosaic.ru/xca/openvpn
https://sysadminmosaic.ru/xca/ssh_keys
https://sysadminmosaic.ru/xca/libvrt
http://hohnstaedt.de/xca/
http://hohnstaedt.de/xca/index.php/download

https://github.com/chris2511/xca/

YcTaHOBKa

apt install xca

KoMnunsauusa

Heobxonmmble nakeTbi:
apt install autoconf g++ libltdl-dev qt4-dev-tools libssl-dev pkg-config git

Mpumep ons sepcun 2.1.2

3arpyska v KoMnuasLus

xca_download_compile.sh

#!/bin/bash

cd /tmp

wget https://github.com/chris2511/xca/archive/RELEASE.2.1.2.tar.gz
tar -xvf RELEASE.2.1.2.tar.gz

cd /tmp/xca-RELEASE.2.1.2
./bootstrap
./configure; make -j6; make install

MpuMep ANs akTyasbHOW BepCUm:

xca_download_compile.sh
#!/bin/bash

cd /tmp

git clone https://github.com/chris2511/xca.git
cd /tmp/xca

./bootstrap

./configure; make -j6; make install

Tunosblie pencTBus

OT3bIB cepTUdUKaTa

DKCMOpPT CNUCKa 0T3blBa

DKCMopT cepTutmnkaTta

DKCNOPT 3aKPbITOro KitYa

[eHepaumsa napameTpoB Ouddn — XennmaHa

OT3bIB cepTucbuKaTa
1. MNepenTn Ha BKNAAKy CepTudukaThbl

2. BbIbpaTb HYXXHbI CepTudukaTt
3. HaxkaTb NpaByto KHOMKY MbILUN N B KOHTEKCTHOM MeH!o BbIbpaTh OTo3BaTh
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https://github.com/chris2511/xca/
https://sysadminmosaic.ru/_export/code/xca/xca?codeblock=2
https://sysadminmosaic.ru/_export/code/xca/xca?codeblock=3

4. BbIMOAHMTL KCNOPT CANCKa OT3bIBa

JKCNOPT CMUCKaA OT3biBa

1. MNepenTn Ha BKNagKy CepTudrKaThbl

2. BblbpaTb HYXHbI LieHTp ceptudukaumm (LC)

3. HaxxaTb NpaByo KHOMKY MbILIW U B KOHTEKCTHOM MeHIo BbibpaTb LIC/CreHepupoBaTh CRL

ﬂ 3a4aTb HYXKHble 3HaYeHNA N HaXXaTb KHOMKY %I

5. TMepenTu Ha BKNaAKY Cnucky 0T3biBa CEPTUHUKATOB

6. BblbpaTb HYXHbI Crncok 0T3biBa

7. HaXaTb Ha KHOMKY 3kcnopT

8. B OKHe «3KCMopT CNMCKa OT3bIBOB» HYXXHO 3a4aTb NyTb U UM anna, popmaTt danna PEM (*.pem)
ﬂ HaXaTb KHorKy OK]

IKcnopT cepTudukaTa

1. MepenTn Ha BKNaaKy CepTudunkaTsl
2. BblbpaTb HYXHbI CepTudukat

H Ha)kaTb KHOMKY 3KCI‘I0pT|

4. B MOSIBUBLLEMCS OKHE HY>KHO B MoJie ®opmaT cepTudukata BbIGPaTh PEM (*.crt), yKasaTb NyTb K daiay
5.] HaxaTb kHonky OK]

JKCNOPT 3aKpPbITOro Kjto4a

1. MNepenTn Ha BKAAAKY 3aKpbiTble K/o4M
2. BbIbpaTb HY)XHbIV 3aKpbITbIA K04

3. HaxaTb kHonky Skcnopt]

4. B nosBMBLUEMCS OKHE HY)XXHO B MnoJie ®opmaT A5 3KCrnopTa BbIOpPaTh 3akpbiThiit katod PEM (*.pem), yKa3aTb NyTb K
anny

5.] HaxaTb kHonky OK]
FeHepauusa napameTtpoB Aucddpu — XennmaHa

AnropuTtm obmeHa Ouddun-XennmaHa (DH)

1. MeHio JononHutensHo/CreHepupoBaTh napameTpsl Juddu — XennmaHa

2. B OKHe nosBMBLUEMCS OKHE HY>XHO BbIbpaTh 2048

3| Haxatb kHonky OK]

4. HayHé&TCs npouecc reHepaunm, KOTOPbIN MOXET 3aHATb HECKOIbKO MUHYT!
5. TMocne NosBMTCA AManor C nepesioXeHneM COXpaHnTb 13 B hann dh2048. pem

Mons

Internal Name

370 MMS UCMOJb3YETCA TOJIbKO BHYTpY rnporpamMmmbl XCA 1 He COXPaHATCS B cepTudukaTe.

countryName

[C] Koo cTpaHbl (IBa cuMBONa), Hanpumep RU

stateOfProvinceName

[ST] PeruoH (obnacTtb, pecnybnmka) BHyTpu CTpaHbl (128 cuMBoJIOB).
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https://sysadminmosaic.ru/encryption/encryption#dh
https://sysadminmosaic.ru/encryption/encryption#dh

localityName

[L] Fopol nav HacenéHHbln NyHKT (128 cuMBONOB).

organizationName

[0] HanmeHoBaHMe opraHm3aunn (64 cumeona).

organizationUnitName

[0U] HanMeHoBaHVe nofpa3feneHnsa opraHm3aunu.

commonName

[CN] HanmeHoBaHue cybbekTa. (64 cumBona).

emailAddress

ALpec 3N1eKTPOHHOM NoYThl (128 7-6MTHBIX CUMBONOB).

MNMepeBop,

[na nepeBofa Hy>XHo ncnosab3oBaTh Qt linguist

MicxoHbIN hain xca ru.ts HY)KHO CKOMMWIMPOBAaTb B Xca_ru.gm

lrelease xca ru.ts

https://hohnstaedt.de/xca/index.php/colaboration/translation

CcbinIkM

https://www.hohnstaedt.de/xca/templates/g5_hydrogen/custom/images/bigcert.png
https://www.hohnstaedt.de/xca/templates/g5_hydrogen/custom/images/bigkey.png
3allmLleHHbIA KaHan nepefayn AaHHbIX C MOMOLLbIO CamMonoAnucaHHbix SSL-cepTugurkaTos u Stunnel

XCA - y[0CTOBEPSAIOLLNA LIeHTP YPOBHS NPEANpUsTMS WK cara 0 PYCCKMX U HEMELIKUMX NporpaMmucTtax / Xabp
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https://sysadminmosaic.ru/qt/qt#linguist
https://hohnstaedt.de/xca/index.php/colaboration/translation
https://www.hohnstaedt.de/xca/templates/g5_hydrogen/custom/images/bigcert.png
https://www.hohnstaedt.de/xca/templates/g5_hydrogen/custom/images/bigkey.png
http://habrahabr.ru/post/122537/
http://habrahabr.ru/post/122537/
http://habrahabr.ru/post/122537/
http://habrahabr.ru/post/122537/
https://habr.com/post/357668/
https://habr.com/post/357668/

https://sysadminmosaic.ru/xca/xca
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