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Peanusauus cepsepa rdp C OTKPbITbIM UCXOAHbIM KOLOM B Linux.
http://www.xrdp.org/

https://github.com/neutrinolabs/xrdp

HacTtpoika PulseAudio B xrdp

KnneHTbl:

e FreeRDP
e Remmina

+X11RDP-0-Matic=

YcTaHOBKa

apt install -t jessie-backports xrdp xorgxrdp
nnn

apt install -t stretch-backports xrdp xorgxrdp

JloroTun

®opmaT rpaduyecknx annos:

e BMP
e rnybuHa uBeTa 24 buTa
e Tun: windows

BakHo, 4TO6bI ¢)a|7|n JIoroTuna nMen YETHOEe YMC0 TOYEK Mo BEPTUKAIN U TOPU3OHTANN.

MpnMep HacTPoeK onucaH 34ech
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https://sysadminmosaic.ru/_detail/xrdp/xrdp_logo_mrgb.png?id=xrdp%3Axrdp
https://sysadminmosaic.ru/rdp/rdp
http://www.xrdp.org/
https://github.com/neutrinolabs/xrdp
https://sysadminmosaic.ru/xrdp/pulseaudio
https://sysadminmosaic.ru/xrdp/pulseaudio
https://sysadminmosaic.ru/xrdp/pulseaudio
https://sysadminmosaic.ru/xrdp/pulseaudio
https://sysadminmosaic.ru/freerdp/freerdp
https://sysadminmosaic.ru/remmina/remmina
https://sysadminmosaic.ru/x11rdp-o-matic/x11rdp-o-matic

INoroTun

MMA_CEPBEPA

JTorotTun

Ok

Cancel

MpnMep HacTpoek faH B pa3pene xrdp.ini
sesSman.ini

@ B xrdp 0.9.1-9~bpo8+1 amd64 He paboTaeT KOHCTUTYLNA MaxSessions=0 NO3TOMY HY>XHO CTaBUTb 3aBbILLEHHOE YNC0
ceccuen.

/etc/xrdp/sesman.ini

Globals
ListenAddress=127.0.0.1
ListenPort=3350
EnableUserWindowManager=true
UserWindowManager=startwm.sh
DefaultWindowManager=startwm.sh

Security
AllowRootLogin=false
MaxLoginRetry=1
TerminalServerUsers=tsusers
TerminalServerAdmins=tsadmins
AlwaysGroupCheck=false

Sessions
X11DisplayOffset=10
MaxSessions=100

KillDisconnected=false
IdleTimeLimit=0
DisconnectedTimeLimit=0

Policy=Default

Logging
LogFile=xrdp-sesman. log
LogLevel=CORE
EnableSyslog=1
SyslogLevel=CORE
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https://sysadminmosaic.ru/_detail/xrdp/logo.bmp?id=xrdp%3Axrdp
https://sysadminmosaic.ru/_detail/xrdp/logon_dialog.png?id=xrdp%3Axrdp
https://sysadminmosaic.ru/_export/code/xrdp/xrdp?codeblock=2

Xorg
param=Xorg
param=-config
param=xrdp/xorg.conf
param=-noreset
param=-nolisten
param=tcp

Xvnc
param=Xvnc
param=-bs
param=-nolisten
param=tcp
param=-localhost
param=-dpi
param=96

Chansrv
FuseMountName

| Ons Toro, 4Tobbl NonAb30BaTENb C NtobOro IP-agpeca NoaKAYaNCA K CBOEN
" ceccum HyXHO B pa3fene [Sessions] 3afaTh Policy=Default

xrdp.ini

Ba)kHO ybpaTb UM OTK/OYNUTbL HE MCMNOJb3yeMble HAaCTPOWKM U OCTaBUTb TOJIbKO HYXHble, HaNpuMep Cekuuo Ans
HACTPOMKK Xorg 1 HanpuMmep OUCTaHUUOHHLIA MOMOLHKK (x11lvnc-assistant).

Jetc/xrdp.ini

Globals

ini version=1

fork=no

port=3389

tcp nodelay=true
tcp_keepalive=true
security layer=negotiate
crypt_level=high
certificate

key file

autorun

allow _channels=true
allow multimon=true
bitmap cache=true
bitmap compression=true
bulk compression=true
max_bpp=32
new_cursors=true

use fastpath=both

# configure login screen
blue=009cb5
grey=dedede
black=000000
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https://sysadminmosaic.ru/x11vnc/assistant
https://sysadminmosaic.ru/x11vnc/assistant
https://sysadminmosaic.ru/_export/code/xrdp/xrdp?codeblock=3

dark _grey=808080
blue=08246b

dark blue=08246b
white=ffffff
red=ffo000
green=00ff00
background=626c72

1s_title=MM$_CEPBEPA
1s_top window bg color=3a6ea5

# WnpunHa v BbICOTa OKHa
ls width=330
1s _height=203

# LBeT thoHa OKHa B hopmaTe RGB
ls _bg color=dedede

# optional background image filename (bmp format).
#1s background image

# M8 chana c TOroTUNOM 1 ero No3nums

ls logo filename=/usr/local/share/logo.bmp
1s _logo_x pos=95

1s _logo_y pos=30

# for positioning labels such as username, password etc lmeHa nonen
1s label x pos=30
1s_label width=20

# for positioning text and combo boxes next to above labels
ls _input x pos=8
1s _input width=80

# y pos for first label and combo box
ls input y pos=120

# OK button

ls btn ok x pos=237
1s btn ok y pos=130
1s btn ok width=85
ls btn ok height=25

# Cancel button

1s _btn cancel x pos=237
1s _btn cancel y pos=167
ls _btn cancel width=85
1s btn cancel height=25

# configure login screen

Logging
LogFile=xrdp.log
LogLevel=CORE
EnableSyslog=true
SyslogLevel=CORE

Channels
rdpdr=true
rdpsnd=true
drdynvc=true
cliprdr=true
rail=true
xrdpvr=true
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tcutils=true

Xorg
name=Xorg
lib=1ibxup.so
username=ask
password=ask
ip=127.0.0.1
port=-1
code=20
xserverbpp=16

xrdp_keyboard.ini

(~Fix Me! )

fetc/xrdp/xrdp_keyboard.ini

#https://github.com/neutrinolabs/xrdp/wiki/Example-of-xrdp keyboard.ini-for-russian-keybo
ard

default rdp layouts

rdp_layout us=0x00000409
rdp_layout de=0x00000407
rdp_layout fr=0x0000040C
rdp_layout it=0x00000410
rdp_layout jp=0x00000411
rdp_layout jp2=0xe0010411
rdp_layout jp3=0xe0200411
rdp_layout jp4=0xe0210411
rdp_layout ru=0x00000419
rdp_layout se=0x0000041D
rdp_layout pt=0x00000816
rdp_layout br=0x00000416
rdp_layout pl=0x00000415

rdp_keyboard ru
keyboard type=4
keyboard subtype=1
model=pcl05
options=grp:alt shift toggle
#options=grp:alt shift toggle,grp led:scroll
rdp_layouts=default rdp layouts
layouts map=layouts map ru

layouts _map_ru
rdp_layout us=us,ru
rdp_layout ru=us,ru

CnucokK ceccuu

" Fix Me! )

Cnuncok ceccuin nosib3oBaTens:
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https://sysadminmosaic.ru/_export/code/xrdp/xrdp?codeblock=4

xrdp-sesadmin -u=WUM$ -p=MNAPOJIb -c=1list

CrncoK TeKyLmx ceccun:

xrdp-status.sh
#!/bin/bash

1s -1 /var/run/xrdp/sockdir
service xrdp status

Nepe3anyck

Cbpoc ceccuin nyTéM nepesanycka xrdp

Jusr/local/sbin/xrdp-restart.sh
#!/bin/bash

usr/bin/pkill -f xrdp-sesman --signal
usr/sbin/service xrdp restart

PewweHue pna Debian 9 (stretch)

Jusr/local/sbin/xrdp-restart.sh
#!/bin/bash

usr/bin/pkill -f xrdp-sesman --signal
usr/bin/pkill -f Xorg --signal
usr/sbin/service xrdp restart

rm -r /tmp/.X11l-unix
rm /tmp/.X*-lock

PAM

Debian: PaboTa ¢ PAM

/etc/pam.d/xrdp-sesman

%PAM-1.0
@include common-auth
@include common-account
@include common-session
@include common-password
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https://sysadminmosaic.ru/_export/code/xrdp/xrdp?codeblock=6
https://sysadminmosaic.ru/_export/code/xrdp/xrdp?codeblock=7
https://sysadminmosaic.ru/_export/code/xrdp/xrdp?codeblock=8
https://sysadminmosaic.ru/pam/pam
https://sysadminmosaic.ru/pam/pam
https://sysadminmosaic.ru/pam/pam
https://sysadminmosaic.ru/_export/code/xrdp/xrdp?codeblock=9

KnaBuaTtypa

MapameTpbl 3agat0Tcs B panne xrdp keyboard.ini

HaCTpOVIKVI KnaBnaTypbl HeobX04MMO BbLINOSIHATH npu co3faHnmn ceccuu nonb3oBaTtesis, BOT npumep ong lceWM.

reconnectwm.sh

CKpI/II'IT BbINOJIHAETCA NPWN MOBTOPHOM MOAK/IIOYEHUW MOJ1Ib30BaTENA K CyLLI,GCTByIOLLI.EI?I ceccun.

Hrxe npmBenéH NpyuMep NCMOb30BaHNA 3TOM0 CKPUNTa ANF NPUMEHEHNS HaCTPOeK KnaBmnaTypbl Npu paboTte B lceWM.

/etc/xrdp/reconnectwm.sh
#!/bin/bash

icewm --restart
pgrep -u $(whoami) xxkb>/dev/null;
pkill xxkb;xxkb

exit

Ha ann Hy>KHO faTb NpaBa 3anycka A5 BCEX MOJib30BaTesNei:

chmod +x /etc/xrdp/reconnectwnm.sh

0Oco6eHHOCTH UCNOoJIb30BaHUA PYCCKOrO fA3blKa

1. Y1066l M3bexaTb ownbok nNpyn BBOAE MMEHW/NAPONS NPU MOLKIIOYEHUN HYXXHO MO YMOJYaHUIO YyCTAHOBUTH
aHIIMNCKYIO(NaTUHCKYI0) packiaAka knasuaTypbl. Hanpumep, B FreeRDP HY)XHO yKa3aTb B CTPOKe 3anyCcKa KAneHTa
napameTp /kbd:0x00000409

2. He Hy>XHO ncnosb3oBaTh setxkbmap B npw 3anycke lceWM u B reconnectwm.sh

3. Ina xrdp_keyboard.ini Hy>kHO NCNONb30BaTb TakoW BapnaHT TakoN BapuaHT:

Mpumep, BKAOYaOWMA NOPAAOK PacKNaAoK KaBnaTypbl C Y4ETOM UCMob30BaHNA XXKB:

Ecnu nepsoit (N0 ymMon4aHMIo) ABNSETCSA aHrIMNCKasa packnagka, To B xrdp_keyboard.ini yka3biBaeM 370:

Jetc/xrdp/xrdp_keyboard.ini

default rdp layouts
rdp_layout none=0x00000000
rdp layout us=0x00000409
rdp_layout us pd=0xa0000409
rdp_layout ru=0x00000419

default layouts map
rdp_layout none=us,ru
rdp_layout us=us,ru
rdp_layout us pd=us,ru
rdp_layout ru=us,ru

rdp_keyboard ru

keyboard type=4

keyboard subtype=1
options=grp:ctrl shift toggle
rdp layouts=default rdp layouts
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https://sysadminmosaic.ru/icewm/icewm#startup
https://sysadminmosaic.ru/icewm/icewm#startup
https://sysadminmosaic.ru/_export/code/xrdp/xrdp?codeblock=10
https://sysadminmosaic.ru/freerdp/freerdp
https://sysadminmosaic.ru/icewm/icewm#startup
https://sysadminmosaic.ru/xxkb/xxkb#russian-language
https://sysadminmosaic.ru/_export/code/xrdp/xrdp?codeblock=12

layouts map=default layouts map

A ecsin nepBoii (Mo yMonYaHU) pycckas, TO N3MeHeHus xrdp_keyboard.ini AN Takoro nopsiaka packfiaflok KnaBnaTyphb
BbIMAAAT TaK:

default layouts map
rdp_layout none=ru,us
rdp layout us=ru,us
rdp_layout us pd=ru,us
rdp_layout ru=ru,us

e Example of xrdp_keyboard.ini for russian keyboard
e keyboard layout set only to "us" after reconnect session instead "us,ru" - Issue #337 - neutrinolabs/xrdp

PeweHune npodbnem

Black box around cursor and other problems when connecting to xrdp xubuntu 1704

06s53aTenbHO fo/KeH bbiTh hann /var/log/xrdp.log

Dependency failed for xrdp daemon

B nakeTe xrdp_0.9.1-4~bpo8+1 amd64.deb eCTb OWNOKN KOTOPbIE MPUBOAAT K NMOSBAEHUIO OLINOKM:
Dependency failed for xrdp daemon.

ST0 BbI3BaHO TeM, He C034aéTca nanka /var/run/xrdp

PeweHue: 1. B cekuuto Service haina xrdp-sesman.service Hy)KHO 400aBUTb CTOKY:

/lib/systemd/system/xrdp-sesman.service

Service
ExecStartPre=/bin/sh /usr/share/xrdp/socksetup
2. Co30aTb CCbIIKK

In -s /lib/systemd/system/xrdp.service /etc/systemd/system
1n -s /lib/systemd/system/xrdp-sesman.service /etc/systemd/system

3. NepeynTaTb HACTPONKM

systemctl daemon-reload

xrdp thinclient_drives reconnect
(& Fix Me! )

thinclient_drives is empty although drives selected in Win10 RDP client

Drive redirection: fuse not umounted at logout
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https://github.com/neutrinolabs/xrdp/wiki/Example-of-xrdp_keyboard.ini-for-russian-keyboard
https://github.com/neutrinolabs/xrdp/issues/337#issuecomment-1272405503
https://github.com/FreeRDP/FreeRDP/issues/3863
https://sysadminmosaic.ru/_export/code/xrdp/xrdp?codeblock=14
https://github.com/neutrinolabs/xrdp/issues/720
https://github.com/neutrinolabs/xrdp/issues/780

He 3anyckaeTca ceccus
3ameyeHa Ha Debian 9

PelueHune: Hy>XHO

® service xrdp stop
® BbLINONHUTD

dpkg-reconfigure xserver-xorg-legacy

1 BbiBpaTb KOMY MOXKHO 3anycKaTb ero (KTo yrofiHo)

® service xrdp start

Mpobnemsbl ¢ aBTOpU3aLMent
Mpo6nemsbi B PAM.

B Debian 10 06s13aTeNbHO 3aKOMMEHTNPOBATb CTPOKY:

/etc/pam.d/common-auth

auth required pam _unix.so use first pass

CcbinkMn

JNlorotun
VLD: Debian + LXDE + XRDP (x11rdp) + 1C on DS or VPS — TepMUHaNbHbIA cepBep
ApMUHUCTPUPOBaHME U He TONbKO: TepMuHanbHbi cepeep Debian 8 LXDE + xRDP + X11-RDP

https://github.com/neutrinolabs/xrdp/wiki/Example-of-xrdp_keyboard.ini-for-russian-keyboard
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https://sysadminmosaic.ru/_export/code/xrdp/xrdp?codeblock=20
http://server1.xrdp.org/xrdp/logo/xrdp_logo_mrgb.png
http://tovld.com/archives/2978
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http://a-katyrev.blogspot.ru/2016/10/debian-8-lxde-xrdp-x11-rdp.html
http://a-katyrev.blogspot.ru/2016/10/debian-8-lxde-xrdp-x11-rdp.html
https://github.com/neutrinolabs/xrdp/wiki/Example-of-xrdp_keyboard.ini-for-russian-keyboard

https://sysadminmosaic.ru/xrdp/xrdp
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